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EXECUTIVE SUMMARY

For several years, the Food and Nutrition Service (FNS) of the
United States Department of Agriculture has been investigating alternatives to
the use of food stamp coupons as the medium for issuing and redeeming benefits
under the Food Stamp Program. The goal of this search is to reduce the cost
of 1issuing program benefits and the program'é vulnerability to fraud and

abuse.

One alternative is to use point-of-sale (POS) and electronic-funds-
‘transfer (EFT) technologies to create an Electronic Benefit Transfer (EBT)
system. FNS has sponsored a demonstration of two related EBT systems in
Reading, Pennsylvania. Despite the high cost of operating the first EBT
system, the positive response to this demonstration and the widespread
interest in EBT systems have led FNS to continue this line of research by
sponsoring four State-initiated EBT demonstrations. FNS has also 1issued

guidelines under which States may conduct unsolicited EBT demonstrations.

This report offers information for State Agencies that are
considering a demonstration of an on-line EBT system under the FNS guide-
lines. It discusses the many tasks that must be completed during the design,
development, testing, and implementation of an EBT system, drawing on the
experience provided by the Reading demonstration. The report focuses on the
decisions that a State will have to make and the actions that must be taken to
bring an EBT system from initial design to live operations. A major theme 1is
how a State's decisions may affect required staff resources, development

costs, and system operating characteristics.

THE READING EBT DEMONSTRATION

In July 1983, FNS awarded a contract to a systems engineering firm,
Planning Research Corporation (PRC), to design, develop, and implement an EBT
system in Reading, Pennsylvania. That system operated from October 1984
through Decemb~r 1985, involving all food stamp recipients in the central
portion of Reading and nearly all program-authorized food retailers within a

five-mile radius of downtown Reading.

Nearly all demonstration participants (recipients, retailers, finan-

cial institutions, and State and local welfare office staff) preferred the EBT
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system to the coupon-based issuance system it replaced. Responding to this
support, the Pennsylvania Department of Public Welfare (PDPW) asked FNS to
extend the demonstration. FNS agreed to an extension 1if PDPW assumed
operating responsibilities for the system and improved some of the system's
technical limitations. ©PDPW also agreed to pay 100 percent of demonstration
costs above a specified limit. Following this agreement, PDPW operated the
original EBT system until June 1987, at which time it implemented a redesigned

system that operates on the State's own computer facilities.

Both EBT systems tested during the Reading demonstration represent
on-line, debit card systems which operate similarly to point-of-~sale systems
offered by commercial financial networks. Each food stamp household's monthly
benefit allotment is recorded in an account on the system's computer. The
primary recipient in the household is issued a magnetically encoded benefit
card, which is used together with a personal identification number (PIN) for
identification at the point of sale. Each participating retailer is provided
with one or more POS terminals and a telephone link to the EBT computer. The
recipient redeems his or her benefits at the point of sale by initiating an
on~line electronic transaction that results in an immediate debit to his or
her account and a simultaneous credit to the retailer's EBT system account.
Retailers' EBT credits are totalled each business day and posted to their bank

accounts through electronic funds transfers.

ALTERNATIVE MODELS FOR AN EBT SYSTEM

A key dimension that characterizes an EBT system is the extent to
which it shares central processing facilities, POS terminals, and other
resources with other assistance programs or commercial POS applications.
There are several possible models of resource sharing for an on-line EBT

system. The PRC system was an independent EBT system, in which all system

components, including the central computers and the terminal network, were
used exclusively for processing EBT transactions. Any EBT system in which
central processing facilities are shared with other applications 1is an

integrated EBT system. PDPW's redesigned system is an integrated EBT food

stamp-only system, in which the terminal network is dedicated to the Food
Stamp Program but the central computers are shared with other data processing

applications to achieve economies of scale. Another approach to resource
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sharing is the multi-program EBT system, in which other assistance programs

(such as Aid to Families with Dependent Children) use the same computers,
cards, and terminals to deliver benefits, Finally, an EBT system could
combine resources with a commercial financial network, forming an integrated

EBT/POS system. In such a system, the POS terminals would serve both food

stamp recipients and users of commercial payment systems, such as check
verification, credit draft capture, or debit cards. Processing responsibil-
ities in an integrated EBT/POS system would be divided between the State

Agency and the financial network.

This report discusses the tasks to be performed in implementing an
integrated EBT system and alternative approaches a State Agency could select
to complete these tasks. The focus is on the tasks and issues involved in
implementing an integrated food stamp-only EBT system, such as the PDPW
system, Many of these tasks and issues, however, have equal relevance to the
other on-line EBT system models, including the multi-program and EBT/POS
models. Thus, States considering any type of integrated on~line EBT system
can incorporate much of the report's material into their own decision-making

and planning.

MAJOR ACTIVITIES LEADING TO THE ESTABLISHMENT OF AN EBT SYSTEM

Regardless of which EBT system model is selected, a State Agency
will need to manage four distinct stages of preparing an EBT system. The
process begins with system design. After the design is established, a pro-
totype of the system needs to be developed. The system then needs to be
tested. Finally, a series of implementation tasks lead to system start-up and

initial operations.

Each stage of the process involves a number of subsidiary steps,
which are summarized below. Throughout the process, the State needs to
monitor progress relative to schedules, maintain coordination among task
groups, and, if necessary, resolve disputes. Top managers within the State
Agency should be kept informed and available to make key decisions; commit
necessary resources; and maintain cooperation among the system's developers,
those who will operate it, and the eventual system users. The role that the
State plays (and its effectiveness in that role) will affect its capability to
overgsee or operate the EBT system and 1itg credibility with program

participants.
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SYSTEM DESIGN ACTIVITIES

The design stage is a critical phase in the process of establishing
an EBT system. The system design will determine what nrogram functions the
system will perform and, to a large degree, how well it will function. The
process involves five sequential steps: assembling an EBT project team,
choosing a specific system model, defining the system's functional and
performance requirements, preparing a detailed system design, and reviewing

that plan.

When designing an EBT system, a State may choose to assume all
design responsibilities or it may contract with an outside firm for the design
effort. Contracting out offers access to scarce expertise and the promise of
greater speed and efficiency, but reduces the State's control over the process
and its costs. If a contractor is selected, the State might decide to work
closely with the contractor throughout the design process. Alternatively, the
State could provide the contractor with general specifications for system
functions and performance, and then let the contractor prepare the detailed
system design. Even this latter approach, however, will require State
involvement in the design process, because State staff will have to assist the
contractor with those aspects of system design which interact with existing
State program operations (e.g., benefit issuance) and evaluate the

contractor's products.

Regardless of the extent to which State staff will be involved in

preparing the system design, a State needs to assemble an EBT project team

that will oversee all system design, development, testing, and implementation
activities. The team needs to include senior program and technical staff with
extensive knowledge of Food Stamp Program requirements, State and local
program operations, and existing State computer systems. These staff need to
develop a familiarity with available POS and EFT technologies, with industry
standards for system design and operations, and with federal and State laws
and regulations that may affect EBT system implementation. If the State plans
to work with a contractor during the design process or to design the system
itself, the project team will need a higher level of POS expertise than if a

contractor designs the system.

iv
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The EBT project team then needs to specify the general features of

the design. They must choose a specific system model from the array of
possible on-line system models., An integrated EBT system could be a food
stamp-only system (such as the PDPW system), a multi-program system, or an
EBT/POS system. A food stamp-only system is likely to be simpler and cheaper
to implement, but a multi-program system could save money in the long run by
spreading fixed costs over more users. An EBT/POS system involves an even
more complex implementation process with non-governmental actors playing

larger roles.

Along with the basic system model, the State must choose whether the
EBT system will operate on the State's own computers or a vendor's system.
The project team also should decide what geographic areas will be included in
the EBT system, both for pilot-level implementation and in the long run, after
the system has been approved for larger-scale operations. Performance
standards and requirements for integration with State systems should be

considered, at least in general terms.

The design for an EBT system must define the system's functional

requirements., In these requirements, the design specifies how the EBT system

will perform the tasks necessary to accomplish five major functions:
* authorizing access to benefits;
» providing food benefits to recipients;

» crediting vretailers and financial institutions for
" benefits redeemed;

*+ reconciling system accounts and flows of benefits
through the system, and producing management reports;
and

* managing retailer participation.

At this stage the project team can decide whether the EBT system
will be similar to an existing design (such as the PDPW EBT system or a
commercial POS system) or whether a more customized design 1is desired.
Choosing an existing design offers the advantages of lower development costs
and proven system reliability (because an existing software package can be
modified and used), but some existing software may be difficult to adapt to

the State's functional requirements and computer configuration. Creating a
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more istomized design will require more effort during software development

and more detailed testing of = 2 system before implementation.

The EBT system design shc ld include other design requirements

concerning system capacity, perform.nce standards, and requirements for
integration with program operations. An EBT system mus*® have sufficient
capaci- - to handle the expected peak loads and overall volu. =z of activity for
the pi -t area, and it must be capable of expansion to accommodate the State's
long range plans. Establishing clear expectations for the performance of the
EBT system is critical to ensuring that the system will be satisfactory to all
system users. EBT system performance 1is particularly important to food
retailers, :iut banks, recipients, and program staff also need assurances in
1is area. The important dimensions of EBT system performance include
reliability, response times, and ease of use. Interactions with program
operations should be designed to fit smoothly into the existing workflow and

meet any technical requirements for system interfaces.

Once the functional, performance, and user requirements for an EBT
system have been determined, the system configuration needs to be specified.
The general system design should identify the basic requirements for system
hardware, telecommunications, and software. An integrated EBT system may
require upgrading the State's computer system to improve performance or ensure
compatibility with available POS software. Special EBT hardware requirements,
including store cterminals, printers, and balance inquiry devices must be
identified. Finally, the project team needs to choose the type of telecommu~-

nications network which will link stores to the data center.

To ensure successful development and implementation of an EBT

system, a detailed system design must be prepared. While the general system

design may simply lay out functional, performance, and hardware requirements,
the detailed design should state how each major and minor function will be
performed and what specific equipment will be used. The detailed system
design should be comprehensively documented. The design document should
specify the functional. and user requirements, roles of program participante,
performance standards, and system configuration. A condensed, non-technical
version of the design for retailers can be useful 1in promoting their
understanding and support. Drafts of operations and user manuals (including
quick reference guides) should be prepared, along with a detailed schedule for

development, testing, and implementation.
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The design review should be a comprehensive assessment of the logic

and viability of the detailed design. All affected parties within and outside
the State Agency (e.g., program and operations staff, financial institutions,
FNS, and representatives from retailer trade associations and welfare advocacy
groups) should have the opportunity to review and comment on pertinent
sections of the design. The design review can be an ongoing process or a
formal milestone, depending on the State's approach to system design and

development.

SYSTEM DEVELOPMENT ACTIVITIES

As with system design, a State may choose to develop an EBT system
using in-house resources, or it may contract with an outside firm for system
development. If an outside firm is selected, the State could work as a co-
developer with the contractor during development or follow a turn-key approach
in which the contractor develops and implements the system, and then turns the

system over to the State for on-going operations.

Turn-key development requires the least effort by State staff and,
1f the software is largely off-the-shelf, offers the lowest-cost approach to
development. This approach, however, increases the need for effective
contract negotiation and monitoring, and for complete, objective tests of the
finished product. In addition, State technical staff still have to provide
assistance to the developer in creating interfaces with existing program
functions and in installation and testing of the software in the State's

computer facilities.

A co~-development effort with a contractor is" likely to be more
viable than an entirely in-house approach if the State wishes to be a more
active participant in system development. This approach provides the State
with the opportunity for closer oversight and more input on the realization of
the system design than the turn-key approach, while securing access to the
needed expertise and documentation. The co-development approach will,
nonetheless, require the establishment of formal milestones (such as a
software review or a functional demonstration of the system) for overall

project management.

The primary task in developing an integrated EBT system is writing
and debugging system software. The goal of this activity should be the

vii
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accurate and efficient processing of all system functions. The compatibility
of the software modules with each other should be confirmed through integrated
testing, which should be repeated when flaws in individual modules are
fixed. The effort required will depend on the system design and the extent to
which the ©basic software package must be modified <to meet design

requirements.

One important subsidiary task to facilitate software development and

testing is pregaringrequipment. Developers need access to the type of equip-

ment specified by the design, and they should conduct integrated testing on
the actual equipment configuration that will be used in operations. Depending
on the hardware requirements of the design and the existing hardware at the
State data center, equipment preparation activities may include procuring new

equipment, modifying new or existing equipment, and testing.

Another subsidiary activity for EBT system development is preparing

communications facilities. An EBT system must have sufficient telephone lines

to support peak-period demand for communication with POS terminals, balance
inquiry terminals, and remote workstations. The development team should
review the line requirements identified during the design stage, determine the
availability of existing lines to meet these requirements, and arrange for the

installation of additional lines.

Interim system testing is necessary to make sure that the EBT

software modules and equipment will function together as designed. This
testing requires the installation of the EBT software on the State's computer
system. The tests should address all functional specifications, capacity
requirements, performance standards, and interfdces between the EBT system and
other systems. As EBT system development enters this stage, the involvement
of State technical and program staff becomes increasingly desirable. State
staff can begin to familiarize themselves with the EBT system and help iden-

tify problems of which developers may be unaware.

The EBT system development team should devote substantial effort to

documenting the system design and operating procedures. The design documen-

tation should accurately reflect any changes made during the development
process. Issues to be considered when developing operating procedures include
skill and staffing requirements, ease of use, security, production scheduling,

and impacts on existing operations and activities.
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Preparations for EBT system implementation should begin during the

development stage. These preparations include: determining who will be
responsible for system implementation tasks; preparing a realistic schedule
for system implementation; preparing training materials and plans for
retailers, recipients, and system operating staff; recruiting retailers for
system participation; and establishing necessary agreements for system
operations. Retailer recruiting should begin in the design phase with
publicity, general meetings, and contacts with retailer representatives. A
carefully framed contract is needed to establish terms of retailer partici-
pation. Other agreements will be needed with the system's clearinghouse bank,

with FNS, and with service contractors.

ACCEPTANCE TEST ACTIVITIES

The final stage prior to the implementation of an integrated EBT
system is the acceptance test. The acceptance test assesses both the EBT
system's ability to operate according to the functional and performance
requirements of the design and the State's and contractor's readiness to
implement the system. The State should form a task group of major partici-
pants in system development and operations to oversee all steps of the

acceptance testing process.

The first step in the acceptance testing process is preparing the

Acceptance Test Plan. This document should lay out the approach for accep-

tance testing, including the functions and performance characteristics
(including processing speed and capacity) to be tested, the testing
methodology, the test environment, and the schedule. The Acceptance Test Plan
could be prepared by a development contractor, State staff, an independent
consultant, or some combination of these groups. Preparation of a thorough
and sound Acceptance Test Plan requires expertise in the technology used by
the EBT system and understanding of the particular ;BT design and 1its
operating environment. It is equally important that the persons preparing the

test plan are sufficiently objective to ensure a fair and complete test.

The next and most time-consuming step of the acceptance testing

process is preparing the acceptance test scripts., These scripts should

present in detail the steps that will be taken to conduct and evaluate each

component of the system. The acceptance test scripts should 1include:

ix
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staffing and hardware requirements for the test; initial data values;
procedures and expected results for functional tests; procedures and expected

results for performance tests; a “orms for recording test results.

The simplest approach this task is to assign it to the party
responsible for preparing the Acceptance Test Plan. The greater level of
technical detail required in the test scripts, however, may necessitate
assignment of this task to the system developer or an independent consultant,
with input and oversight from the other members of the task group. While
comprehensive scripts are vital to an effective test, participants should also

be permitted to test "what if" scenarios not included in the formal scripts.

Before the actual test can be conducted, the State and other test

participants must complete several tasks to prepare for the acceptance test.

All necessary equipment and software must be in place. Everyone who will
participate in the test must understand his or her responsibilities and how to
execute them. Test data files and forms must be created, and benefits must be
authorized and posted to recipient accounts for any live purchases to be
transacted during the test. The State may serve as liaison to the party

conducting the test or take the lead in test preparations.

To the greatest extent possible, representatives of all groups who
will participate in live system operations should be involved in conducting

the acceptance test. The test could be supervised by the developer, by State

staff, or by an independent consultant. The choice among these approaches
involves tradeoffs between efficiency of means and reliability of results.
State staff can learn more about the system by participating actively in the
test, but they may need technical assiscance from the developer or a con-
sultant. The use of an outside consultant will add to the cost of testing and
the time required, but the technical expertise and objectivity provided by a

consultant may be critically important to the acceptance test,

During the acceptance test, problems or errors should be noted and
categorized in terms of severity. This categorization of test discrepancies
is useful in evaluating the test results and prioritizing problems for reso-

lution.

As acceptance test gegments are completed, the task group should

begin evaluating the test results. Each test discrepancy should be assessed

in order of priority, and plans for resolving it should be made.
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center, local welfare offices, store equipment service facilities, and other
field sites) must be physically prepared for EBT operations, and final
procedures for EBT system implementation and operations must be developed.
EBT operations staff at all sites must be trained, and any special assignments

for the start-up period need to be made.

The tasks for retailer preparation require the greatest proportion

of the effort to prepare for EBT system start-up. Retailers must be equipped
with POS terminals, printers, and necessary telephone and power lines. This
process requires coordination with the retailers, the telephone company,
electricai contractor, FNS (to confirm retailer authorization), and the vendor
installing the equipment. Retailer data must be entered on the EBT system.
Retailers should be issued a complete, up-to-date operating manual and

provided with comprehensive, hands-on training.

Banks in the EBT project area should be notified well before the
start-up date. The implementation team must make sure that the clearinghouse
institution and the Federal Reserve are prepared to fulfill their roles in che
EBT system. All ACH prenotification forms for retailer accounts should be
submitted early enough to avoid delays in crediting retailers once operations
begin. Retailers' banks should be notified of the start-up date and informed
of an appropriate contact to resolve problems. Other groups that should be
notified are State coupon management staff and local issuance agents or coupon
delivery contractors, because their workloads will be reduced as recipients

begin receiving electronically stored benefits.

EBT system start-up activities begin with loading the production

data. base and recipient notification. System control files created during
development must be updated, and all retailer and terminal data must be
entered and verified. Using several media, the State should inform all
recipients prior to start-up of the planned implementation date and the

changes the EBT system will bring to them.

Once recipient accounts have been set up and benefits posted, the

training of recipients. to use the EBT system can begin. The requirements for

recipient training include: scheduling recipients for training, 1issuing
transaction cards, providing recipients with handbooks and other training
materials, conducting training sessions, and taking action in cases where the

recipient fails to appear for training. Throughout this process, program
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requirements and the capabilities of the recipients must be taken into

account.

Even the best retailer and recipient training will not prevent some
problems from arising during start-up operations. The State or its con-
tractors should provide additional assistance to retailers and recipients
during this critical period. This assistance could include extra hotline
staff (to handle calls for assistance), roving teams of facilitators, or on-
site facilitators in high-volume 1locations. Additional staffing may be
required for such customer service functions as repairing retailer equipment
and replacing recipient cards. Community organizations may be a useful
resource for assistance to recipients, especially the disabled and others with

special needs.

Monitoring operations during start-up and phase-in is an important

function for EBT system managers. The activities of all participant groups
and the problems they encounter should be monitored using system—-generated
reports, field observation, and input from participants. The implementation
team should establish an effective mechanism for synthesizing the monitoring
data and responding to problems. Periodic progress reports and meetings can

be used as tools for monitoring implementation and making necessary decisions.

The transition to steady-state operations occurs once all imple-

mentation tasks have been completed and problems occurring during system
start-up have been resolved. This transition may involve extensive training
of State staff (if implementation has been done on a turn-key basis), or it
may entail only a shift from relatively senior State staff to mid-level

managers and more junior operations personnel.

Once the EBT system has operated at steady-state for the pilot
phase, the next step is evaluating whether the system can and should be
expanded. The strengths and weaknesses of the system should be assessed from
the perspectives of administrative costs, technical performance, ease of use,
security, and participant satisfaction. The evaluation of the feasibility of
expanding the EBT system should alsc consider the likely costs and benefits of
expansion, including the costs of necessary or desired improvements to the EBT
system, Finally, the State will need to obtain the necessary resources, the

cooperation of participants, and the permission of FNS to expand.

xiii
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Chapter One

INTRODUCTION

The Food Stamp Program assists needy households by providing
benefits which can be used to purchase groceries. At present, the program
issues monthly benefits in the form of food stamp coupons, each with a speci-
fied face value. Recipients redeem their benefits at authorized retail food
stores, which receive cash credit when they deposit the coupons at their local
banks. The banks receive credit when they send the coupons to a Federal
Reserve Bank, which debits the program's redemption account at the U.S.

Treasury.

For several years, the Food and Nutrition Service (FNS) of the
United States Department of Agriculture (USDA) has been investigating alterna-
tive methods for 1issuing and redeeming benefits under the Food Stamp
Program. The goal of this effort is to reduce the cost of issuing program
benefits and the vulnerability of the program to fraud and abuse. One
alternative for benefit issuance and redemption is the use of point-of-sale
(POS) and electronic-funds-transfer (EFT) technologies to create an Electronic
Benefit Transfer (EBT) system. FNS has sponsored an ongoing demonstration of

an EBT system in Reading, Pennsylvania.

In the first part of the Reading demonstration, FNS contracted with
a systems engineering firm, Planning Research Corporation (PRC), to create and
operate an on-line EBT system. This period, which ended in December 1985, is
referred to in this report as the "original demonstration." In January 1986,
the Pennsylvania Department of Public Welfare (PDPW) assumed operational
responsibility for the Reading EBT system, under an agreement with FNS. This
action began the "extended demonstration,'" which is ongoing at present.

Despite the high cost of operating the first EBT system, the

1 and the

positive response of participants to the Reading demonstration
widespread interest in the potential benefits of EBT systems have led FNS to

continue this line of research. FNS has sponsored rour State-initiated EBT

1The results of the first portion of the Reading EBT demonstration
are presented in William L. Hamilton et al., The Impact of an Electronic
Benefit Transfer System in the Food Stamp Program. Cambridge,
Massachusetts! Abt Associates Inc., May 1987.
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demonstrations in Arizona, Minnesota, New Mexico and Washington. These
demonstrations will test the feasibility and cost-effectiveness of imple-
menting EBT systems that differ from the Reading systems in two aspects: all
will be vendor-operated, and all will incorporate cash assistance programs as

well as food stamp benefits.

FNS has also issued guidelines under which States may conduct
unsolicited EBT demonstrations. These guidelines constitute the framework for
any new EBT demonstrations in the immediate future. The outcomes of the
State-initiated projects and any unsolicited demonstrations are likely to
shape future FNS initiatives in the area of EBT systems, as will the final

results from the evaluation of the Reading demonstration.!

1.1 PURPOSE OF THIS REPORT

This report offers information for State Agencies that are
considering the design, development, and implementation of an EBT system. The
focus is on identifying the steps required to bring an EBT system from initial
design through to live operations, and on framing the choices faced at each
step. A major theme is how a State's decisions may subsequently affect its
system's costs and operating characteristics. The report is not intended to
prescribe specific choices, since each State's path will be shaped by its

priorities, resources, and circumstances.

Throughout this report, the discussion draws on examples and events
from the Reading EBT demonstration. This body of experience is a source of
useful illustrations of the development and implementation process. It also
provides insight into the challenges that may be encountered and the conse-

quences of choices made at each stage.

While current legislation governing the Food Stamp Program (FSP)
requires benefits to be issued in the form of coupons, FNS regulations permit
States to test EBT as an issuance alternative, under demonstration waivers.

Current research focuses on what types of on-line EBT systems are most cost-

lThe evaluation findings regarding the State-operated Reading EBT
system are presented in: John A. Kirlin et al., The Impacts of the State-
Operated Electronic Benefit Transfer System in Reading, Pennsylvania,
Cambridge, MA: Abt Associates Inc., (forthcoming).
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effective and whether these systems are sufficiently secure against benefit
loss and acceptable to FSP participants. This report is intended to serve as
a bridge between those who have already contributed to the development of the

EBT concept and those who will contribute in the future.

1.2 POLICY OBJECTIVES FOR EBT SYSTEMS

Alchough several types of EBT systems are possible, the concept
underlying them is the replacement of paper food stamp coupons and 1issuance
documents with electronically stored and transmitted benefit data. This

change has several potential advantages for the Food Stamp Program.

An EBT system has the potential to improve the accountability of the
FSP in a number of ways. The amount of benefits issued to each recipient can
be immediately reconciled with the amount authorized. In contrast, issuance
reconciliation in a system using Authorization-to-Participate (ATP) documents
must wait for the return of cancelled ATPs by issuance offices. Moreover, an
EBT system can track the entire flow of benefits from authorization through
issuance and redemption. Such a comprehensive benefit tracking system 1s not

possible in the coupon-based system.

Another reason for interest in EBT systems is the potential for
reducing the administrative cost of issuing and redeeming food stamp benefits.
An EBT system eliminates the costs of producing, handling, and accounting for
the many paper documents currently used in the FSP. Over 2 billion coupons
are printed each year. In addition, States must produce large numbers of
issuance documents (such as Authorization-to-Participate cards) and recon-
ciliation reports (on losses from unauthorized issuances and coupon inventory
shrinkage). EBT systems, however, do require new resources, such as central
data processing facilities and POS terminals deployed in stores. Whether EBT
systems will have lower operating costs than paper-based issuance systems in
the long run will depend on the cost of the EBT hardware and the economies of

scale in its use.

FNS and some States have been interested in EBT systems' poteatial
to reduce the vulnerability of the FSP to fraud and abuse. Food stamp coupons
and paper 1lssuance documents are vulnerable to counterfeiting, theft, loss,
and unauthorized transfers (such as exchanging coupons for cash). While

measurable losses and diversions in the issuance process are relatively small
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compared to losses in the certification process, any misuse of benefits
undermines the integrity and image of the FSP in the eyes of the public. An
EBT system eliminates paper documents and makes it harder for anyone but
authorized recipients and retailers to gain access to food stamp benefits.
However, an EBT system's reliance on electronically transmitted and stored
data may create other wvulnerabilities to fraud and abuse if adequate

safeguards are not provided in the system design.

An EBT system could make food stamp redemption more compatible with
commercial modes of payment. With an EBT system, participating retailers do
not have to handle food stamp coupons, make change in coupons, or complete
redemption certificates. Retailers view all of these activities as burdensome
exceptions to their normal operating procedures. The separate handling of
coupons, redemption certificates, and Foad Coupon Deposit Documents is also a
burden on the banking system. As commercial direct-debit systems of payment
become more widespread, EBT systems will offer food stamp recipients a payment

mechanism similar to that used by other store customers.

EBT systems could provide an additional advantage beyond the FSP as
a starting point for integration of benefit delivery with other assistance
programs. Many States have already integrated their food stamp recipient data
bases with those of other assistance programs, including Aid to Families with
Dependent Children (AFDC) and Medicaid. In some areas, a single issuance
agent delivers AFDC checks and food stamp coupons. An EBT system could be
used to carry this integration one step further by using a single benefit card
as the access device for cash assistance, FSP benefits, and other programs.
Such integration could enhance the sharing of information among programs,
provide additional security for the programs and the recipients, and reduce

administrative costs by sharing resources.

1.3 FUNCTIONAL DESCRIPTION OF AN ON-LINE EBT SYSTEM

An EBT system may be "on-line'" or "off-line'. An on~line EBT system
is one 1in which all transactions require immediate authorization from a
central computer. In an off-line EBT system, the authorization for a trans-
action may come from the recipient's card, and the communication between the
store and the EBT system may occur hours later. This report specifically

addresses the implementation of on-line EBT systems, because the experience on
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1 In addition, some varieties

which it is based involves only on-line systems.
of off-line systems (i.e., those that do not store the recipient's benefits on
the access card) do not check the recipient's remaining balance until after
the purchase has been made. It is unlikely that this approach would be

acceptable in the FSP.

An on-line EBT system allows recipients direct access to benefits at
the point of sale without the use of coupons. Instead of sending coupons or
issuance documents to the recipient by mail (or by delivery to an issuing
agent), an on-line EBT system records the recipient's monthly allotment in a
computerized account. The recipient 1s issued an electronically encoded
benefit card which he or she uses with a personal identification number (PIN)
for identification at the point of sale. Each participating retailer is
provided with one or more benefit transaction terminals (similar to credit
card authorization terminals) and a telephone link to the EBT computer. The
recipient uses the benefits by initiating an electronic transaction within the
EBT system that results in an immediate debit to his or her account and a

simultaneous credit to the retailer's EBT system account.

An EBT system uses electronic funds transfers to reimburse retailers
for food stamp sales. This technology replaces the manual counting,
cancellation, and transfer of coupons by retailers, commercial banks, and the
Federal Reserve. The EBT system tabulates the merchant's total credits each
day. Each business day, these credits are transmitted electronically to the
retailers' bank accounts through an EFT network, such as the Automated
Clearing House (ACH) system. Benefit funds from USDA are transferred

electronically to the bank that initiates the retailer credits.

Ideally, an on-line EBT system minimizes exposure to overdrafts by
requiring on-line authorization of all EBT sales. This requirement guarantees
that the recipient has sufficient benefits to pay for the purchase and that
the recipient's balance will be immediately updated. An EBT system may permit
manually authorized sales in special circumstances (such as computer downtime)

to ensure that recipients can obtain essential food at all times.

l1ssues concerning off-line EBT systems are discussed in Paul F.P.
Coenen et al., The Feasibility of an Off-Line Electronic Benefit Transfer
System for the Food Stamp Program, Atlanta: Electronic Strategy Associates,
Inc. and Abt Associates Inc., February 1988.
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1.4 MODEL - . R AN ON-LINE EBT SYSTEM

There : several pcu.sible models for an on-line EBT system. The
choices that define these models are:
*+ To what extent does the EBT system share resources (such

as computers, support staff, POS terminals, and
telephone lines) with other users?

. hat as:istance programs and/or ->mmercial POS applica-
tions share the EBT system with the FSP?

Another fundamental choice is whether the EBT system is operated by the State
or a contractor. This choice is independent of the EBT system model, although

some combinations of model and operator are more logical than others.

In the independent model, the EBT system uses dedicated proces:ing

capabilities and a dedicated terminal network, serving only the FSP. Such a
system could be operated by the State or a vendor. In the original Reading
demonstration, PRC used this model in designing its EBT system, which it
operated from October 1984 to December 1985. During the first 18 months of
the extended Reading demonstration, the PRC-designed EBT system continued to

operate under PDPW's control.

The independent EBT system is, in some respects, relatively simple
to set up and operate, because it does not require as much interaction with
actors or systems outside the FSP as other models. However, an independent
EBT system .s not likely to be cost-effective to operate on any but the
largest scale, because of the staffing and equipment required to ensure that
recipients can shop whenever and wherever they want without unreasonable

delays.

Any EBT system in which central processing facilities are shared

with other applications is an integrated EBT system. In redesigning the EBT

system for the extended demonstration, PDPW introduced the integrated Food

Stamp-only model. The PDPW EBT system, which began operations in June 1987,

shar=s processing capabilities with other State data processing functions, but
the terminal network is deployed and used solely for food stamp benefit trans-
actions. In the ost likely version of this model, the EBT system is designed
to use the Stat- (or a contractor's) existing computer facilities, since an
EBT system alone probably would not justify investment in a whole new computer

facility.
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An integrated food stamp-only EBT system is more complex to design
and administer than an independent EBT system, because of the interaction with
other data processing operations and the use of existing hardware (for which
ready-to-run software may not exist). An integrated EBT system is more
efficient than an independent system, however, because it can share resources

that must be available but are not always used (such as computer operators).

An integrated food stamp-only EBT system would probably be operated
by the State, unless the State contracts out its other FSP data processing. A
vendor of computer time that had no relationship with the State except the
operation of a food'stamp-only EBT system might not have enough of a stake in

the system's success to be sufficiently reliable.

In the multi-program model, the same benefit card and processing

capabilities are used for food stamp issuance and redemption and for other
benefit programs, such as AFDC and Medicaid. The multi-program model has the
potential to reduce benefit delivery costs for several programs by spreading
the fixed cost of computers and staff over multiple issuance systems. A
multi-program EBT system could reduce AFDC issuance costs, for instance, by
issuing cash benefits through existing automatic teller machines. Recipients
could use either AFDC or food stamp benefits at POS terminals in grocery
stores. Finally, the benefit card could be used at health care facilities,
pharmacies, and other sites for on-line verification of eligibility for

Medicaid.1

The integrated EBT/POS model offers the prospect of efficiency gains

through integration with a commercial POS network or an EFT network capable of
processing POS transactions. Under this model, some or all of the store
terminals and processing capabilities required for the EBT system could be
shared with users of commercial services, such as direct debit, check authori-
zation, or credit card draft capture. An integrated EBT/POS system could, of

course, serve other government programs as well as the FSP. The 1issues

lsome issues concerning multi-program EBT systems are addressed in
Coenen et al., op. cit..
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surrounding the design and implementation of an integrated EBT/PQS system are

addressed in a separate report.l

This report concentrates on the issues pertaining to an integrated.
on-line, food stamp-only EBT system, the most practical of the two models
implemented to date. Many of the considerations, however, also are relevant
to other integrated system models, including multi-program and integrated
EBT/POS systems. As noted previously, other reports prepared or under
preparation for FNS discuss these other types of EBT systems in greater
detail. The evaluation of cthe extended Reading demonstration has also
produced a report on the feasibility of a nationwide EBT system under a

variety of scenarios.?

1.5 GUIDE TO THE REPORT

Following this introductory chapter, the report provides background
information on the events in the Reading EBT demonstraction that are signifi-
cant for other EBT system efforts. Separate chapters then discuss each of the
four stages involved in establishing an EBT system: system design, develop-
ment, testing, and implementation. Major topics addressed in each chapter

are:

Chapter Two: Overview of the Reading EBT demonstration,
including the FNS/PRC system, takeover and
interim operation of the FNS/PRC system by
PDPW, and redesign of the EBT system by
PDPW.

Chapter Three: Designing an integrated EBT system, in-
cluding  assembling a  project team,
specifying the general system design,
defining functional and performance
requirements, and preparing the detailed
system design. ’

liohn A. Kirlin and Charles R. King, Implementation Issues for
Integrated EBT/Commercial POS Systems, Cambridge, MA! Abt Associates Inc.,
(forthcoming).

230hn A. Kirlin et al., The Feasibility of a Nationwide Electronic
Benefit Transfer System for the Food Stamp Program, Cambridge, MA: Abt
Associates Inc., (forthcoming).
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Chapter Four: Developing an integrated EBT system, in-
cluding software development, equipment
and communications preparation, system
testing, documentation, and preparations
for implementation.

Chapter Five: Acceptance testing for an integrated EBT
system, 1including the test plan and
scripts, preparation for the test,
conducting the test, and evaluation and
follow=up.

Chapter Six: Implementing an integrated EBT system,
including alternative approaches, prepara-~
tions for start-up at the data center and
field sites, retailer and recipient
training, monitoring operations, and the
transition to steady-state operations.

Although the report discusses each of the four stages separately,
some tasks within each stage continue during other stages. To provide a
better picture of the timing of tasks and the sequence of events, a conceptual
timeline of the entire process of establishing an EBT system is included as

Appendix A.
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Chapter Two

THE READING, PENNSYLVANIA, EBT DEMONSTRATION

Many problems limit the efficiency and effectiveness of issuance
systems based on paper coupons. These systems are costly and difficult to
administer. Coupons must be ordered, printed, distributed, stored, and
issued. The many handling peints in this process create the opportunity for
administrative error. Paper-based systems alsd are vulnerable to certain
types of fraud and abuse. Jurisdictions mailing coupons or ATPs incur the
risk of losses, either legitimately or falsely reported by recipients. Cases
of ATP and coupon theft by program employees and postal service employees have
been reported. In addition, cthe illegal exchange of food stamp coupons for
cash or non-food items 1is a regrettable reality of paper-based issuance

systems.

In response to these problems, federal and State food stamp authori-
ties have been seeking less costly and more secure alternatives to the paper-
based system. The FNS-sponsored demonstration in Reading, Pennsylvania, has

tested the feasibility of one such alternative: an on-line EBT system.

This chapter discusses the five major phases of the Reading EBT

demonstration:
* implementation and operation of the original EBT system;
* the decision to extend the EBT demonstration;

¢ PDPW assumption of system operating responsibilities
(Phase A of the extended demonstration);

* PDPW operation of the original EBT system and
development of a redesigned system (Phase B); and

*» PDPW operation of the redesigned EBT system (Phase C).

2.1 HISTORY OF THE ORIGINAL EBT SYSTEM

In May 1981, FNS announced its intention to sponsor one oOr more
demonstrations of alternative issuance systems. The announcement invited
State and local agencies to submit proposals indicating their interest and

describing their proposed system.

11
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located in Reading. PRC conducted retailer training sessions to educate store

employees on the operation of the new system.

Participating recipients were phased into the demonstration over a
four-month period, beginning in October 1984. Recipients attended training
sessions held at the Berks County.Assistance Office (BCAO) and conducted by
BCAO staff members. At this time, recipients were issued benefit access
cards. These cards were a modified version of plastic-laminated photographic
identification cards already in use by PDPW. A magnetic stripe embedded in
the back of the card was encoded with identifying information, including the
recipient's account number and an encrypted version of the recipient-selected

personal identification number (PIN).

Monthly benefit allotment amounts were transmitted on tape from the
Pennsylvania Department of Public Welfare (PDPW) in Harrisburg to the PRC-
staffed EBT computer center in Reading and credited to computer accounts
established for each of the participating recipients. Non-recurring benefits

were transmitted to the EBT computer by telephone each weekday.

EBT recipients obtained access to their food stamp benefits at the
point of sale (POS). The store clerk first rang up the allowable items on the
store register. The recipient then presented his or her benefit card to the
clerk, who initiated a communication with the central computer by swiping the
card through the terminal's card reader. The recipient entered his or her PIN
on the terminal PIN pad. If the correct PIN was entered, the clerk entered
the purchase amount on the POS terminal. The central computer compared the
purchase amount with the recipient's account balance and authorized the
purchase when a sufficient balance existed. The purchase amount was debited
from the recipient account and credited to an account established for the
retailer conducting the transaction. A two-part receipt showing the purchase
total and the recipient's remaining balance (following the purchase) was
printed at the checkout counter. The recipient retained one copy, and the

store kept the other for its records.

Retailers' daily EBT credits were totalled every day at 2:00 p.m.
and delivered on computer tape to American Bank and Trust Company (AB&T), the
system's clearinghouse bank. AB&T entered the retailer credit information

into the Federal Reserve System's Automated Clearing House (ACH) network the

13
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same evening. Retailers' credits were then deposited into accounts at their

banks the following morning.

PRC operated the EBT system between October 1984 and December
1985. The PRC system accomplished its require. functions but experienced some
technical and performancé problems. Periods when the system was down and
unavailable to process EBT transactions were particularly common during the
early stages of the demonstration. Periods of heavy demand (issuance days and
the days immediately after) strained the system and lengthened response times.
The 2:00 p.m. daily cutoff of retailer EBT credits was unpopular with many
retailers, because the difference between store hours and the EBT system's

processing ''day" complicated retailers' reconciliation efforts.

The PRC EBT system was well-regarded by most program participants,
in spite of the technical problems encountered. Most participating retailers
preferred it to the coupon system because it eliminated coupon handling, cash
change, and, the retailers felt, the likelihood of fraud. Recipients in the
demonstration area also preferred the EBT system, citing reduced risk of
stolen benefits and other advantages. Local banks appreciated the fact that
under the EBT system they no longer processed coupon deposits or served as
coupon issuance agents =- two functions they found less productive than
alternative uses of their branch offices. Local welfare office staff adapted
easily to their roles in the EBT system and benefited from the elimination of

the burden of dealing with delayed, lost, and stolen ATPs.

2.2 THE DECISION TO EXTEND THE EBT DEMONSTRATION

The EBT demonstration was originally scheduled to end in December
1985. At that time, Reading recipients and retailers were to return to the
ATP/coupon system. The widely-viewed success of the demonstration generated
interest in extending the December deadline, which PDPW requested in .the
Spring of 1985, Participating retailers, through their statewide trade
association, lobbied extensively in supﬁort of this request. Positive
feedback from recipients also suggested support for & continued
demonstration, Pennsylvania‘s Governor and Congressional delegation also
advocated this position and urged Federal officials to support continuing EBT

system operations.

14
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Interest in extending the EBT demonstration also came from within
FNS. The demonstration established the operational feasibility of applying
point-of-sale technology to the delivery of food stamp benefits. However, the
cost of the demonstration was high, and system performance problems marred the
early stages of the demonstration. FNS accepted PDPW's argument that inte-
grating the EBT system into the existing State computing capabilities would
mitigate these two problems, as well as provide a more meaningful test of EBT

technology for future applications.

On November 11, 1985, USDA announced that the EBT system would con-
tinue operations beyond the December deadline under the control of the Common-
wealth of Pennsylvania. PDPW and FNS signed an agreement on December 24
outlining the terms of State operations. The agreement focused on system cost
and performance issues and outlined a chronology consisting of three phases.
The initial phase, known as Phase A, would last three months. During that
time, PRC would continue operating the system while PDPW made all necessary
preparations for assuming full operational responsibility for the system.
PDPW was to relocate the system's computers to its data processing center at
the Harrisburg State Hospital (HSH) and assume control of the system at the
end of Phase A. Phase B of the extension would allow the State to gain
operational experience while preparing to integrate the system onto the
State's own computers. Conversion to the integrated EBT system was to
initiate Phase C. PDPW would continue to operate the integrated system as a
demonstration at least until the agreement expired on April 1, 1988. EBT
operations beyond that date would depend on a mutual agreement between PDPW
and FNS. The agreement set ceilings on reimbursable costs of $8 per issuance

for Phase B and $4 per issuance for Phase C.

2.3 PHASE A OF THE EXTENDED EBT DEMONSTRATION

PDPW addressed a number of organizational and technical 1issues
during the three-month Phase A period. The most immediate issues were:
transferring operational responsibility for the stand-alone system from PRC to
PDPW, training the staff who would be responsible for operating the system
during the Phase B period, and physically relocating the EBT equipment from

the Reading-based EBT Center to the State computer center housed at HSH.

15
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TRANSFER OF OPERATIONAL RESPONSIBILITY FROM PRC TO PDPW

The initial task confronted by PDPW during Phase A was to determine
how to organize responsibility for each of the EBT functions previously per-
formed by PRC and other contractors. PDPW identified the following seven
primary EBT tasks requiring organizational assignment:

* Operation of the EBT Center computers, including the

execution of batch processing jobs and responding to
system problems.

* Coverage of the 24-hour telephone hotline to answer
retailer and recipient calls for assistance.

¢ Installation, de-installation, repair and provision of
supplies for retailer equipment, and associated
administrative tasks.

¢ Maintenance of hardware, including the central computer
system and the microcomputers supporting the hotline and
the client services provided by BCAO.

¢ Technical services to resolve problems beyond the scope
of maintenance (e.g., software modification).

* Origination of funds transfer transactions to credit

retailers and draw on the USDA letter of credit.

PDPW sought to allocate these functions along existing organiza-
tional lines as much as possible. This approach would shorten the transition
to PDPW operational control, hold down operating costs, and utilize the
existing base of expertise. PDPW also concluded that this approach would best
maintain the level of service expected by retailers and recipients and comply

with the performance standards outlined in its agreement with FNS.
PDPW's final plan was to allocate the EBT functions as follows:

* The Office of Information Systems (OIS) would handle the
central computer operations, technical services and
share responsibility for the retailer hotline. OIS had
the staff and facilities in place and was already
performing similar functions on a much larger scale than
that of the EBT system.

¢ OIS would contract out the installation and maintenance
of the central computer system, the store terminals and
the microcomputers, as it did with all other data
processing equipment,

16
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+ The State Treasurer's Office would serve as the inter-
face for funds transfer transactions, as required by
State law.

* PRC would serve as a consultant for software support and
other technical services, making the expertise of the
system's designers available.

e BCAO, as the local representative of the EBT system,
would share hotline responsibilities with OIS, process
requests for store installations and de-installations,
train new retailers, oprovide retailer supplies, and
handle other administrative tasks.

TRAINING PDPW STAFF ON SYSTEM OPERATIONS

Under PDPW's plan for operating the EBT system, any of the 100
computer operators in the OIS pool might be required to perform EBT system
tasks in addition to regular duties. Since it was impossible to train this
entire group prior to takeover, the training of PDPW staff during Phase A

involved a core staff of twenty who would first operate the system.

Two senior supervisors observed and participated in running the PRC
system on all three shifts in January 1986. Computer operator training began
in February and consisted of hands-on practice with EBT functions at the EBT
Center in Reading under the direction of PRC lead operators. The supervisors
received additional experience to prepare them for future training responsi-
bilities and for developing procedures for OIS operation of the system.
Training of operators and supervisors to cover all three shifts of EBT

operations was completed prior to the system relocation in late March.

Hands-on training at the EBT center was provided to the Chief of
Production Control and one supervisor to prepare for batch processing
scheduling, report production and future staff training responsibilities.
Account reconciliation and associated report training was also provided by PRC

to one supervisor from Production Control.

Hotline training took the form of classroom and hands-on sessions.
Classroom sessions were used to provide a general orientation to the EBT
system, hands-on training on the microcomputer functions and role playing to
practice call-handling procedures. The hands-on segment at the EBT Center

included observation of operations and handling live retailer calls.
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RELOCATING EBT EQU TF DING TO HARRISBURG

The fina sk d % Phase A was to move the EBT system's computers
to Harrisburg. P to move the EBT system equipment to HSH were primarily
guided by PDPW's .cest in minimizing the adverse ir -t of the move on
retailers and cliec . To a: :cmplish this, PDPW chose to separate the sy am

into two fully fu: .oning subsystc .s (one system n~-~ally operated as a

primary processor and the other as a backup) and mov ch subsystem sepa-
rately. The separate moves -~ raquire three rela: .y short periods of
system naccessibility: the st while the subsyster. were separated; the

second while the database was backed up, moved and updated; and the third
while the two systems were reconnected. The EBT system equipment was moved

successfully between March 2 < March .~.

2.4 ASE B OF THE EXTENDED EBT DEMONSTRATION

State activities during Phase B included operating the original EBT
system and developing a new system. As described below, PDPW changed some

aspects of original system operations at the beginning of Phase B.

PDPW INTRODUCTION OF SYSTEM CHANGES

Relocation of the system to Harrisburg forced PDPW to rethink and
revige several aspects of EBT system operations. Specifically, PDPW divided
hotline operations between BCAO and the EBT Center in Harrisburg, revised
processes for interfacing the system with financial institutions, and instal-
led a telecommunications system to support EBT data transmissions between

Reading and Harrisburg.

Division of Hotline Responsibilities. PDPW decided to split hotline

operations petween BCAO and the EBT Center in Harrisburg in order to satisfy
the requirement for 24-hour daily coverage while still maintaining easy access
to the EBT system., BCAO szaff would handle the hotline during Monday through
Friday business hours and 30 take care of requests for retailer supplies.

OIS staff in  -risburg wou.. operate the hotline during the remaining hours.

Hotline functions in the PRC EBT syster had been performed with an
IBM Personal Computer (PC) system. BCAO used another PC system to initialize

new client accounts and to query the status of existing client accounts. The
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EBT Center's IBM PC system was moved to Harrisburg for use by the HSH branch
of the hotline. Software needed to perform the necessary hotline functions
existed on both the BCAO and EBT Center IBM PC systems. The user profiles on
both PC systems had to be modified in order to permit full access to all hot-

line functions.

Integrating EBT Operations into PDPW Operations. PDPW's strategy of

integrating EBT operations into the existing organization radically changed
the staffing pattern of the EBT system. The PRC EBT system utilized six full-
time employees dedicated to system operations, PDPW did not dedicate any
staff solely to EBT system operations. The system was operated by the OIS
pool of computer operators, each of whom would be doing many other tasks

besides EBT operations.

PDPW's strategy facilitated the staffing process in many ways.
There was little need for creating new job descriptions and assigning person-
nel to new positions. Moreover, batch processing was incorporated into
existing computer operations, minimizing the need for additional staff or
supervision in those areas. Conversely, full integration made it difficult
for the State to estimate in advance the actual staff time required to operate
the system, since PRC had maintained a fixed level of staffing independent of

workload variation.

Changes in Telecommunications. The most complex problem brought on

by the move and the division of hotline responsibilities was with the telecom-
munications network required to operate the system. The Reading-based PRC EBT
system was able to utilize local phone lines for all communications (i.e.,
between retailer terminals and the EBT Center, to the EBT Center Voice Input/
Output system for client balances, and for hotline interactions with partici-
pants.) The distance between Harrisburg and Reading precluded the use of
local phone service for these functions. As a result, PDPW installed the
following telecommunications network to handle the demands of the EBT system:
e 6 new Centrex off-premise extensions between Reading and

HSH, using the same Reading extension already used for
communications between terminals and the EBT Center;

* 2 inward WATS lines to HSH using the same local Reading
number for Voice Input/Output for client balances;
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e 2 Centrex lines at BCAO with extended call-forwarding
capabilities using the same number used for the hotline;

e 1 additional Centrex line at HSH to support dial-up
access from the hotline PC at BCAO; and

» Reprogramming of the BCAO IBM PC to phone the new
Harrisburg number which would be connected to the EBT
system.
All new lines were installed by March 15 in order to allow
sufficient testing before the move began. On April 14, the telephone company

switched the terminal lines from measured service (as they had been installed

for the PRC system) to Centrex service.

In-store Equipment Installation and Service. Prior to the take-

over, EBT in-store equipment was installed and serviced by a team of PRC
technicians. The lack of in-house expertise prompted PDPW to contract for
these tasks with a service vendor. One option available to PDPW was to retain
PRC as provider of this service and take advantage of its existing team of
technicians' knowledge of both the retailers and the equipment. A second
option would contract with the equipment manufacturer to provide this service.
The final option, which PDPW selected, was to expand an exlsting contract with
Sperry Corporation, which installed and serviced PDPW computers and terminals.
The choice of Sperry was based on cost, the availability of a nearby Sperry

facility, and PDPW's long and successful relationship with Sperry.

The contract with Sperry highlighted PDPW's concern for maintaining
an acceptable level of service to participants. First, the contract specified
a maximum response time of two hours for repair calls (while making it clear
to Sperry that PDPW expected a much lower average response time). Second,
PDPW met with Sperry representatives to coordinate procedures for requesting
service., Finally, OIS worked with Sperry to plan training for service tasks,
including the nature of the system and technical training on system terminal

and printer features.

System Interface with Financial Institutions. The move to

Harrisburg required PDPW to implement a new procedure concerning the Automated
Clearing House (ACH) tape of retailer credits. PDPW considered several
options. The ACH tape could be sent through the State Treasurer's Office or

directly to Commonwealth National Bank (CNB), which handles other funds
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transfers for the State Treasury. PDPW alsoc considered electronically
transmitting retailer credits, though adequate procedures could not be

implemented in time for Phase B.

PDPW originally decided to send the tape to CNB immediately follow-
ing relocation. Tape delivet& to American Bank and Trust (AB&T) of Reading,
the ACH interface bank for the PRC EBT system, would serve as a contingency.
PDPW later decided to continue sending the tape to AB&T until final arrange-
ments could be made to send the tape to CNB. This delay postponed the need
for PDPW to make changes to the tape label format and originating bank number
for the transactions. Final changes were completed prior to April 14, when

OIS began sending the tapes to CNB.

Computerized Trouble Logs. PRC maintained hand-written logs to

provide records of all calls received from recipients and retailers and
actions taken. OIS decided to automate the hotline logs in order to simplify
the process and provide immediate access to current copies of all logs to both
the BCAO and Harrisburg hotline staff. PDPW accomplished this by using the
existing "MAPPER" software used at OIS for a variety of applications. More-
over, the MAPPER system operated through Sperry terminals, which were already

available at both BCAO and Harrisburg.

CONSEQUENCES OF CHANGES FOR PDPW SYSTEM OPERATIONS

The overall effect of PDPW's takeover of the EBT system was not
limited to the system changes instituted by the time the State assumed
operational control. Additional benefits and challenges were consequential to
changes in the system operations. The assignment of weekday daytime hotline
responsibilities to BCAO consolidated recipient interaction functions in one
location. Yet, the division of hotline responsibilities between Reading and
Harrisburg created the need for greater coordination of activity between the
two sites. Integration of operations with existing data processing operations
was, for the most part, beneficial, but it required coordination between

separate units, each with other unrelated responsibilities.

Consolidation of recipient interaction functions at BCAO was a
largely beneficial result of assigning hotline responsibilities to that loca-~
tion. Prior to the State takeover, PRC handled recipient calls to the hotline

while BCAO performed other recipient service tasks (i.e., card issuance and
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initialization, new client training, etc.). Expanding BCAO's responsibility
to include hotline duties concentrated recipient interaction into one location
(thus reducing the potential for confusion over having to deal with two
separate entities) and increased BCAO's ability to respond to recipients’

probiems with the system.

The division of hotline resﬁonsibili r between BCAO and HSH in-
creased the need for coordination of activity and consistency of response.
The electronic MAPPER system and shift-change procedures largely satisfied the
need for daily communication between sites, yet did not diminish the require-
ment for clearly defined and coordinated action among all hotline personnel.
The integration of EBT operations into the ‘existing organization meant tha.
both the management of the project and daily operations required coordination
between separate units, each with other non-EBT responsibilities. OIS, OIM
and BCAO, the major PDPW units responsible for system operations, had to

maintain clearly defined communication flows to operate an effective system.

PDPW DEVELOPMENT OF AN INTEGRATED SYSTEM

System Design. Design activities for a new integrated EBT system
continued from Phase A through Phase B, in parallel with PDPW's operation of
the PRC EBT system. The basic goals for the redesigned system were to improve
performance, reduce costs and permit future expansion of the system. PDPW
adopted the basic strategy of using commercially available software and
components with as few custom features as possible. This approach would
contain design and development costs, and be more compatible with other EFT

applications by complying more fully with accepted industry standards.

Another key element of PDPW's strategy was a plan to use existing
Unisys (formerly Sperry) and Tandem computers and the OMRON POS terminals
already in place. PDPW wanted a system capable of expansion to a large-scale
system and flexible enough in design to expand into other public assistance
programs. Finally, PDPW sought to design a system which would meet the $4 per

issuance operating cost standard agreed to with FNS.

PDPW expended a substantial amount of effort in redesigning the EBT
system. During the design stage, PDPW researched available electronic-funds-
transfer (EFT) and point-of-sale (POS) systems. This research effort assisted

PDPW's preparation of functional system specifications to be used as the basis
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for vendor agreements. PDPW and its existing mainframe vendor, Unisys, met
with several software vendors and eventually selected MTech to provide the
software to drive the on-line portion of the system. (Unisys subcontracted
with MTech for this service.) Unisys provided the batch processing software
and was the primary contractor for system development. During this stage,
PDPW also prepared 120~day and 60-day notices to FNS on system design and

implementation plans.

MTech's primary effort during the design stage was to assess the
feasibility of adapting their software to the EBT system. To assist in this
task, MTech conducted a thorough review of the PRC system design and tested
communications between the OMRON terminals and a Tandem minicomputer. MTech
also prepared general functional specifications and performed detailed design

activities.

Unisys designed the batch processes by which daily and monthly
reports would be generated. Unisys also assisted PDPW in preparing the 120-

day and 60-day notices for FNS.

System Development. Following agreement on system design require-

ments 1in September 1986, PDPW and its contractors began developing the
integrated system. Primary activities during this stage of the process were
software modifications, unit testing, and system installation and testing.
MTech worked on adapting its POS software to the EBT system and created new
software to perform functions unique to the EBT system. Unisys developed
reconciliation and reporting software and made modifications to resolve

problems identified in testing.

Testing. Throughout the design and development stages, testing was
conducted to ensure that the system would function properly. The final stage
before implementation was a series of tests known as the acceptance tests,
During the acceptance tests, every aspect of the system was tested to ensure
that the system successfully accomplished all necessary functions. System
performance and reliability also were tested. The first acceptance test
revealed deficiencies in several areas, most notably the reconciliation
reports. ENS requested that the State design and conduct a second acceptance
test, focusing on the areas in which deficiencies had been identified.
Satisfactory completion of the second acceptance test allowed FNS to give PDPW

permission to implement the integrated system.
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This software permits in-house maintenance and enhancement, since it was
written in COBOL. The reconciliation reporting process was redesigned to

operate more automatically and to generate more interpretable reports.

INITIAL OPERATIONS OF THE REDESIGNED SYSTEM

‘The redesigned EBT system has been evaluated along the dimensions of
performance and administrative cost. The evaluation also determined the
impacts of the redesigned system on retailers, recipients, financial institu-
tions, and State and local staff,. The results of this evaluation are

1

presented in a separate report, For the present report, some preliminary

evidence on system performance and operations was assembled.

Early experience with the integrated system has largely confirmed
the expectation of improved system performance. All regular monthly issuances
have been posted smoothly, and the system has handled the processing systems

demands of issuance periods well.

Batch and on-line processing speeds have improved measurably over
the PRC system. For example, the regular monthly issuance takes only seven to
eight minutes with the new system, compared with three to four hours in the
past. The bundle-up of retailer credits and related file maintenance
procedures are now completed in fifteen to twenty minutes. Bundle-up alone
took thirty minutes during Phase B. Batch processing times are faster because
both computer systems used by PDPW (Unisys and Tandem) have greater capacity

than the IBM Series/l system used by PRC.

Retailers have reported marked improvements in system performance
and availability. Retailers encounter fewer busy signals, make fewer manual
sales, and find that the new system is sometimes as fast as payment by cash.
Retailers also have not encountered the usual system slowdowns caused by Heavy

demand placed on the system during issuance periods.

During the initial months of PDPW EBT system operations, a number of
flaws in the reconciliation reporting software were discovered. In some
cases, the reconciliation software ignored transactions processed by the on-

line software., One flaw caused several transactions to be duplicated in the

kirlin et al., op. cit.
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batch processing system, resulting in overpayments to retailers as well as
lnaccurate client balances. By February 1988, PDPW staff had corrected the
software flaws and automated the final stage of the daily system reconcili-

ation, which previously was a complicated manual task.

Other minor problems hampered the PDPW EBT system during early
operations. Replacement of balance-only terminals (BOT) was delayed beyond
the date of system conversion, causing the unavailability of this service at
several locations, Moreover, the lack of instructional material on BOT
procedures caused lines to form in at least one store while reciplents

attempted to access balance information.

On June 29, 1987, there was a malfunction in a disk pack containing
data for daily reconciliation reports. The data had not been backed up (due
to an operator oversight), so it was necessary to regenerate the file from
system log files of June 22 cthrough June 29. Although all data were
subsequently recovered, this seven—hour operation delayed submission of the
ACH tape by one day. Since this incident, system operating procedures appear

to have functioned properly.

Interruption of telephone service between Reading and Harrisburg has
caused the redesigned EBT system to be 1inaccessible to retailers on two
occasions. On October 13, a cable cut by the telephone company caused over 5
hours of inaccessibility. A similar incident caused over 3 hours of
inaccessibility on November 6, one day after the first issuance day of the
month. These incidents led PDPW to arrange alternatives for routing EBT
transactions in the event of future outages. On January 17, 1988, the EBT
system was unavailable for 12 hours because of an unprecedented failure of the

regular and emergency power source at the PDPW data center.

Beginning in October 1987, the number of transactions reversed by
the PDPW EBT system began to rise sharply, reaching levels above the
performance standards set by FNS. (Transactions can be reversed because of
communications problems or actions by a clerk.) A few stores have failed to
note reversals and, as a result, allowed recipients to Lleave without
processing a complete transaction. The known instances of this oversight have
been corrected by manual sales arranged by BCAO. One reason for the reversals
may be that some store terminals are becoming less reliable as they enter

their fourth year of service. PDPW is investigating this possibility and
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other potential factors, such as clerks cancelling transactions because of

errors or unfamiliarity with the system.

The problems encountered in operating the PDPW EBT system have been,
for the most part, relatively minor and remediable. The PDPW system appears
to have met the goals of improved reliability and ease of use. However, the
variety and, in some cases, seriousness of the difficulties highlight the

complexity of EBT systems and the importance of careful design, development,

and testing.
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Chapter Three

DESIGNING AN INTEGRATED EBT SYSTEM

The design stage 1is a critical phase in the creation of an EBT
system. The system design will determine what tasks the system will be able
to do and, to a large degree, how well it will do them. In the design
process, program staff have their best opportunity to establish expectations
for the system, regardless of whether it will be developed by State data
processing staff or a vendor. If system development is to be contracted out,
the design will be part of the agreement with the developer. From a
management perspective, unresolved design issues can delay or derail system

development and implementation.

A State may choose from a range of options in formulating the design
for its EBT system. It may build the system around "off-the-shelf' POS
software that requires only minimal customization, or it can design the system
independently from scratch. POS software is available in modules to perform a
variety of functions, including transaction authorization, settlement,
terminal interface, and administrative operations. The State may have its
staff closely involved in all phases of the design effort, or it may establish
only broad guidelines and delegate the rest of the design to a contractor,

subject to State acceptance.

There is, however, a common set of tasks that a State will face in

designing an EBT system, regardless of the process chosen. These are:

« assembling a project team with required expertise in EFT
and POS operations;

» specifying the general features of the design of the EBT
system; .

* defining the functional requirements for the EBT system;

* specifying other system design requirements, such as
capacity, performance standards, and requirements for
integration with program operations; and

* producing and reviewing the detailed system design.

For the most part, these five tasks must be performed sequentially. Some

specific subtasks, however, may overlap with others in terms of when they
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occur. The conceptu -2line for EBT system design, development, testing,
and implementation p ated in Appendix A points out some of these over-

lapping perio=:s.

The fo.lowing sections of this chapter discuss the five design tasks
ligsted above and ;lain how some of the :tasks are shaped by FSP requirements
and p- :ticality The experience of PRC, FNS, and PDPW in designing the two
Reading EBT systems provides val!'-able examples and insights into the design

process.

3.1 ASSEMBLING THE PROJECT TEAM

The process of design g an EBT sgsystem begins with people: a  ate
Agency working group that will be responsible for seeing the project through
from initial planning to the detailed system design and beyond. This group
should include representatives of program and data processing units, so that
the expertise and perspectives of both sides can shape the decision-making.
Group members should possess extensive knowledge of FSP requirements, State
and local program operations, and existing State computer systems. High-level
managers should be involved, so that they understand the issues, can commit
the necessary resources, and are available to resolve differences among
technical and program perspectives, Staff-level involvement also 1is
important, both to provide support for policy decisions and to establish a
working relationship that <can carry over through cthe development and

implementation stages.

The working group should be clear on the source and nature of its
mandate to design an EBT system. The mandate may come from a combination of
sources, including State leadership, FNS, recipients, retailers, banks, and
the general public.. Each of these constituencies has its own reasons for
encouraging EBT system development. State and FNS interests focus on admini-
strative costs and benefit losses, while other groups may be more concerned
with the inconvenience of handling coupons. Banks and other potential EBT
system vendors are interested in building the market for POS services and
positioning themselves to serve that market. The balance of these interests
will differ from state to state and should be taken into account in setting

the goals and priorities for the EBT system.
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The working group needs to have "POS literacy': an understanding of
the current state of POS and EFT systems. Staff with POS training or experi-
ence are highly valuable sources of this expertise, but it 1s important for
all group members to have gsome familiarity with basic POS concepts and
existing POS systems. Newsletters and books on the POS industry, technical
assistance materials from FNS, and visits to live POS operations are useful
resources for developing POS literacy. PDPW staff had a unique opportunity to
learn about POS operations: they interacted with the PRC EBT system on a
daily basis (during the original demonstration) and then operated it them-
selves. In addition, they visited commercial POS installations and talked to

both system cperators and users.

State personnel also should familiarize themselves with the stan-
dards of the POS industry, including those of equipment suppliers, financial
institutions, and networks. These standards are especially important if the
system is to be able to interact with commercial POS systems. Furthermore, an
EBT system design that incorporates industry standards is likely to be less
expensive to implement and maintain because there will be more options in the
selection of hardware and maintenance vendors. Relevant standards include
those that apply to magnetic stripe cards, POS terminals, data encryption,

data communications, and electronic funds transfer.!

The project team should review applicable federal and State laws and
regulations. The primary source of these rules is FNS, which establishes both
the general FSP regulations and the specific requirements for EBT systems. At
present, EBT systems are permissible only under demonstration waivers from
FNS. In addition, EBT systems differ from many other FSP innovations at the
State level in that they involve not only the recipient and the Food Stamp
Agency, but also food merchants, their banks, and the general public. Thus,
the EBT system will be governed by a wider sét of rules beyond FNS regulations
and State FSP policy, including banking regulations and legislation pertaining

to security and privacy.

lThe standards that affect EBT systems and the organizations that
provide them are discussed in Coenen et al., op. cit., Appendix D. In
addition, see American Bankers Association, Guidelines for Online Debit Card
Systems at the Point of Sale, (1987). These guidelines are expected to
influence future POS system design and operating decisions.
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The working group should consider the resources at their disposal
for designing, developing, testing, and implementing an EBT system. The State
Agency . perhaps the most important resource, because of the money and equip-
ment it can provide and the organizational capability needed to carry the
project through to successful completion. Smooth coordination between sepa-
rate divisions or even departments will be needed because of the interaction
between the EBT technology and program operations. It is 1important to

consider how this coordination can best be achieved.

The process of acquiring POS literacy will provide insights into the
technical resources available in the marketplace, including hardware, software
and communications networks. Important considerations include the state of
the technology, the capabilities and reputations of vendors, the vendors'
understanding of government programs (especially the FSP), and the costs of
different design options. A State may wish to carry this process further and
solicit statements of capability or informational presentations from
vendors. As noted in Chapter 2, FNS commissioned a feasibility study before
developing the original EBT demonstration solicitation. PDPW sought the
advice of major vendors of POS processing hardware to identify the leading POS
software providers. Other States also may find it desirable to discuss
technical resource requirements with their current hardware vendors, inasmuch
as these vendors may have direct experience with PQOS installations. Moreover,
a State that plans to use its existing processing hardware in an EBT system

should design that system around the hardware's capabilities and requirements.

FNS is another 1important source of resources for EBT system
design. Under the guidelines for unsolicited demonstrations, States can get
50/50 matching funds from FNS for approved development costs (up to a budget
cap set by FNS). FNS can also provide technical assistance through evaluation
reports, other publications, and ﬁhe expertise of staff. In the case of the
extended EBT demonstration, FNS procured outside technical assistance for PDPW

(and for its own needs) as part of an evaluation contract,

Before undertaking the actual system design, a State should estab-
lish priorities among the dimensions that will have to be traded off against
one another. These dimensions include implementation cost, operating effi-
ciency, performance, vulnerability to benefit loss, flexibility to expand or

support additional applications, and ability to interface with other POS
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systems. For example, one type of POS terminal might be less expensive to
purchase, but another might be faster and more reliable. A critical factor in
PDPW's choice of EBT software was that the State preferred an easily main-
tained system (with adequate processing speeds to meet FNS standards) to one
that was faster but required software expertise that the State staff lacked.
The State may not have to make precise tradeoffs until the detailed design
stage, but it should establish its basic priorities as early and explicitly as

possible.

The final preparatory step is establishing a realistic schedule of
events. This schedule should identify important milestones, such as comple-
tion of the general system design, selection of the development vendor (if
planned), completion of the detailed system design, design review, acceptance
testing, and system implementation. In establishing this schedule, the
project team should balance the natural desire to minimize development time
with a pragmatic appraisal of the effort required to reach the milestones.
The schedule must be credible not only internally but also to outside parties
(such as retailers) who will be involved in system implementation and
operations, The schedule should be reviewed and revised throughout the

project, especially when a milestone is reached.

3.2 SPECIFYING THE GENERAL FEATURES OF SYSTEM DESIGN

A State's EBT project team should begin the process of designing an
EBT system by specifying the general features of system design. This task

should address four main questions:
* What will be the basic system model?
* Who will operate the system?
* What area will be served by the EBT system?
e What will be the system's general functional require-

ments, performance standards, and other general design
parameters?

The State should formulate a general EBT system design regardless of
its role in the actual development of the EBT system. A general system design
provides guidance for any detailed design work to be performed by State

staff. If the State plans to use existing PQOS software modules, it will need
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a general design to guide the selection of cthe software and t+ identify
requirements for custom design work. If the system is to be developed by a
contractor, a general system design will be needed to direet contractors'

proposal efforts.

CHOOSING THE BASIC SYSTEM MODEL

The first step in formulating a general EBT system design is
choosing the basic model for the system. The goal of this step, and through-
out the design process, should be to ensure that the system will meet the
State's objectives and FNS requirements, and that it will be satisfactory to
the recipients, retailers, and financial institutions that participate in the
FSP.

As discussed in Section 1.4, there are several basic models for an
on-line EBT system, including the independent model, the integrated food
stamp-only model, the multi-program model, and the integrated EBT/POS model.
Each of these models has inherent advantages, limitations and challenges. FNS
chose the independent on-line model as the most feasible and suitable approach
for the original EBT system. The operational feasibility of an EBT system was
at issue, and it was important to isolate the EBT system. POPW chose an
integrated food stamp-only system as the most cost-effective model that was
feasible, given the time frame and the need to accommodate the existing POS

terminals.

The principal choice for a State that decides to establish an
integrated on-line EBT system is between a food stamp-only system and a multi-
program system. A food stamp-only EBT system could be linked with other
assistance programs in a multi-program system after implementation. Choosing
a multi-program system at the outset will expand the scope of the design
effort, because the requirements of the other programs need to be
incorporated, However, development costs for a multi-program system
(especially costs for developing generic system components, such as
transaction authorization) can be spread ove. several funding sources. While
some design 1ssues pértaining to multi-program systems are noted in this

chapter, the focus is on designing an EBT system for the FSP.

34



Table of Contents

One possible wvariant of the integrated food stamp-only model is a
combination EBT/coupon system. In such a system, recipients could make
purchases electronically or convert their benefits into coupons. Stores could
either be equipped with EBT terminals or continue to process all redemptions

via coupons.

Although an EBT/coupon system could eliminate some of the cost of
equipping retailers to process EBT transactions, it would not eliminate the
use of food stamp coupons -- a major reason for implementing an EBT system.
In addition, given the choice, recipients apprehensive about EBT operations
might convert all of their benefits iato coupons, making the EBT/coupon system
less efficient than an on-line coupon issuance system. (It should be noted,
however, that surveys of Reading recipients who have used both coupons and the

EBT system indicate a strong preference for the latter.)l’

An EBT/coupon system would require the use of automated coupon
dispensers (ACDs) to avoid the cost of issuance agents (the most expensive
element of the conventional coupon-based issuance system). ACDs present
technical problems, especially if the coupons are to be issued in books, as
they are at present. A FNS-sponsored assessment of the feasibility of ACDs
and other off-line EBT technologies concluded that a combined POS/ACD system
probably would be more expensive to operate than a "pure POS" system =-- by up

2 The study also noted that no currently existing ACD

to $2 per case month.
device would meet the specifications required for FSP use. For these reasons,

considerable doubt exists as to whether an EBT/coupon approach is viable.

CHOOSING IN-HOUSE VERSUS CONTRACTED OPERATION

The State must decide whether State staff or a contractor will
operate the EBT system. If an EBT system is to be integrated with other data
processing operations, one approach is to run it on the State's current data

processing facility, which may be run by the State or a vendor. This approach

'Hamilton et al., op. cit., p. 182.

2Coenen et al., op. cit., pp. 101-168.
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will maximize the State's control over EBT system operations, but it is only
feasible if the facility has the necessary equipment to support an EBT system
(as PDPW's did) or if at least some of the additional equipment required by

the EBT system can be shared with other State applications,

The alternative approach to running an integrated EBT system is to
contract with a vendor with a suitable computer system. This approach would
minimize up-front investment in computer equipment. However, a vendor that
only operated the State's EBT system -- especially a pilot-scale, food stamp-
only system -- might not have enough of a stake in the system's success to be
sufficiently reliable. A separate contract for an integrated EBT/POS system
would be more viable, since the vendor could augment State fees with revenue

from commercial POS sources.

SELECTING THE EBT SYSTEM SERVICE AREA

Along with the basic system model, a State must choose the area that
the EBT system will ultimately serve. The choice of an EBT system service
area 1is an important factor in determining capacity requirements and other
design parameters. The design team should consider whether there are areas of
the state in which an EBT system would be inefficient to implement and
operate. For example, the cost of equipping stores in rural areas to process
EBT transactions might be high in proportion to the savings in issuance and
redemption costs and losses, because the fixed cost of deploying terminals

would be spread over relatively few cases.

Unless the planned long-run service area is quite small, the design
team may want to designate a pilot area for initial EBT system imple-
mentation. The pilot area should be small enough that project staff will be
able to closely monitor EBT system implementation and operations. A modestly
sized pilot area will ensure that implementation costs are not more than the
State is willing to risk, and that the State can fall back to the previous
issuance system without serious disruption. Under the FNS guidelines for
unsolicited EBT demonstrations, the pilot area must be smaller tnan the State,
unless a Statewide demonstration can be justified as necessary to ensure a

cost-effective test.
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1 The desired capacity and processing speed of the EBT system are

information.
particularly important factors in many design-decisions, such as the choice of
- processors. The requirements for integration with existing State progra=w

operations also should be considered early in the design process.

The way in which a State formulates general functional specifica-
- tions and other design requirements for an EBT system may vary, depending on -

the State's strategy for system development. A State that plans to purchase a
system from a vendor might only need to create relatively general specifica-
tions as a basis for soliciting and evaluating proposals, allowing the vendors
flexibility in formulating more specific designs. However, a more detailed
set of specifications would provide such a State with greater assurance that
the EBT system will operate as desired by the State. A State planning an in-
house development effort (or a collaboration with a vendor) might prefer to
move directly from the basic system model to the detailed specifications of

system functions, performance, and other requirements.

3.3 DEFININGC THE SYSTEM'S FUNCTIONAL REQUIREMENTS - -

Before detailed design work can begin, the exact functional require=-

-- ments of the system need to be defined. This task involves taking the general
requirements for what the EBT system must do and expanding them to address
specific State objectives, policy decisions, and program operating procedures

at the State and local levels.

The functional requirements for EBT systems fall into five general -

categories:
e authorizing access to benefits, e
e providing benefits to recipients,

¢ crediting retailers and financial institutions for
benefits redeemed, - -

louidelines for establishing performance standards for food stamp
EBT systems are discussed in John A. Kirlin, Performance Standards for
Electronic Benefit Transfer Systems, Cambridge, MA: Abt Associates Inc.,
September 1987.
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» reconciling benefit flows and producing management
reports, and

* managing retailer participation.,
Each category is discussed below. When discussing alternative State options
for meeting these requirements, the text points out their potential implica-

tions for system development, implementation, and operation.

FUNCTIONAL REQUIREMENTS: AUTHORIZING ACCESS TO BENEFITS

An EBT system needs to perform the following functions to ensure

that benefits are issued in the correct amount to eligible households:
» interact with household certification,

) inferact with FSP Household Master File and Issuance
Authorization File,

* 1issue ID cards and benefit access devices,

» verify recipient identity,

* initialize cards and accounts,

e train recipients to use the system,

¢ authorize and post benefits to recipient accounts,
* provide benefit information to recipients, and

¢ track accountable documents.

Interact with Household Certification. Recipients participating in

an EBT system must be certified in accordance with FSP regulations, just like
recipients in a conventional coupon issuance system. The State's certifica-
tion process need not change with the implementation of an EBT system. An EBT
system, however, will have an impact on related activities that occur during
the certification process, such as issuing the food stamp identity card, as
discussed below, and possibly the entry of household data (if additional items

are required by the EBT system).

Interact with FSP Files. Program regulations require that certified

households be recorded in a Household Master File and an Issuance Authoriza-

tion File. Some States have separate food stamp data bases; others have
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integrated FSP data into their client information systems for AFDC and other
assistance programs. Although an EBT system r-n be separate from the House-
hold Master File and the Issuance Authorizatic.. File, as in the PDPW system,
the system will depend on the availability of an automated recipient data base

to produce the EBT recipient account file and allotment files.

The State will need to construct a software interface between its
recipient data base and the EBT system. At a minimum, this interface must be
capable of extracting data on new accounts and allotments from the FSP files,
formatting the data for use by the EBT system, receiving activity and
reconciliation data back from the EBT system, and re-formatting and
transferring these data to the recipient data base. The interface also needs
to link the EBT system with the State's accounting systems so that State

requirements for auditability and control of benefit dollars can be met.

The complexity of the interface design will depend on the structures
of the existing State data bases and on the other design features that shape
the EBT system's data base structure. For example, the interface will be more
complex if the EBT system allows more than one card access to a household's
benefits. Specific interface issues are discussed later in this section in

the context of design requirements for issuance and reconciliation functions.

An EBT system could be more closely linked to the client information
system than in the PDPW system. For example, a new case opening could
automatically create an EBT account via an on-line transaction (instead of an
overnight batch process), so that the client could be issued a card and
trained during the certification visit. An on-line interface also could allow
access from State computer terminals (instead of special EBT system terminals)

to the EBT data base for inquiries or even holds on lost or stolen cards.

Such interactions would complicate EBT system development, given the
unique design of many certification systems. The more an EBT system 1s to be
linked to the State's existing data processing systems, the more difficult and
expensive it will be to adapt available POS software. PDPW explicitly chose
not to link its EBT system to its certification system for this reason. The
operational advantages of a more sophisticated interface might, however,

outweigh the additional design and development costs.
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Issue ID Cards and Benefit Access Devices. All food scam§

recipients must be issued cards that identify them as eligible to receive and
redeem food stamp benefits. In coupon-based issuance systems, recipients use
ID cards when they pick up coupons at an issuance point and when they redeem
the coupons (if requested by the retailer). The ID must contain the name and
signature of the person to whom the benefits for the household are issued, as
well as any other authorized representatives. In areas designated by FNS, a
serialized, laminated photo ID must be issued. The food stamp ID is usually
issued during the certification visit or mailed to the recipient with the

notice of certification.

An EBT system requires the use of a magnetic-stripe card or other
benefit access device to activate the terminal at the point of sale. PDPW
issues a food stamp photo ID with a magnetic stripe embedded in the laminating
pouch as the benefit access card., While FNS did not require ﬁhoto IDs in
Reading before the EBT demonstration, the photo card was selected to provide a
preliminary security check in any EBT transaction. An added advantage of this
card design was that it required only minor changes to the photo ID cards and

equipment already in use in parts of Pennsylvania.

A separate access card could be issued in addition to the food stamp
ID, if desired, as is done in some on-line coupon issuance systems. The
primary advantage of this method is that the access card could be designed
specifically for EBT use, while the separate food stamp ID would satisfy
program requirements. The need to place a laminated photograph and a
signature on the access card could otherwise force the State to choose a card
that was incompatible with industry standards or otherwise less desirable.
(Conventional photo IDs such as the one used by PDPW generally do not meet POS
industry standards.) FNS considers the access card and the PIN as sufficient
proof of authorization to redeem benefits, however, so a second ID would need
to be issued only if the State requires it (e.g., as proof of identity for

issuance of an EBT card, if this function is performed separately).

While POS systems typically employ magnetic stripe cards, the
benefit access device could employ another technology, such as the integrated
circuit ("smart") card or the optical memory ("laser") card. These card
technologies offer a greater capacity for information, an important considera-

tion in designing a multi-program system. However, these cards are more
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expensive than atic stripe cards, as is the equipment to encode them and
read them, FNS is: ..d a request for proposals to test the suitability of
these technologi- for an operational EBT system; this demonstration is

planned to begin in late 1989.

A State designing an G5BT system should devote attention to the bene-
fir -d configuration. The financial services industry has set detailed
stanaards for magnetic-stripe cards. While an integrated EBT system would not
be bound by these standards, the use of a standardized card would have a
number »f advantases. The system could use a wider range of card reading ard
encoding devices. In the long run, an EBT system that meets industry stan-
dards wil. »e easier to link with commercial POS systems. Using a standard
POS card might entail higher implementation costs, however, especially if the
State already has eguipment to produce photo ID cards that can carry a mag-

netic stripe.

Another design issue is how to designate authorized representatives
other than the person to whom the EBT card is issued. In an EBT system, the
card must be used every time a food stamp purchase is made. Households need
to be able to designate "alternate shoppers" in case the primary recipient is

unable to go to the store due to illness or other reasons.

In the PDPW EBT system, the household receives a paper "alternate
shopper card" when the regular benefit card is issued. When a person other
than the individual named on the benefit card shops, he or she presents the
alternacte shopper card along with the benefit card and the PIN. The benefit
card could simply list the names of authorized users, or each authorized user
could receive his or her own card and PIN (just as a coﬁple with a joint bank
account receives two automatic teller machine cards). This last option would
‘increase the complexity of the programming and add to card issuance costs, but

it would eliminate the need for compromising security by sharing the PIN.

How and when benefit cards will be issued is an important considera-
tion in designing an EBT system. Issuing benefit cards is one of the major
areas of activity during implementation of an EBT system and during onening
system operations. This function is also critical to system security, since
the card provides direct access to food stamp benefits. Among the questions

that the State should address are:
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* Will benefit cards be issued locally or centrally?

Food stamp ID cards are usually issued at the local welfare office
in conjunction with certification. In the PDPW EBT system, cards are issued
by clerical staff at the County Assistance Office in Reading. Central card
issuance requires extra steps, such as mailing the card to the local office or
the recipient, that add costs and potential points of vulnerability. Depend-
ing on the technology used, central card issuance may provide economies of
scale and an extra step to prevent abuse by local employees. Some banks use
centralized, automated card production systems to cut the cost of issuing
debit cards and separate card issuance from account creation. A large project
area may need to automate EBT card production to keep pace with the flow of
new cases; this may require sharing of equipment among local offices, at least
within a county or metropolitan. area.

* How will card issuance be made secure against external

and internal attempts at fraud?

The card issuance process should be designed so that employees with
the ability to authorize benefit issuance cannot create and encode benefit
cards. The physical production of the card should be separated from the
encoding of the card unless other comparable protections are provided. In the
PDPW system, a caseworker certifies the recipient as eligible, a clerk enters
the data on the eligibility system, another c¢lerk takes the photograph and
laminates the signed card, and still another clerk encodes the benefit card.
Other security features used in the PDPW system include password-restricted
access to the terminal used in card encoding and automatic logging of the

worker ID for each card encoded.

In the PRC system, card encoding was 'on-line'": the data necessary
to activate the card were transmitted electronically from the workstation to
the encoder. For -technical reasons, PDPW switched to an off-line encoding
process in which the operator retrieves the card number and other data from
the terminal and enters the data onto the card via the encoder keyboard. (The
workstation used in the PDPW system was not capable of interfacing with the
card encoder.) This change makes it easier to create a duplicate of the
recipient's card, but controls on access to the blank cards and photo

equipment offset this risk.
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* How will expedited service requirements be met?

The State needs the capability to issue EBT cards to households
qualifying for expedited service within the time frame specified by FNS
regulations. Sucn households must be issued benefits or an ATP card no more
than five calendar days after the date of application, and (if an ATP 1is
issued) must have a reasonable opportunity to redeem the ATP within the same
period. This requirement may make it difficult to centralize card issuance,
unless an alternative method is available for expedited cases (suc:t as a
temporary card that can be issued by the local office). PDPW meets the
expedited service requirement by issuing cards locally and making training

available five days a week.
e How and under what circumstances will cards be replaced?

Because recipients cannot use their benefits without an operational
benefit card, the card issuance process must permit prompt replacement of
lost, stolen and damaged cards. As in the case of expedited service, this
requirement is most easily met by locally based card issuance. The EBT system
should also provide the capability to lock out a lost or stolen card, to
prevent unauthorized use. In the PDPW system, recipients can call 24 hours a
day to have a lost or stolen card put on hold. Replacements for lost, stolen
or damaged cards are issued by the end of the next working day. The PDPW
system permits cards to be reencoded if necessary, reducing the number of more

costly replacements.

In areas where the risks of fraud are high, a State might wish to
add an expiration date to the card. While this provision would increase
program operating costs, it could reduce the risk of unauthorized use of

unreported lost or stolen cards.

. Verify Recipient Identity. The EBT system must provide a mechanism

for verifying that the person presenting the EBT card is entitled to use it.
In the PDPW EBT system (and most commercial automatic teller machines and POS
systems), each cardholder has a secret personal identification number (PIN).
The cardholder enters the PIN on a keypad attached to the terminal as an
"electronic signature” authorizing the purchase or other transaction. The
terminal compares the PIN entered with the PIN offset (a number encoded on the

card which is derived from the card number and the PIN through a standard
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algorithm). If the PIN is correct, the terminal submits the transaction to

the central processor,

While the PIN could be assigned by the EBT system, experience from
the Reading demonstration has shown that recipients have little problem
remembering their PINs when they make the selection. (When the user selects
the PIN, he or she can choose an easy-to-remember number or set of letters
with personal significance.) The PIN must be selected before card encoding
can be completed, so the card production process must allow adequate time for
this step. If cards are produced centrally, it may be necessary to allow PIN

selection at the training site to avoid delays.

The PIN selection mechanism should prevent unauthorized persons from
knowing a recipient's PIN. The best protection is to have the recipient enter
the PIN directly into the encoding device on a shielded keypad. In the PDPW
system, the worker who encodes the card enters the PIN. The system compen-
sates for the risk entailed in this procedure by automatically recording the

identity of the worker who encodes the card.

Assignment of the PIN by the system avoids the problems of coordi-
nating PIN selection with card production and lessens the risk of an unauthor-
ized person guessing the PIN from information on the card (e.g. because the
PIN is part of the user's name or case number). However, the possible
problems of recall with system—assigned PINs are likely to create more burdens

for recipient service workers.

The PIN method is not the only possible verification method for an
EBT system, but it 1is the most practical one at present. Other identity
verification technologies digitize some identifying feature, such as a
photograph, fingerprint, or signature pattern, and encode it on the card.
These data generally require more space than the PIN offset, and may exceed
the data storage capacity of the card. The POS terminal must be equipped to
collect the data (e.g. with a special signature pad) and compare them to the
data on the card. This equipment 1is substantially more expensive than
terminals equipped for PIN verification, with costs ranging up to $1,000 per
terminal.? The PIN has another advantage over -the other verification

measures: the cardholder can transfer it to other authorized users.

lcoenen et al., op. cit., p. 89.
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Initialize Cards and Accounts. The EBT system must set up a record

for each recipient account and each card issued with access to that account.
These records will be used by the system to process and record transactions.
The EBT system must also permit the updating of account -and card records, as

needed.

The PDPW EBT system creates a new recipient account when the recipi-
ent's first benefit allotment is transmitted from the State's certification
system. (This process is described on page 47.) The recipient returns to the
welfare office to select his or her PIN and receive the benefit card. When
the worker retrieves the system-assigned card number and enters the PIN via
the Tar.dem terminal, a record of the card data is created and the account
becomes active. The worker also enters the recipient's language preference
for telephone balance inquiries. Authorized PDPW staff can change the name,
address, language preference, account status (new, active, lost, or hold), and
account type (regular .recipient, test, training or investigative). All
changes to recipient accounts are automacically logged in a file maintenance

history.

Other integrated EBT systems could initialize cards and accounts in

different ways. Some of the possibilities are:

* Recipient accounts could be created as a result of
certification, instead of at the first issuance. This
would permit card encoding  at the time of
certification. An alternative procedure for entering
existing cases would be required. This approach could
produce accounts to which no benefits were ever issued,
a drain on system resources.

* Account activation could be triggered automacically by
on-line PIN selection. This alternative would reduce
the effort required to open a case, but it would require
a workstation and card encoder at each training site.

* Changes to recipient data in the State's client infor-
mation system could automatically update the EBT
recipient account. This alternative could be attractive
for a large-scale system, but it would 1increase cthe
complexity and cost of EBT system implementation because
of the interface requirements entailed.
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Train Recipients to Use the System. Recipients in coupon-based

1ssuance systems tyﬁically receive only brief instruction in how to obtain and
redeem benefits., Formal training is not necessary, because these activities
resemble familiar cransactions, such a cashing a check or using currency.
Food stamp recipients are generally less familiar with making transactions
electronically, so the EBT system must train them to make purchases and keep

track of their benefit balances.

Recipient training should be coordinated with card issuance, so that
recipients can practice using their own cards and PINs. In Reading, BCAO
staff show an instructional video and demonstrate card use while recipients'
cards are being encoded. Once they receive their cards, the recipients
practice transactions on specially programmed training terminals. If cards
are produced centrally, training should occur after recipients have picked
them up or received them in the mail. (Mailing out benefit cards may not be
advisable because of the need for training as well as security

considerations.)

- Authorize and Post Benefits. Like any food stamp issuance system,

the EBT system must provide for the authorization of benefit delivery. This
process begins with the certification of household eligibility and calculation
of the benefit amount. These data are input to the Master Household Issuance
Record file and used to produce listings of authorized monthly and non-
recurring allotments, In coupon-based issuance systems, the listings of
authorized allotments are used to print Authorization-to-Participate cards
(ATPs) or to prepare coupon mailings. Benefit issuance systems must meet FNS
requirements for the timeliness of regular and expedited issuances, so that

recipients get their benefits when expected.

An EBT system is subject to the same basic standards of authoriza-
tion, accuracy and timeliness as coupon-based systems. PDPW uses the listings
of authorized issuances produced for printing ATPs as the input for the EBT.
benefit posting process. Issuance records for EBT participants are extracted
from the issuance files for the county, using a special identifier inserted in
the participating household's Master File record at the time of certifica-
tion. The EBT benefit issuance data are transferred by tape to the computer
that maintains the EBT recipient accounts. The EBT issuance program adds the

issuance to the current account balance or, if the recipient has no account,
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creates a new account record. Monthly issuances files are produced in advance
and loaded on the evening before the day on which the recipient would be
scheduled to receive an ATP. Expedited, supplemental, and prorated issuances
are posted on the same evening that they are authorized by the eligibility

system,

The accuracy and reliability of benefit issuance in an EBT system
are especially important, because they affect not only the recipients but the
retailers as well. If benefits are not posted on schedule, because of opera-
tor error or a system failure, recipients may not find out until they are
already at the checkout counter. When this cype of problem occurred during
the operation of the PRC system, it caused long checkout lines and serious
retailer dissatisfaction. Similarly, recipients will base their purchases on
their expected allotments, so it is important to ensure that the amounts are

correct.

A State designing an EBT system might wish to link benefit posting
more closely to the household issuance master file than in the PDPW system.
While it is simpler and less risky to modify existing issuance processes, a
process that transmits allotment data directly from the master file to the EBT
client file might be more efficient and reliable in the long run. The separa-
tion of issuance file generation from benefit updating in the PDPW system
entails additional effort and some risk that the update will not be run at the
proper time. Streamlining the benefit updating process might be especially
desirable if statewide EBT operations are planned. 1In addition, a benefit
issuance process that minimizes operator intervention will reduce the risk of

tampering with the issuance file.

Aside from the added costs and risks of issuance delays entailed in
a modification to the existing process of generating allotment listings, this
approach may not be desirable for scheduling reasons. The best time to
generate allotment listings may not be the point in the monthly cycle when
benefit§ should be posted. The scheduling problem is especially important
during the transition from coupon issuance to EBT issuance, since most coupon-
based systems must generate allotment listings several days in advance to

allow for mailing.

An EBT system needs a capability to adjust allotments for a variety

of reasons. The State must have the capability to recoup losses from
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Provide Benefit Information to Recipients. An EBT system should

provide ways for recipients to obtain their benefit balances without making
purchases. This requirement ensures that recipients can plan their food pur-
chases. In addition, it enables recipients to detect any problems with their
allotments before attempting a purchase -- a valuable feature from recipients’

and retailers' perspectives.

The PDPW EBT system provides balance information in several ways.
The most frequently used method of tracking the balance (according to
recipient surveys) is the printed receipt from each purchase, which shows the
remaining balance as well as the purchase amount. In addition, a recipient
can call the system on a telephone (tone service is required), enter his or
her case number and PIN, and hear the balance in English or Spanish (as
selected at the time of training). Special terminals for balance inquiries
are located in high-volume stores. The terminals at the checkout counters

also permit balance inquiries.

Track Accountable Documents. FNS requirements govern the handling

of documents that could be used to establish an account, issue benefits, or
redeem benefits. These accountable documents vary from one issuance system to
another, but they include certification documents, blank ID cards, blank ATPs,
and food stamp coupons. Accountable documents must be securely stored, and
inventory records must be maintained to document the flow of accountable
documents. An EBT issuance system eliminates some accountable documents, such
as ATPs and coupons. Blank ID cards (and transaction cards, if separate) need

to be securely stored and properly inventoried.

FUNCTIONAL REQUIREMENTS: PROVIDING BENEFITS TO RECIPIENTS

Providing benefits to recipients is the second of the five major
categories of functions an EBT system must support, and it is the category
which differs most from the coupon system. Functions included in this cate-

gory are:
* verify recipient identity,
¢ process purchase transactions,
* process refunds and other adjustments,

e support manually authorized transactions,
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+ convert EBT benefits to coupons,
+ deliver food benefits, and

*» provide receipts and access to balance information.

Verify Recipient Identity. The previous section discussed using

PINs or other identification procedures to verify a recipient's identity
because PIN selection must be coordinated with card issuance and training -=-
functions which are part of the process of authorizing access to benefits.
Actual verification, however, occurs at the point of sale when recipients use
EBT benefits to buy groceries. Verification 1is needed to ensure that
unauthorized individuals do not use lost or stolen benefit cards to access a

recipient's benefits.

Using a PIN to verify identity requires some means of entering the
PIN and reading the encoded strip on the ID or transaction card. In the PDPW
system, this function is performed by a dial-up Benefit Transaction Terminal
(BTT) with an attached PIN pad. Firmware in the terminal and system software
check that the account and PIN offset are valid before processing a trans-

action.

The PDPW system has a number of advantageous features that other
States should consider. The terminal is independent from the cash register,
so it can be used in any store. The terminal is programmed to verify the PIN
before submitting the transaction. Thus, the total number of messages
processed by the EBT computer is less than if every PIN entry were submitted
for wvalidation. The terminal programming permits three PIN entry errors
before denying the transaction, striking a balance between ease of use and
security. The system permits a total of nine PIN entry errors in a day before
locking out the account for the day. The separate PIN pad provides a more
secure means of PIN entry than the terminal keyboard. Validation of the
account number and PIN offset by the central computer guards against attempts
to use lost, stolen, or counterfeit cards that pass the PIN check at the

terminal.

Process Purchase Transactions. The central function of an EBT

system is the processing of purchase transactions in which program benefits

are exchanged for food. In an on-line EBT system, the purchase transaction
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begins when the recipient presents the EBT card to the clerk, who swipes the
card through the reader on the BTT. After PIN entry and validation, the clerk
enters the purchase amount and submits the transaction. The BTT sends a

transaction request to the central processor via telephone,

The central processor must verify that the transaction originates
from an authorized store and that the purchaser has a valid, active account,
Next, the processor must check for sufficient benefits in the account to pay
for the purchase and accept or reject the purchase. [f it accepts tche
purchase, it must debit the recipient's account and log a credit for the
retailer. Finally, the central processor must send a confirmation message to

the BTT.

To permit recipients to use their benefits, a State operating an
integrated EBT system needs to deploy and maintain a network of POS
terminals. A number of issues that should be considered in designing this

network are discussed below.

An EBT system should be designed to minimize disruption to the
shopping patterns and options of recipients. Thus, the general criterion in a
"EBT-only" system should be to include all types of authorized food retailers
in the EBT network. There may be some types of retailers for whom alternative
transaction procedures need to be developed, because of technical obstacles or
cost-effectiveness considerations. Route vendors, farmers' markets, and other
food retailers who lack permanent establishments may not have access to tele-
phone lines and thus be unable to process transactions on-line. The State may
also wish to consider providing alternative transaction procedures for stores
with very low food stamp sales volumes (such as those on the fringe of the
project area) on the grounds that installing and maintaining a terminal in

such a store is not cost-effective.

The main option for an alternative transaction procedure in an EBT
system is the manual authorization procedure used in the PDPW system. This

procedure and its limitations are discussed on pages 56 to 59,

The requirement to maintain recipients' access to established
shopping options also raises the issue of when the EBT system must be availa-
ble to process transactions. In many areas, authorized retailers may be open

24 hours a day, so the EBT system must provide access to benefits at all
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times. From the perspective of recipients and retailers, it is preferable to

keep the EBT system available for electronic purchases 24 hours a day, as FNS

did in specifying the requirements for the PRC EBT system. This choice

complicates the design of the database backup and system reconciliation,
”"

because the system must remain "up" during these procedures. The increased

processing requirements that result add to the cost of operating the sytem.

The other option is to specify certain hours as '"down time" and use
alternative purchase procedures during those hours. Late-night purchases may
be vital in some cases (as when a baby needs formula), but they tend to be
relatively infrequent. In the original Reading demonstration, less than 5
percent of purchases occurred between 10 p.m. and 8 a.m.! However, the
staffing requirements to handle these additional manual authorizations might

offset the savings from shutting down access to the computers.

The deployment of the network of EBT terminals must also satisfy FNS
requirements for equal treatment of food stamp recipients by grocers. This
requirement prohibits the establishment of separate lanes for EBT sales. The
approach in the Reading demonstrations has been to equip virtually all
checkout counters. Other States may wish to adopt a targetted terminal
deployment strategy to hold down costs., For example, stores with multiple
checkout counters may direct EBT sales to those counters which currently
accept other non-cash payment methods, such as checks or commercial debit
cards. This strategy would reduce the number of checkout counters which must
be equipped with EBT terminals, without singling out or discriminating against
food stamp recipients. If the number of terminals is limited, the State will
need a plan for allocating them among stores, taking into account factors such
as the number of checkout lanes, monthly redemption volume, and the extent to
which the issuance schedule will cause peaks in the demand for access to the

system.

Another issue in the deployment of the terminal network for an EBT
system is the retailers' role. In Reading, retailers bear none of the costs

of equipment, supplies and telephone service (except for a few low-volume

lsusan H. Bartlert and Margaret M., Hart, Food Stamp Recipients'
Patterns of Benefit Redemption. Cambridge, Massachusetts: Abt Associates,
Inc., (forthcoming), p. 22.
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retailers who provide the telephone lines and receive reimbursement for
message unit charges)., By law, retailers cannot be required to pay any costs

associated with alternate issuance systems, such as EBT.

One important possibility for an expanded retailer role in deploying
the terminal network is to take advantage of POS equipment and communications
systems already in use, even in stores that are not part of commercial POS
systems. In some stores, the electronic cash registers could function as the
terminals if equipped with a PIN pad (and, if necessary, a card reader).
Communications between the checkout counter terminal and the EBT computer
could be routed through back-room minicomputers currently used for linking the
chain stores with their parent firms' headquarters. In stores equipped with
electronic package scanners, the EBT system could be linked to the scanner so
that the purchase amount would be automatically determined by the total of

food-stamp eligible items computed by the scanner.

The EBT system would have to be compatible with commercial POS
technology in order to accept purchases processed through existing store
equipment. The system design would have to be "open" with respect to the
device originating the transaction. This was one of the design enhancements
that PDPW sought, because the PRC system had been designed around a particular
terminal with special, non-standard programming. Even an EBT system that is
compatible with the standards of commercial debit card networks may be diffi-
cult and costly to link with the diverse hardware in the stores. Proprietary
data needed to make these links may be difficult to obtain from equipment
vendors and retail chains. The extent to which stores have the POS equipment
needed should be considered before devoting a great deal of design and
development effort to this option. Furthermore, retailers may require cthat

the FSP pay for the use of their equipment.

The use of retailers’ telephone lines may be desirable as a way to
limit costs, but it poses a number of problems. Retailers in the original
Reading demonstration who used their own lines for EBT communications found
that the conflict between uses made it difficult to conduct business. This
problem was usually solved by installing a separate EBT line, which was paid
for by the demonstration. Some retailers with measured telephone service
objected to paying message units for calls from their BTTs. FNS agreed to

reimburse these retailers for this expense; PDPW assumed this responsibility

54



Table of Contents

when it took over the EBT demonstration. Finally, the lack of touch-tone
service at some store locations slowed communications between the BTT and the

computer.

To protect recipient accounts against unauthorized access, data
transmissions between stores and the EBT computer should be protected. If the
PIN is transmitted, it should first be encrypted. In the PDPW EBT system, an
encrypted PIN is not sent. Instead, the PIN coffset encoded on the transaction
card is transmitted. In addition, transaction messages include a Transaction
Authorization Code (TAC) computed by the BTT from the other data in the
message. The EBT processor computes the TAC from the data received and
compares it to the TAC transmitted by the BTT. The transaction is rejected if

the two TACs do not match (e.g., because of a garbled transmission).

Another security issue 1is limiting system access to authorized
persons. The EBT system must have an up-to-date file of parcticipating
retailers in order to determine that a purchase originates from an authorized
store. Access to store terminals should be limited to authorized personnel.
Each transaction should be tagged with identifying information, such as a

clerk ID, terminal ID and store number.

The PDPW EBT system accomplishes these functions through the BTT
sign-on operation. Each store manager is issued a magnetic-stripe card (like
the recipient's benefit card) which must be passed through the card reader to
begin the sign-on function. The store manager also selects a PIN, which must
be entered at sign-on. Each store clerk enters an assigned two-digit ID on
the BTT at sign-on or when starting a shift. In addition to the store ID
(from the store card) and the clerk ID, the BTT's memory contains a unique
terminal 1ID. All of these data are included in transaction messages and

verified against the system files before a transaction is authorized.

Process Refunds and Other Adjustments. An EBT system must provide a

mechanism for retailers to issue refunds to recipients. A refund may be
necessary when a clerk overcharges a recipient or when a recipient returns
eligible food items. A refund is processed in essentially the same way as a
purchase in the PDPW EBT system: after a PIN check, the amount of the refund
1s entered on the BTT and the transaction is submitted. If the refund passes
the validity checks, the system credits the recipient's balance and debits the

retailer's balance. As an additional security feature, the store's EBT card
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must be swiped through the BTT and the store's PIN must be entered before a

refund can be submitted.

An EBT system may need the capability to reverse a transaction under
certain circumstances. The PRC EBT system automatically generated a '"refund"
to the recipient when the BTT "timed out" (i.e., when the BTT cancelled a
transaction because the system did not reply within a programmed time inter-
val). This refund cancelled any debit processing that had already occurred.
The PDPW EBT system has a similar process that is separately identified as a

reversal in system reports and log files.

If the retailer is unaware that a transaction has been reversed, he
or she might allow a recipient to take pgroceries out of the store without
payment and suffer a loss. This situation has occurred with the PDPW EBT
system when retailers failed to detect reversals, attributing the lack of a
receipt on printer malfunctions., For this reason, an EBT system should be
designed to minimize the occurrence of transaction reversals and to process

them so as to be evident to the retailer.

An EBT system must also provide an adjustment mechanism for those
errors which cannot be corrected by a purchase or a refund. No EBT system
will be 100 percent accurate in processing transactions; there will always be
a few situations in which the system correctly debits one account but incor-

rectly credits another, or vice versa.

As in the case of issuance errors, the mechanism for correcting
transaction processing errors should protect against unauthorized access and
tampering by authorized personnel. In the PDPW system, access to the adjusc-
ment function is restricted to the highest level of system security. An
automated audit trail for account adjustments is planned. Another security
feature for this function might require a second staff member to enter a
password, providing an identifiable witness (as is done in the destruction of

food stamp coupons).

Support Manually Authorized Transactions. An EBT system needs back-

up purchase procedures to permit legitimate benefit use when electronic pur-
chases are not possible. Situations requiring the use of such back-up proce-
dures include store equipment failure, system unavailability due to main-

tenance or malfunction, and retailers without access to a telephone at cthe
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point of sale. An EBT system should be designed to minimize the use of back-
up procedures (e.g., by duplication of processing hardware and databases), but
some non-routine transactions will be necessary under any EBT design. The
back-up procedure must provide protection against overdrafts, unauthorized use
of a recipient's benefits, and redemptions by unauthorized retailers.

Manually authorized transactions should be well documented and auditable.

The PDPW EBT system has a special function for manual authorization
of sales by EBT staff. There is a FNS-mandated limit of $35 per recipient per
day for such sales. The clerk calls the EBT "hotline" (a special number pro-
grammed into the BTT, which connects the caller to EBT staff) after performing
a PIN check (if possible). The clerk gives the store's ID, his or her ID, the

recipient's case number (printed on the card) and the amount of the purchase.

The hotline worker enters this information on the system (if it is
up). If the data are valid and the recipient has sufficienct benefits, the
system records a "manual debit" against the recipient’'s available balance and
produces an authorization number. (If the system is down, the EBT worker
checks- the most recent daily reconciliation report, which shows the recipi-
ent's balance. The worker enters the manual debit on the EBT system as soon
as the system is available. This procedure carries some risk of an overdraft
if the recipient has made a purchase since the report was run.) The clerk
records the purchase information on a manual sale slip (which resembles a

credit card slip), and the recipient signs the slip.

The store submits one copy of the three-part slip to the EBT Center,
glves one copy to the recipient, and keeps a copy. When the EBT Center
receives the manual sale slip, a worker enters the data on the computer and
"reconciles" the manual debit. This function credits the retailer for the

manually authorized purchase.

In the PDPW system, retailers who are equipped with BTTs may use the
manual- authorization procedure when the store's equipment is malfunctioning or
the system is unavailable to process electronic transactions. PDPW also
permits newly authorized retailers to process sales manually before their BTTs
are installed, if the delay would cause inconvenience for recipients (e.g.
when a popular store changes ownership). Route vendors and some sellers at
farmers' markets call in their sales when they have access to a telephone,

usually after the sale. Retailers who do not obtain authorization before
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making an EBT sale bear the risk of overdrafts, but this is not a widespread
problem in Reading because a very small proportion of benefits (about .01l

percent) are redeemed through this method.

The back-up purchase procedure used in the PRC and PDPW EBT systems
has a number of limitations. Retailers object to the time and effort required
(especially if a system outage causes many retailers to attempt to make manual
sales at the same time) and the $35 daily limit, which may force a recipient
to return the majority of his or her planned purchases. The uncertain time
lag between the sale and the credit makes it difficult for retailers to
reconcile sales and deposits. Some retailers reportedly avoided the manual
sale procedure by holding the recipient's card and PIN until an electronic
purchase could be processed, or by filling out a manual sale slip and
processing a routine purchase the next time the recipient came into the
store. (These actions violate FNS regulations, which prohibit the extension
of credit to recipients by retailers.) The PDPW system design has addressed
some of the problems with the manual sale procedure by providing a retailer
deposit inquiry capability and speeding up the manual sale function. That is,
whereas the PRC system required the worker to look up data on several screens

before authorizing a manual sale, the PDPW system uses a single workscreen.

Another feature has become an issue with the extension of the
demonstration: once a manual debit is placed, it remains on the data base
until it is reconciled. If the retailer fails to submit a copy of the sales
slip, the manual debit remains on the data base indefinitely. When the PDPW
EBT system replaced the PRC system, several thousand dollars in outstanding
manual debits had to be transferred to the new database. Observations of
retailer operations have indicated that retailers sometimes request a manual
sale and then obtain credit at a later time by having the recipient authorize
a vregular purchase. In this situation, the manual debit 1is never
reconciled. Other manual debits remain unreconciled because of lost sales
slips. Over an even longer period, the accumulation of outstanding manual
debits could burden system storage capacity. Designers of EBT systems that
plan to use similar procedures should consider providing a report on "aged"
debits that remain unreconciled for a long time (e.g., two months), so that
retailers can be asked to submit slips or notify the system operator that the
debit should be voided.
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Some States might consider using a manual authorization procedure
for stores at the fringe of the area served by the EBT system. Such an
arrangement might require setting a limit on a store's monthly manual sales,
so that these transactions would not overburden EBT staff. Any manual
authorization procedure, especially one that is used as the routine purchase
procedure for some retailers, should be designed with attention to the

potential impacts on operating costs, staffing, and system integrity.

Convert EBT Benefits to Coupons. Certain circumstances may require

an EBT system to convert electronically stored benefits into coupons. In the
PDPW system, recipients leaving the EBT project area can request that BCAO
issue an ATP to convert their remaining benefits into coupons. A special EBT
system function permits a BCAO worker to reduce the recipient's balance to
zero before issuing the ATP, preventing a duplicate issuance. To protect
system integrity, this function can be performed only by designated scaff and

must be authorized by the recipient through a PIN entry.

Deliver Food Benefits. In most cases, benefit delivery in an EBT

systemr will be the direct result of an electronic transaction at the point of
sale. The merchant accepts the credit from the EBT system in exchange for the
food selected by the recipient. As in the coupon system, the merchant may

only accept program benefits in exchange for eligible food items.

An EBT system needs to accommodate those recipients who are allowed
to redeem their food stamp benefits through residential facilities, meal
delivery programs, or restaurants. Although such persons have been exempted
from participating in the Reading EBT system, this approach might not be
feasible in a larger project area where the coupon delivery mechanism might be
eliminated. One alternative for residential programs would be a standing
written authorization from the recipient for a monthly transfer of funds.
Meal delivery programs and restaurants could use manual sale authorization
procedures, although this approach would work only if the volume of such
transactions were low. (Meal delivery programs would have to call in for
authorization before serving the meal, to ensure the availability of

benefits.)

Provide Receipts and Access to Balance Information. An EBT system

should provide the recipient with a receipt for each purchase. Because

recipients do not physically hold their benefits in the form of coupons, the
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receipt is necessary as a permanent record of benefit use. The receipt also
provides confirmation rthat the transaction amount equals the cash register
total for the groceries. In the PDPW EBT system, the information on the

receipt includes the following:

e date and time of purchase,

¢ cterminal, clerk, and store ID,

e transaction amount,

e remaining balance in recipient's account,
* recipient's case number, and

 type of transaction (i.e., purchase or refund).

An EBT system should provide the client with information on his or
her remaining balance at the point of sale. The simplest and most reliable
way to provide the remaining balance is by printing it on the receipt, as the
PRC and PDPW systems do. As noted earlier, the receipt was the most commonly
used method of tracking balances in the original Reading EBT demonstration.
During_the designing of the PRC system, the concern was raised that printing
balance information on the receipt might violate clients' privacy. This
problem was avoided by designing the receipt so that it contained only the

client's case number, not the name or other identifying information.

The PDPW EBT system also provides recipients with other means of
access to benefit information at the point of sale. A recipient can make a
balance inquiry from the BTT to check his or her account before attempting a
purchase, When the system rejects an attempted purchase because the balance
is less than the purchase amount, the terminal displays the difference. While
these means of benefit information are useful to recipients, they increase the
accessibility of the same information to store employees. This information
alone is not a major threat, but a store employee is also in a good position

to learn a recipient’'s PIN and gain access to his or her benefit card.

FUNCTIONAL REQUIREMENTS: CREDITING RETAILERS AND FINANCIAL INSTITUTIONS

The third major category of EBT functions is crediting retailers and
financial institutions for benefits redeemed. This crediting is typically
performed via an electronic fund transfer through the Federal Reserve's

Automated Clearing House (ACH) network. Six separate tasks are involved:
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+ verify retailers' bank account information,

e total retailers' EBT credits,

*+ prepare an ACH file,

e transmit the ACH file to a clearinghouse institution,
+ transfer funds to retailers' bank accounts, and

» provide deposit information to retailers.

Verify Retailers' Bank Account Information. The EBT system's

retailer file needs to contain accurate, up-to-date information on each
retailer's bank account, so that credits can be transferred properly. The
necessary data include the name and American Banking Association (ABA) number
of the retailer's bank, the account number, and the type of account. These
data must be collected from each retailer upon entry into the EBT system, and
the retailer record must be updated whenever account data change. The EBT
system must provide a means for EBT staff to enter the data and update the
file. This data entry mechanism should be efficient and secure from

unauthorized access.

In the PDPW EBT system, a retailer completes a standard Automated
Clearing House (ACH) authorization form containing the account data before the
store is placed on the EBT system. An EBT worker enters the data (via the EBT
workstation) as part of the process of setting up the retailer's account on
the system. The data entry function also permits the worker to update the
account data. As with all EBT workstation functions, access to the system to
create or modify retailer accounts is restricted to authorized employees by
security controls, and all such activity 1is automatically logged in a
maintenance file. The EBT system uses the account data in the retailer's file

record in creating the ACH transfer file.

This approach relies on the store to notify the State of any change
in account data. If the store fails to do so, the ACH will reject transfers,
causing delays in credits to the store. EBT workers must investigate these
rejected transfers, correct the account data, and arrange for the store to
receive credit (typically via a check from .che clearinghouse interface

bank)}. In a large-scale EBT system, this responsibility might become
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burdensome. To avoid a high rate of rejections by the ACH, the EBT system
might arrange for automatic notification of account changes from retailers'’
banks. The need for retailer consent for transfers to a new account might

complicate this solution.

Total Retailers' EBT Credits. An EBT system has to record a credit

for each transaction processed by a participating retailer. This record
provides the basis for several system functions, including funds transfers to
retailers, reconciliation, and activity reports. Transaction data must be
recorded centrally to permit retailer crediting and reconciliation, but they
can also be recorded at the point of sale to provide retailers with immediate

information.

The PDPW EBT system records transaction data centrally and at the

gointr nf __acla " Tha. nnwphesrn_ rannoantinn . _g=n 2?0%@6 ﬂsfﬂr"e I

©—

retailer and terminal files. The printer that provides the recipient’s
receipt also writes the same information on a journal tape, which can be
compared to the cash register tape. In addition, the terminal accumulates a

transaction total and prints it out when signed off.

An EBT system must total or "bundle-up" each retailer's transactions
in preparation for initiating the transfer of credits to retailers' bank
accounts. The bundle-up total for each retailer should include routine
purchases and reconciled manual sales, less any refunds or other adjust-
ments. The system should maintain a running total for each retailer and
compare it to the computed total as a check against processing errors or

tampering.

The bundle-up process is a major batch processing function of an EBT
system because of its importance to retailers and its demand on system
resources. In the PDPW system, transaction data are transferred from the
Tandem minicomputer to a Unisys mainframe that is more capable of handling the

bundle-up processing requirements.

The timing of the bundle-up process is important for a number of
reasons. The institution that sends the retailer credits through the ACH
network must meet deadlines set by the ACH, so it may impose a deadline for

the submission of the EBT system data. Retailers naturally want to receive
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system settlement to be as congruent as possible with their own cycle of cash
drawer settlement. If the same processor handles individual purchases and
bundle-up, performing bundle-up during the peak shopping period could slow

down transaction processing.

In the PRC system, the timing of bundle-up created several prob-
lems. To minimize the delay between purchases and retailer credits while
meeting the processing deadline set by the clearinghouse interface bank, the
EBT system bundled up all retailer credits as of 2 p.m. each business day.
This schedule meant that the bundle-up program ran in the mid-afternoon,
competing for system capacity when shopping activity was rising to its daily
peak. Many retailers found it difficult to reconcile their EBT transfers with
their cash register data, since the 2 p.m. cutoff came in the middle of the
business day or shift. Indeed, this was the most widespread and persistent

complaint about the PRC system.1

One of the design objectives for the PDPW system was to resolve
these problems with the bundle-up process. The separation of bundle-up and
other -batch functions from on-line transaction processing eliminated the
competition for system resources. To facilitate retailers' reconciliation of
EBT sales, the PDPW system design also provides two alternatives to the stan-
dard 2 p.m. cutoff (although neither alternative has yet been implemented).
First, a retailer can specify up to four settlement times in advance, to
coincide with shift changes or other times when cash drawers are totalled.
Second, if the retailer wants to change the settlement time from day to day,
the system can be instructed to treat the terminal sign-on time as the starct
of a new business day. Either of these options will increase the delay in
receiving credit for some purchases, but they will reduce the effort devoted

to reconciling EBT sales.

A simpler solution to the problem of timing bundle-up might be to
set the standard cut-off at the end of a normal business day (e.g., midnight).
A system using this approach would be easier to develop, implement, and oper-
ate than one with multiple settlement options. Retailers as a group, however,
might prefer to have more than one settlement option, given the diversity in

their operating schedules and reconciliation procedures.

lﬂamilcon et al., op. cit., p. 118.
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An EBT sysfem does not necessarily have to perform bundle-up every
day; credits cannot be submitted to the ACH on weekends and holidays. The PRC
system performed bundle-up only on banking days. This approach reduced
staffing requirements on weekends and holidays, but it meant that retailers
received deposits covering as much as four days' sales, increasing the retail=-
ers' reconciliation problems. The PDPW system performs bundle-up every day;
tapes produced on weekends and holidays are held in secure storage and
submitted the next banking day. Retailers' monthly bank statements show EBT

deposits for each day, facilitating their reconciliation process.

Prepare an ACH File. Once an EBT system has bundled up the day's

retailer credits, it must format the credit records as specified by the
National Automated Clearinghouse Association (NACHA) and assemble them on a
tape or other medium. The records are then transferred to a clearinghouse
institutién for entry into the ACH. This function requires the use of
retailer bank account data, as discussed previously. The medium in which the
data are contained (tape, cartridge, diskette or other format) and other
requirements may be dictated by the clearinghouse institution to ensure
compagibility with its ACH processing system. The system designers should
clarify these requirements with the clearinghouse institution early in the

design phase.

The ACH must be notified of a new or changed retailer account 10
business days before transfers to that account are submitted. An EBT system
must provide a mechanism to suspend deposits to a retailer that is in this
"pre-notification" status. This process must ensure that the retailer is
properly credited for all transactions (including manual sales, refunds and

overrides) at the end of the pre-notification period.

An EBT system should protect against processing errors or tampering
with the ACH tape by checking the data on the tape against other system
data. The PDPW system provides a check between the running retailer total
maintained by the on-line portion of the system and the retailer credit on the
ACH tape (as reflected in a printout of the tape file). The lack of a similar
mechanism in the PRC system allowed incorrect ACH credits to go unnoticed

until after they had been transmitted.

Transmit the ACH File. An EBT system can gain access to the ACH

only through an ACH member institution or the Federal Reserve. This
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clearinghouse institution replaces the individual retailers' banks as the
intermediary between the retailer and the Federal Reserve in the benefit
redemption process. The clearinghouse institution might hold some retailers'
accounts, as did American Bank and Trust in the PRC system, or it might serve
solely as the ACH interface, as does Commonwealth National Bank in the PDPW
system. Designers of an EBT system should, 1f possible, select the
clearinghouse institution early in the project to ensure a smooth interface
between the EBT system and the ACH. If this is not possible (e.g., because of
competitive procurement requirements), the system designers should consult

with the regional ACH or member banks.

An EBT system can transmit ACH credit data to the clearinghouse
institution physically or electromically. A physical medium, such as a tape,
requires less coordination between the EBT system and the bank than an
electronic link. For a small pilot project such as the Reading demonstra-
tions, the complexity and cost of establishing a secure, high-speed data link
between two computer systems might not be justified. Instead, PDPW uses a
bonded courier to deliver the ACH tape from the State's computer center to the

clearinghouse institution, ensuring safe and timely arrival.

For a long-term, large-scale EBT system, an electronic link to the
clearinghouse institution might be more appropriate. This approach would
reduce the risk of delay or interception in the transfer of ACH credit data.
An electronic link would be faster, providing more time to prepare the ACH
file and making it easier to replace the file if errors are found. If the
computer center is distant from the clearinghouse institution, electronic
transfer might be the only practical method. The use of a physical medium for
the transfer of ACH data during the early stage of EBT system implementation

would not, of course, preclude later conversion to electronic transfer.

Transfer Funds to Retailers' Bank Accounts. In an EBT system, the

final steps in the process of benefit redemption are the transfer of funds to
retailers' accounts and the reimbursement of the clearinghouse institution for
funds advanced. These steps can be accomplished by the clearinghouse
institution and the Féderal Reserve through existing electronic funds transfer
procedures. While no changes to these procedures are necessary, they form

part of the overall EBT system design.
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The clearinghouse institution begins the funds transfer by merging
EBT credits with other interbank transactions for transmission to the ACH. If
the clearinghouse institution holds the accounts of EBT system retailers, it
may credit them directly (as AB&T did). The clearinghouse institution
transmits its complete ACH file electronically to the ACH processor (the
Federal Reserve Branch Bank). The FRB branch sorts the ACH entries by
destination bank, sends them on electronically (or by other means, if the bank
does not have an electronic link), and debits the reserve account of the
sending institution to offset the transfers. Banks usually transmit entries
to the ACH in the late afternoon or early evening; the receiving bank credits

the retailer's account on the next banking day.

The clearinghouse institution normally can transmit the EBT credits
during the day or night processing period. Day processing in the ACH is less
expensive, but night processing permits later bundle-up and more time to
resolve any problems with the ACH tape. The timing of bundle-up and ACH tape
production must be based on a choice between day and night processing.
However, it may be possible to shift EBT transmissions from one period to the
other if necessary, as was done to ease the bundle-up crunch in the original

Reading demonstration.

The EBT system must provide a procedure for transferring funds from
the USDA's Treasury account to reimburse the clearinghouse institution for
debits to its reserve account. This procedure takes the place of the debiting
of USDA by the Federal Reserve in exchange for benefits redeemed through
banks' deposits of food stamp coupons. In the PDPW system, CNB makes a wire
funds request each business day to the New York FRB against the Letter of
Credit (LOC) for the demonstration. Unlike most demonstrations, the EBT
project has an automatic approval for drawdowns against the LOC. FNS funds

the LOC each month and monitors the drawdowns on a daily basis.

In borh the PRC and PDPW systems, the lack of an automatic link
between the retailer credits and the wire funds transfer has led to occasional
errors in wire funds requests. These errors are sometimes compounded by
efforts to correct them in subsequent draw-downs. To the greatest extent
possible, the agreement between the EBT system operator and the clearinghouse
institution should mandate a procedural or programmed link to ensure accurate

draw-downs.
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Provide Deposit Information to Retailers. An EBT system needs to

provide deposit information to retailers so they can track their sales and
reconcile them against their cash drawers. The level of need for EBT deposit
information varies among retailers, but many stores require daily informa-
tion. Retailers cannot rely solely on totals accumulated at the point of sale
(by journal tapes or terminal memory) for a variety of reasons, including the
inconvenience of signing off terminals at the system's cut-off time, as well
as the possibility of processing discrepancies or errors in the data recorded
by the terminal. Also, retailers may not know when manual sales clear because
of delays in mail and processing by EBT workers. In the original Reading
demonstration, the clearinghouse institution called a few high-volume stores

with daily deposit totals to overcome this problem.

The PDPW system provides retailer deposit information through the
same Voice Information Processing System (VIPS) cthat supports recipients'
telephone balance inquiries. The retailer (or a chain's accountant) can call
the VIPS from any touch-tone telephone, enter the store's PIN, and hear the
most recent bundle-up total. This system does have some limitations, such as
the need for a touch-tone telephone, the lack of hard-copy, and the need to
call daily to capture data before the next update. However, PDPW's approach
was easier to develop and less expensive than alternatives, such as on-line
access to account data for stores or printing out deposit data on store
terminals. Providing periodic EBT activity statements to retailers also would

be useful, but would not address the need for daily deposit information.

FUNCTIONAL REQUIREMENTS: BENEFIT RECONCILIATION AND MANAGEMENT REPORT
PRODUCTION

The fourth major category of system functions is benefit reconcilia-

tion and management report production. It includes functions which:

e reconcile posted benefits to the Issuance Authorization
File,

* reconcile recipient accounts,
e reconcile retailer accounts,
* reconcile flows of benefits through the system,

*+ verify retailer credits against ACH deposits,
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*» transmit retailer deposit information to FNS,
e provide management reports, and

¢ maincain audit trails.

The design of an EBT system should devote considerable attention to
how it will reconcile benefit flows and produce management reports. These
functions are crucial to the operating efficiency and integrity of the EBT
system. They should be designed to produce easy-to-interpret, reliable
reports and to facilitate diagnosis and resolution of problems. Reconcil-
iation and reporting may also represent major demands on the system's
processing capacity. Thus, the design of these functions must balance the

desire for information with the cost of producing it.

EBT system planners should think through how the design of each
reconciliation function interacts with other functions, including bundle-up
and benefit posting. An EBT system design should provide for a manageable
daily batch processing cycle. The design should permit batch programs to run
at times that minimize competition for system resources with unscheduled, on-
line functions, such as purchases and card encoding. On occasion, the execu~
tion of batch operations in the PRC system interfered with card encoding at

BCAO, causing difficulties for recipients and staff.

Reconcile Posted Benefits to the Issuance Authorization File. An

EBT system must reconcile the benefits posted to recipient accounts to the
records of authorized benefits in the Issuance Authorization File (IAF). This
reconciliation is necessary to detect processing errors or intentional altera-
tion of the allotment file. The comparison provides the basis for required
reporting to FNS on benefit obligations, issuance losses, and program partici-

pation.

In the PDPW EBT system, the process that creates the.allotment file
writes a record of the authorized issuance in the IAF. The EBT benefit
posting function creates an acknowledgement file in the same format as the
file produced when PDPW -eads in data from cancelled ATP's. EBT issuances are
then reconciled to the IAF through the same process as ATP issuances. This
process identifies any discrepancies between authorized and actual 1issuances,

and updates the IAF by indicating that the issuance was received. (An
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allotment posted to an active EBT account is considered by FNS as equivalent

to coupons delivered to a recipient.)

The above reconciliation process permits the State to include issu-
ances to EBT participants in its existing issuance reporting system. That
reporting system was designed around a different set of problems (e.g., lost,
stolen, and counterfeit ATP's, etc.) than those faced in EBT benefit issu-
ance. Thus, a different approach may be desirable for a long-term, large-
scale EBT system. Such a reconciliation system would focus more on the
possibility of ctampering with the allotment file and on cthe status of
outsténding recipient balances. For example, the total amount of benefits
posted could be compared to a report based on IAF data showing the amount of
benefits currently authorized. When designing the issuance reconciliation
process for an EBT systém, a State should nonetheless take into account the

interface with its existing reconciliation system during EBT system phase-in.

The procedure for converting EBT system benefits into coupons may
require modifications to the State's existing 1issuance reconciliation
process. In the PDPW EBT system, benefits that are to be converted into
coupons must be issued a second time. (A BCAQ worker authorizes an issuance
of an ATP to the recipient in the amount of the remaining balance on the EBT
system. Because the original issuance posted to the EBT system has already
been recorded as a "transacted ATP," this process creates an apparent dupli-
cate issuance which does not fit into any of the categories in the standard
reporting system. The only evidence that the issuance is not in error is the
record of the ''zeroing out" of the benefits on the EBT system maintained at
the local welfare office.) This reconciliation procedure is adequate for the
.Reading demonstration, but a more structured reconciliation mechanism would be

needed in a larger system with more frequent benefit conversions.

Reconcile Recipient Accounts. An EBT system must reconcile indi-

vidual recipient account balances against account activity on a daily basis.
This function protects against and detects overdrafts, processing errors, and
tampering with recipient accounts from inside or outside the EBT sysctem.
Reconciliation of the system ctotals is not sufficient, because offsetting
errors could leave the system as a whole on balance. To reconcile recipient
accounts, the EBT system must bring forward the recipient's reconciled balance

for the previous day, add any increments during the day (issuances, refunds or
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adjustments), and subtract any decrements (purchases, adjustments, or
conversion of benefits). If the result of this operation.equals the current

balance in the client account, the account is reconciled.

The design of the recipient account reconciliation function may be
complicated by manually authorized sales and other special EBT system
functions. Commercial POS software, such as the package used as the basis for
the PDPW EBT system, may not provide for some of these functions and, thus,
may require a substantial redesign of the reconciliation process. For
example, manual sales in the PDPW system must be handled differently from
routine purchases: the purchase must be deducted from the recipient's avail-
able balance, but the benefits are not credited to the retailer until the

manual debit is reconciled.

Careful design of the recipient account reconciliation process is
important to ensure that real account discrepancies can be detected and
understood while false indications of discrepancies do not cause confusion and
wasted effort, The reports should be designed to reflect all possibilities.
For example, the report should be capable of representing a negative balance
situation (e.g., when a manual debit is posted as less than the actual
purchase, causing an overdraft when the debit is reconciled). Reconciliation
reports should be easily understood by users, and discrepancies should be
highlighted for action by separate "exception'" reports. Possible types of
discrepancies should be identified in advance, and procedures for

investigating and resolving such discrepancies should be specified.

Reconcile Retailer Accounts. Each day, an EBT system must reconcile

each retail store's transactions to the deposits it will receive. This
reconciliation protects the stores and the EBT system by detecting processing

errors and intentional manipulation of retailer accounts.

To reconcile a retailer's account, the EBT system must sum up the
store's daily increments (purchases, reconciled manual debits, and adjust-
ments), subtract decrements (refunds, overrides, and ad justments), and compare
the net result to the day's deposit. Retailer reconciliation differs frc
recipient account reconciliation in that the retailer's balance of credits is
normally exhausted by the daily deposit, so the balance should be zero.
However, a retailer may have a negative balance (if refunds and other decre-

ments exceed increments), which the reconciliation process must carry forward
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to the next day. Manually authorized sales and holds on deposits (e.g., for
retailers in ACH pre-notification status) may require special handling in the

retailer reconciliation process.

Reconcile Flows of Funds Through the EBT System. An EBT system

should reconcile the funds flowing into and out of the system with the funds
remaining in the system. It should also reconcile the flow of funds out of
recipient accounts with the flow of funds to retailers. This overall system
reconciliation is important because it confirms the amount of funds for which
the system (and the State that operates it) is responsible. The funds in the
system represent outstanding FNS obligations and also the overall exposure to
potential losses. System reconciliation may detect processing errors or
tampering that does not affect any individual account, or errors in the
reconciliation of individual accounts. Conversely, the reconciliatlion of

individual accounts may point out errors in system reconciliation.

An EBT system must perform several comparisons to reconcile the flow
of funds. Flows into the system (issuances, account adjustments, and refunds
in excess of sales) must be compared with flows out of the system (ACH
credits, conversion of benefits to coupons, and account adjustments). The
difference between these totals must be compared with the sum of recipient
balances and other funds in the system, such as outstanding manual debits and
deposits on hold. Recipient and retailer accounts should be balanced in the
aggregate by comparing funds flows in and out with balance totals. If a
separate pool of inactive recipient accounts is maintained, the balance in
this pool should be compared with the difference between funds transferred in
(from the active account section) and funds transferred out (to active
accounts or coupon conversion) or returned to FNS. System reconciliation
should be performed on a daily basis and on some cumulative basis, such as the

"life-to-date" reconciliation performed by the PDPW system.

Given the large sum of benefits residing on an EBT system at any
time, it is particularly important that the reports reconciling the flow of
funds through the EBT system be reliable, easy to understand, and useful in
identifying the source of a discrepancy and its solution. The design of cthe
original EBT system did not always meet these criteria. A time-consuming and
error-prone 23-step manual process was needed to compile the necessary data

from various reports. (PDPW eliminating this problem by automating the
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process.) Some features of the system were not handled properly: for
example, conversions of benefits to coupons were not recognized after the day
they occurred, so that the affected accounts showed apparent discrepancies

(even though the balances were correct).

PDPW initially experienced a similar problem when its reconciliation
reports truncated some totals because the field sizes were not large enough.
This and other problems with PDPW's reconciliation reports (such as the lack
of a total value for outstanding manual debits) were corrected in time, but
the resolution of these'problems and the daily reconciliation in the interim

required much effort by PDPW staff.

Verify Retailer Credits Against ACH Deposits. An EBT system must

verify that retailers receive the correct reimbursement for EBT sales by
comparing totalled retailer credits with ACH deposits. These figures might
differ because of processing errors by the EBT system or the clearinghouse
institution, or because of tampering with the ACH tape. Thus, reconciliation

of retailer credits against ACH deposits protects both retailers and the FSP.

Some of the data required for complete verification of ACH deposits
do not exist within the EBT system. The amounts of the ACH deposits
transmitted must be obtained from the clearinghouse institution. The amounts
of the actual ACH deposits received by the retailers are available only from

the retailers or their banks.

The PDPW EBT system produces a weekly tape of retailer credit data
for the FNS Minneapolis Computer Support Center (MCSC). FNS also receives
bundle-up totals over the telephone each day. FNS compares the retailer
credit data with draw-downs on the LOC by the clearinghouse institution.
Discrepancies between these figures usually result from errors in the draw-~
down, such as a clerical error in the manual process of preparing the wire-
funds transfer request. During the original demonstration period, the EBT
system tape occasionally had errors or could not be read, complicating the
reconciliation process. The LOC reconciliation process can also identify

errors in the ACH deposits.

The ACH deposit reconciliation performed in the PDPW EBT system may
not identify errors involving individual retailers (such as a deposit to the

wrong account). However, retailers can use the deposit information function
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operation, reports should reflect trends in system use and.performance to help

administrators plan enhancements or expansion of capacity.

The management reporting sub-system for an EBT system should be
flexible, so that reports can be adapted to managers' needs. Aside from the
changes in orientation over time, managers may discover unanticipated data
needs as they become more familiar with an EBT system. (This is less likely
if the EBT report software has been adapted from a POS package that is already
in wide use.) POS software designers must build in the capability to produce -

a wide variety of management reports for different applications.

Managémenc reports should make clear and meaningful comparisons.
For example, a report of purchases by day might begin with the first issuance
day of the month (instead of the first calendar day), so that month-to-month
comparisons would be more interpretable. The use of summary tables and graphs
can enhance the impact and usefulness of the management reports. If manage=
ment reports can be produced in a machine-readable form, users will be able to

manipulate the data to facilitate analysis.

The areas of activity covered by the PDPW EBT system management

reports include:
« client allotments,
e client benefit usage,
e approved purchases,
* unsuccessful balance inquiries,
* non-approved transactions, and

» refunds and system reversals.

These reports include summaries by such categories as language of recipienc,
type of store, and reason code. Logs of trouble calls from recipients and
retailers, manual sales, and system problems also are prepared to assist

system management and to comply with FNS requirements.

Maintain Audit Trails. An EBT system needs to maintain audit trails

of all activity for which the State is accountable, including benefit issu-
ance, retention of recipient balances, removal of benefits, and authorization

of transfers to retailers. These data can be used for many purposes,
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including resolving disputes about recipient charges and addressing problems
identified during system reconciliation. Any function that exposes the EBT
system to fraud or abuse (including card issuance, client account initializa-
tion, retailer accounc initialization, manually authorized sales, and removal
of benefits for storage or conversion) should be adequately (and, if possible,

automatically) documented so as to identify those responsible.

The PDPW EBT system provides audit trails in several ways. A worker
must sign on a workstation with an ID and a password to perform sensitive
functions such as card issuance. The sysgem automatically records the worker
ID when it executes the function. Each transaction (including purchases,
‘other POS activity, and workstation functions) is recorded in a history
file. The PDPW system provides numerous functions to recall (and princ, if

desired) such history data, including detailed client and retailer histories.

EBT workers maintain a paper log of all manually authorized
purchases, including those that could not be entered at the time of sale due
to system Llnaccessability., Account adjustments and benefit removal for
conversion to coupons are documented by printing out relevant account history
screens. A similar procedure is used to document benefit use for client fraud
cases, since the benefit posting process does not produce a signed document as

evidence of receipt of benefits.

One issue in designing audit trail processes is how long to maintain
data on-line. As long as data are maintained in on-line storage, they are
readily available. However, the on-line storage capacity of any system is
limited, and on-line storage is more expensive than storage on tape or hard
copy. In addressing this issue, EBT system designers should consider the
likely uses of audit trail data, because some data (e.g., lssuance records)
are more critical than others. The PDPW system solves this dilemma by
permitting history files to remain on-line until it is necessary to purge them
(e.g., because of limited disk space). PDPW plans to maintain at least 60
days' data on line, but the system administrator can designate any number of

months as the retention period before the file is automatically purged.

75



Table of Contents

FUNCTIONAL REQUIREMENTS: MANAGING RETAILER PARTICIPATION

The fifth and last major category of system functions is managing

retailer participation, which includes such tasks as:
¢ receiving FNS information on retailer authorization,
* equipping and supplying participating stores,
* maintaining store equipment,
s« training store employees, and

e permitting compliance investigations.

These functions place a State in a new role with respect to benefit issuance
and redemption. With an EBT system, the State helps FNS manage retailer par-
ticipation in the FSP. The EBT system design, therefore, must provide for
smooth interfaces with retailers and FNS to execute these retailer management
responsibilities. Unlike other functional areas, the management of retailer
participation requires activities that occur outside the familiar domain of

local welfare offices and the State data processing center.

To maintain retailer participation in the EBT system, the EBT system
design must take into account the nature of the retail environment. Retail
food stores operate on hours determined by customer demand, and the EBT system
must be responsive to that same demand. Retailers operate on narrow profit
margins, so they are concerned about any EBT system feature that adds to their
costs, especially in the area of checkout productivity. Within the constraint
of guaranteeing equal treatment, the EBT system design should seek to minimize
negative impacts on non-food stamp customers, such as checkout delays caused

by malfunctioning EBT terminals.

In the PDPW EBT system, the primary point of interaction for the
management of retailer participation is the hotline. Retailers deal with the
hotline from the time they first request entry into the EBT system. All day-
to-day retailer needs, including equipment service, other technical problems,
questions about transactions, and manual sales, can be addressed by calling
the hotline. Through this interaction, hotline staff establish a rapport with

the retailers that is helpful in maintaining their cooperation.
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Receive Information from FNS on Retailer Authorization. As in any

FSP redemption system, the EBT system must ensure that retailers can redeem
program benefits only if they have received authorization from FNS. To meet
this requirement, the EBT system must have an interface with the FNS Field
Offices responsible for retailer authorization in the project area. This
interface permits the exchange of information when a retailer is authorized
and when a retailer loses authorization voluntarily or through disqualifica-
tion. This communication needs to be prompt and reliable because of the
importance of retailer authorization and retailers' need for prompt access to

the EBT system upon authorization.

In the PDPW EBT system, a retailer wishing to enter the EBT system
is referred to the FNS Field Office (FO) for authorization. The EBT hotline
sends a form to notify the FO of the referral, so that the FO knows that the
retailer will be participating in the EBT system., If the store is already
authorized, the FO sends a confirmation form to PDPW; if not, the store must
apply for and receive authorization before confirmation by the FO. The FO
also provides the FNS retailer authorization number, which is entered in the
new retailer's file record to permit coordination with the FNS retailer data

base.

Communication between the EBT system and the FO becomes especially
important when a retailer leaves the FSP or is disqualified. In Reading, the
hotline notifies the FO if it learns that a store is giving up its authoriza-
tion. The FO is responsible for notifying the EBT hotline in advance of store
disqualifications, to ensure that the store's account will be locked out from
further transactions at the proper time, Depending on the length of the
disqualification, the store account may be simply put on hold until notifica-

tion by FNS, or the account may be purged.

An EBT system must rely on outside sources, such as the store or the
clearinghouse institution, for notification that a retailer has voluntarily
ceased participation in the FSP. To protect against vulnerabilities created
by disuse of active EBT accounts (such as use by an unauthorized retailer),
the PDPW system locks out a retailer account after two consecutive months in
which the retailer has processed no transactions. If a retailer fails to
notify the EBT system of a change of ownership, the situation might not be

detected unless ACH deposits are rejected by the former owner's bank (or the
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new owner complains of not getting credit). Having the hotline based in the
project area (as in the PDPW system) provides an added means of tracking

changes in ownership.

Equip and Supply Participating Stores. The provision of equipment

and supplies to retailers is a major responsibility in an EBT system. Stores
need terminals, printers and special supplies (such as manual transaction
slips) to process sales; recipients cannot shop where they choose unless the
stores are equipped. The inventory of equipment is valuable, and it must be
controlled to prevent unauthorized access to the system. Thus, the deployment
of equipment and supplies should be managed with care, and equipment should be
removed promptly from stores that are no longer authorized. While most stores
are equipped during system implementation, normal turnover and growth make

this an ongoing responsibility.

Equipping stores and deinstalling equipment for an EBT system
requires the availability of technically qualified staff with ready access to
the area served by the EBT system. A State may not have such a capability or
wish to hire staff for this purpose (as PRC did), but it may have an existing
contractor with the necessary capability. In Reading, PDPW uses the same
contractor that installs and services computer terminals at the local assis-
tance office. Another option, which might be more economical, is to utilize
firms that install and service commercial POS terminals. Finally, some stores

might choose to take responsibility for installing the equipment themselves.

In addition to 1installing the terminals and printers, there are
other steps required to prepare a store to participate in an EBT system. The
installation of extra telephone lines may be required, necessitating advance
coordination with a telephone company. An 1inventory of store equipment
installed must be maintained to ensure retailer accountability for the equip-
ment and to provide data for system control files. If the store provides
equipment, it must be tested for compatibility and identified for the system

files.

Retailers participating in an EBT system need supplies, such as
special forms (e.g., manual sales slips) and spare paper and ribbon for the
printer. If the EBT system provides the equipment, it probably will have to
provide supplies as well. If so, the State needs a plan for resupplying

retailers after stocks delivered at the time of installation are used up.
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Possible options include mail delivery, pickup of supplies by the retailer
(e.g., at the local welfare office), and delivery of supplies by equipment
maintenance personnel or other EBT staff. These options present various

trade-offs between retailer convenience and cost to the EBT system.

Maintain Store Equipment. An EBT system cannot properly serve

recipients unless the store equipment is maintained in working order. If
equipment malfunctions, retailers may lose sales from disappointed food stamp

customers and other customers annoyed by lengthening checkout lines.

Maintaining store equipment can be an expensive function: in
Reading, the cost is $20 per terminal/printer set per month. Thus, the
question of who pays for maintenance is important to both the State and the
retailers. If retailers can use the terminals for other transactions (as in
an EBT/POS system), they might be willing to contribute to maintenance
costs., However, FSP legislation states that retailers cannot be required to
pay any costs associated with alternate Food Stamp Program issuance systems.
Thus, it is unlikely that retailers would share costs in an EBT system that
was not linked to a POS system. To reduce maintenance costs, retailers can be
trained to trouble-shoot and resolve simple problems (such as loose telephone

connections), as PDPW has done.

The frequency and cost of maintenance are important considerations
when choosing terminals and printers for an EBT system. A more expensive unit
may save money in the long run if it is more reliable -- and it may also serve
retailers and recipients better. On the other hand, some units may be so
inexpensive when purchased in large quantities that they are cheaper to
replace than repair. A low-cost unit would also permit a strategy of pro-
viding a back-up terminal for each one installed and requiring the retailer to
replace and return the faulty one for repair. This approach would save the

cost of on-site maintenance.

The maintenance arrangement for EBT store equipment should accom-
modate the operating hours of participating stores. Twenty-four hour mainte-
nance availability is likely to be expensive, so stores open when maintenance
is unavailable could be provided with at least two terminals in case one
fails. The PDPW EBT system does this and also permits manually authorized

sales when store equipment is awaiting maintenance.
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Train Store Employees. Store employees must be trained to perform

EBT transactions, including routine purchases, refunds, balance checks, and
manually authorized sales, This training is necessary to ensure that
recipients can use their benefits., In addition, training ensures that stores
will follow proper procedures to protect system security. Finally, store
managers need instruction on how to perform their special functions, such as

authorizing refunds and reconciling EBT deposits with their sales records.

Training should be performed before a new store begins to process
EBT purchases. Training for new employees in existing stores also should be
available. The training should provide an overview of how the system
operates, explain all retailer functions in detail, and enable the employee to
diagnose simple equipment problems, In the PDPW system, EBT hotline staff
cover all of cthese toﬁics in on-site, 1individualized training sessions.
(Training procedures used during system implementation are discussed 1in

Chapter 6.)

The EBT system should permit hands-on training, preferably through
the use of special retailer and recipient accounts so that system reports will
not be adversely affected. The PDPW system provides these features and a
training mode on the BTT that permits simulated transactions without actual

transmissions.

Permit Compliance Investigations. Agents of the FNS Compliance

Branch conduct undercover investigations of stores suspected of violating
redemption regulations. These compliance investigations require the agent to
attempt prohibited transactions with food stamp benefits, such as buying

cigarettes or exchanging benefits for cash.

An EBT system presents an obstacle to compliance investigations,
because the investigator must have a legitimate ID and a system account with
benefits. The EBT system must be capable of providing these resources without
jeopardizing the integrity of the system or the confidentiality of the
investigation. In addition, an EBT system must flag transactions made by an
‘ivestigator to provide evidence for administrative or criminal action if

viclations occur.

Under PDPW's procedures, a senior staff member is designated to

provide the investigator with the ID and the account. The system software has
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a separate account category for investigations, which permits the necessary

reporting and reconciliation.

3.4 SPECIFYING OTHER SYSTEM DESIGN REQUIREMENTS

A number of important design issues cut across all ma jor categories
of EBT system functions to shape how well the system operates. These issues
include:

e What level of capacity must the EBT system have to serve

the planned pilot area? What are the long-run capacity
requirements for the system?

e What are the programmatic and technical requirements for
the EBT system to fit successfully into the existing
environment of FSP operations?

+ What performance standards must the system meet? How
can the design ensure that these standards will be met
initially and over the long run?

* What <configuration of hardware, telecommunications
facilities, and software will best meet the requirements
established for the EBT system?

A general design for an EBT system should address these issues. It 1is
particularly important for system designers to recognize the interactions
among these requirements. For example, the options to meet performance
standards may be constrained by the need for compatibility between the EBT

system and other data processing facilities.

This section discusses the design issues outlined above, bringing to

bear relevant data and experience from the Reading EBT demonstrations.

PLANNING EBT SYSTEM CAPACITY

An EBT system must have sufficient capacity to perform its functions
efficiently and in accordance with performance standards. System capacity
must be adequate to serve the caseload in the project area at the time of
implementation. More capacity is needed if the project area caseload grows,

or if the area served is expanded.

Measures of System Capacity. Three elements affect the capacity of

an EBT system: communications capacity, processing throughput, and file

capacity.
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The communications capacity of an EBT system is the number of calls
it can receive at one time from transaction terminals and other sources.
Thus, sufficient communications capacity is necessary to ensure that incoming
calls rarely encounter busy signals. Otherwise, purchase transactions must be
resubmitted, slowing checkout counters and creating longer lines. The commu-
nications capacity can also effect the productivity of local welfare office
staff, who must make connection with the system to perform card encoding and

other functions.

The processing throughput of an EBT system is thé number of trans-
actions it can process in a standard unit of time, such as a minute, Pro-
cessing throughput determines the maximum load of transactions that an EBT
system can handle. If the incoming volume exceeds the throughput, the lines
will tie up, and purchases will not go through. As with communications
capacity, the processing throughput affects the productivity of all workers

who interact with the EBT system and the level of service to recipients.

The file capacity of an EBT system is the amount of data it can
store,” including recipient and retailer account records and transaction
histories. If a system file reaches capacity, the system will no longer be
able to process the functions that require adding data to that file. In the
short run, it may be possible (though time-consuming) to reorganize files to
accommodate more data, but an inadequately sized system may eventually reach
the physical Llimits of the storage devices, As system files approach
capacity, they can slow the processing of purchases and of batch functions

that require access to large numbers of records.

Estimating Capacity Requirements. To ensure that the communications

capacity, processing throughput and file capacity of an EBT system will be
adequate, system designers must first estimate the total demand to be placed
on the system. Since the FSP operates on a monthly cycle, it is appropriate
to estimate demand in terms of monthly activity. Purchases will be the

primary source of demand: in the original Reading system, thev made up 76
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1 The projections must also include demands from

percent of all transactions.
benefit posting, account initialization and maintenance activity, and other

transactions.

The total number of purchases per month in an EBT system can be
projected on the basis of the number of households participating and the
expected average number of purchases per household. The former item can be
estimated from food stamp caseload data, with proper allowance for any

excluded groups.

The number of purchases per household is more difficult to estimacte,
because the only available data on food stamp purchase rates are those
produced by the Reading demonstration. In a survey conducted to assist the
designing of the -PRC EBT system, recipients indicated that they made an
average of five food stamp purchases per month. This proved to be a
substantial underestimate: the actual average in Reading is about eight food
stamp purchases per month., About a third of the households make three or
fewer purchases each month, while eight percent make 20 or more. The
underestimate of purchase volume was a significant factor behind a number of

capacity problems in the PRC system.

System designers may want to consider collecting data on recipients'
purchase patterns before making assumptions about total purchase volume. For
instance, a sample of recipients could be asked to maintain logs of purchases,
to avoid the natural tendency to underestimate purchase activity. Another
potential source of data on recipient purchase patterns is participating
retailers, but the Reading experience showed that they too tend to under-

estimate the rate of purchase activity.

For States which lack the. resources to collect their own purchase
activity data, the Reading purchase data can serve as a guide because they
permit separate estimates of purchase rates for different recipient groups.
The data show that the number of purchases is directly related to the size ot

the allotment. In addition, purchase rates are higher for small households,

lrhis and other data on transaction activity are discussed in
several reports from the original evaluation of the Reading EBT demonstration,
including: John A. Kirlin and William L. Hamilton, Performance Issues in an
Electronic Benefit Transfer System for the Food Stamp Program. Cambridge,
MA: Abt Associates Inc., (February, 1987) and Bartlett and Hart, op. cit..
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male-headed households, and households headed by a person over 50 years old.
Differences in allotment size and demographics were estimated to have a
potential effect of up to 10 percent (i.e., plus or minus 0.8 purchases) on

the average monthly purchases per household.

The number of non-purchase transactions per month will be determined
in part by the functions the system performs. In an "EBT-only" system,
benefit posting will be the most frequent non-purchase transaction: each
active case will receive at least one allotment, and additional allotments
will be posted for new cases and those requiring supplemental benefits. Each’
case opening or closing will require one or more Eransactions, depending on
the system design. (The PDPW system requires four separate transactions to
open and fund an account). The rate of case openings and closings will depend
on the rate of case turnover. Other transactions that the system must accom-
modate include balance inquiries, unsuccessful purchases, refunds, manually
authorized purchases, and conversion of benefits. During the original Reading
demonstration, non-purchase transactions averaged 2.6 per active household per

month..

A State's policy on the conversion of EBT benefits to coupons will
have an impact on the number of non-purchase transactions. In Reading,
conversion is allowed only if the recipient is leaving the demonstration area
for a substantial period, so this activity is relatively rare (about 20
transactions per month). If conversion is permitted to allow EBT participants
to shop in nearby non-EBT areas (such as in a city on a State boundary), the
rate of conversion could be much higher. (Such a policy could place a
substantial burden on local welfare offices, unless it is more automated than

in Reading.)

An EBT system needs the capacity to accommodate substantial peaks in
demand. Purchase activity in Reading is heaviest on issuance days and the
following two to three days. Hourly peaks fall during the heavy shopping
period for all customers: &4 to 6 p.m. The daily and monthly patterns combine
to produce peaks of up to 1.3 percent of total monthly purchases in a single

hour. System functions_ should be designed to minimize non-purchase activity

lgartiett and Hart, op. cit..
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(especially batch processing) during peak purchase periods, unless the

functions are processed on different computers (as in the PDPW system).

One reason for the serious slowdowns experienced by the PRC system
was design assumptions that underestimated the extent of the purchase peaks by
over 40 percent. The PRC designers had assumed a more uniform purchase load
than the system actually experienced. This situation was made worse by the
overlapping of two major batch functions -- bundle-up and reconciliation --

with the peak purchase period.

The extent of the peak in purchase activity will depend on how'
regular benefit issuances are distributed over the month., Shifting from a
single issuance day to two days a wéek apart could reduce peak hourly loads 24
percent. A two-week separation of issuances could reduce the hourly peak by

1 Staggering issuances over several days in the same

an estimated 38 percent.
week is less effective at reducing peak demand, because each issuance boosts
purchase activity for several days. A State's ability to reduce peak demand
by staggering issuances will depend on whether the benefit issuance mechanism
has the necessary flexibility and on how fast recipients use their benefits

after issuance.

Once EBT system designers have arrived at their demand assumptions,
they must estimate the communications capacity required. Through the use of
queuing theory, the number of incoming telephone lines needed can be estimated
from the peak demand and the total time a transaction occupies a line (in-
cluding waiting time and actual processing time). Designers should be conser-
vative in their assumptions about system processing time to avoid underesti-
mating communications line requirements. In the Reading demonstration, PRC
had to add a seventh line because it had underestimated processing time as

well as peak demand.

The processing throughput of an EBT system should allow substantial
excess capacity, even at the monthly peak. Commercial POS system experts
suggest that a system should be designed to use 40 to 60 percent of capacity,

and that capacity should be expanded when a system reaches 80 percent of

lEstimates based on simulations described in Kirlin and Hamilton,
op. cit., Appendix A.
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For an integrated EBT system, the capacity requirements must be
considered in the context of overall data processing capacity. Designers
should take into account not only the margin of excess capacity required for
the EBT system, but also the requirements of other applications sharing the
same communications equipment, computers, and storage -devices. Possible
interactions between EBT activity peaks and the peak periods of other appli-
cations should be considered. For example, grocers attempting to sign on to
the EBT system could interfere with State workers attempting to sign on their

data entry terminals at the same time (and vice versa).

The capacity requirements of an EBT system can be reduced by de-
signing system functions to wuse capacity as efficiently as possible.
Designers should consider how different approaches to a function affect pro-
cessing time, throughput, and file usage. The design should minimize compe-
tition for system resources by shifting non-purchase activity (such as
production of management reports) to off-peak periods, or (as in the PDPW

system) by processing batch functions on a separate computer.

An EBT system should be designed to permit the monitoring of
capacity utilization and its impact on performance. To check the assumptions
of the communications capacity estimates, the system should automatically
monitor communications line usage including incoming call rates, call dura-
tion, and frequency of line tie-ups. System throughput should be measured at
regular intervals, especially during peak periods after issuances. Management
reports should track file size and warn of files approaching capacity. The
monitoring of capacity ‘'should be designed to indicate long-term trends and

provide necessary data for planning capacity expansion.

An EBT system also should be designed to permit the expansion of ca-
pacity. Even the most conservative demand projections may prove too low.
Moreover, an EBT system should be capable of expansion to cover a larger geo-
graphic area or additional uses, so that economies of scale can be realized.
Because it is costly to provide the capacity for large-scale operations,
however, the expense could be wasted if the pilot system is not expanded as
planned. To avoid tﬁis potential extra expense, the system could be modular,
so as to permit the addition of telephone lines, upgrading the processor to

increase throughput, and use of larger and faster storage devices.
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PDPW replaced the PRC software when redesigning the system because
the PRC design was highly device-specific, making it too difficult to expand
capacity by changing hardware. The use of commercial POS software as the
basis for an EBT system may help avoid this problem, because such software is
typically designed to run in a variety of environments. Designers should also
ensure that the system hardware does not impose requirements on the software

that will make the software incompatible with more powerful hardware.

REQUIREMENTS FOR INTEGRATION WITH FOOD STAMP PROGRAM OPERATIONS

An EBT system should be designed to integrate smoothly with ongoing
Food Stamp Program operations at the local and State levels. The way in which
an EBT system interacts with other FSP operations will affect overall program
effectiveness as well as the execution of the issuance and redemption func-
tions. A design for an EBT system should take into consideration the points
of interface with existing operations and the requirements for successful

integration,

- The points of interface between an EBT system and other program
operations include:

o certification, which must mesh with EBT account
activation and card issuance;

* 1issuance, which requires communication between the
State's eligibility data base and the EBT system;

» reconciliation and  participation reporting, which
require inputs from the EBT system;

* involvement of local welfare office staff in performing
EBT system functions in addition to other Food Stamp
Program duties; and

« sharing of State-level staff between new EBT system
functions and existing operations.

As part of the general EBT system design process, the design team should
review the existing organization of FSP operations and identify the interfaces
with the EBT system that will be required. The technical and programmatic
requirements of these interfaces should be part of the framework for the

detailed system design.
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The design team should examine how program functions that will
interact with the EBT system are performed. Such a review will be helpful in
identifying the options for integrating the EBT system into overall FSP
operations. To avoid disruption to program operations, an EBT system should
leave as much of the existing procedures in place as possible. Where
procedures must be changed to accommodate an EBT system, the requirements

should be identified early in the design process.

An important design issue 1is how the EBT system will fit into cthe
flow of work at the local and State levels of FSP aperations. At cthe local
level, EBT card issuance, account initialization, and training will have to bé
coordinated with the application and certification process. Procedures for
handling expedited cases may have to be changed (as when expedited benefits
have been issued manually).  System designers must consider what other
functions will be performed at local welfare offices and how they will be
allocated among the different types of staff (caseworkers, clerks, parapro-
fessionals, and administrative staff). These choices may have repercussions
for both the EBT system design and other FSP operations. Similar choices must

be made about the roles of central administrative and data processing scaff.

EBT system designers should seek to limit the demands placed on the
State's service delivery capability, including staffing, scheduling and
space. One priority should be to minimize requirements for specialized
skills, so that EBT tasks can (if necessary) be performed by as many different
staff as possible. System planners should consider the side-effects of EBT
functions on other program activity, such as the effort associated with
scheduling recipients for training (and rescheduling cthose who fail to

appear).

Along with the functional requirements, an EBT system should be
designed for ease of use. Workstation operations should be menu-driven and
require as few steps as 1is consistent with functional and security require-
ments. To reduce operator effort, routine batch operations should be as

automated as possible.

An EBT system design must take into account the technical require-
ments for interface with the State's other data processing operations.
Designers should determine what restrictions and requirements must be met in

determining such system features as media for data transfer to and from the
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EBT system. Research should be conducted to identify the file format and
content required for functions requiring interaction between the EBT system
and other data processing, including benefit 1issuance and acknowledgment,
issuance reconciliation, and participation reporting. The design team should
also research requirements for communication between the EBT computer and
local offices. For example, designers must assess the capabilities of local
office data entry terminals and communications lines if they are to be

considered for use as EBT workstations.

SYSTEM PERFORMANCE REQUIREMENTS

In formulating the general system design for an EBT system, the
design team should establish performance requirements. The general system
design should take into account the critical dimensions of system performance,
including reliability, processing speed, and ease of use. (Capacity and inte-
gration with program operations also are performance issues; these dimensions
have been discussed previously.) A State should set clear expectations of how
the system must perform to guide the detailed system design, development, and
testing. If system development is to be contracted out, performance standards

should be part of the requirements for system acceptance.

System Reliability. The reliability of an EBT system is perhaps the

most important performance dimension. If an EBT system is not accessible,
recipients cannot purchase food and retailers cannot receive credit for
sales. System-wide accessibility can be affected by failures of the central
processing hardware, communications facilities, or software. Redundancy of
key components can help prevent failures from making the system
inaccessible. The reliability of other system components, including store
terminals and printers, transaction cards, and workstations, is also important
to successful performance of issuance and redemption functions. An EBT system
must process transactions accurately to protect program participants and FSP

integrity.

Processing Speeds. The processing speed of an EBT system is a key

factor in the acceptability of the system among program participants.
Response times for purchases and other POS transactions affect checkout
counter productivity and customer satisfaction in retail food stores. The

Food Marketing Institute has stated that the maximum acceptable response time
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1

is 10 seconds. In Reading, where 70 percent of all retailers prefer the PDPW

EBT system to the coupon system, the average response time is between 15 and

2 Recipients should not experience a burdensome increase in the

25 seconds.
time they must spend to obtain and keep track of their benefits. As noted
earlier, the processing speed of EBT workstation functions is an important
factor in the system's impact on welfare office productivity. Where an EBT
system shares computing resources with other applications, the time required
to execute batch functions will affect the ability to meet production

schedules for all applications, including the EBT system.

Ease of Use. An EBT system should be designed, wherever possible,
for ease of use. The way in which functions are performed affects the
acceptability of the system to participant groups, including recipients,
retailers, banks, and FSP staff. A variety of design factors affect ease of
use, including: the number of needed steps to complete system functions, the
amount of training and memorization required to use the system successfully,
and the information provided by the system to facilitate use (such as prompts
provided by POS terminals and data needed by receiving banks to process
deposits). An EBT system's capability to resolve problems encountered by

participants is also an important aspect of the ease of system use.

Other Performance Requirements. The EBT system design team should

identify the performance requirements of external parties as part of the
preparation for designing the system. The most comprehensive of these
requirements will be those of FNS. System designers must seek input from
retailers on their requirements and expectations, especially with regard to
purchase processing speed and ease of use. Advocacy groups or other
representatives of food stamp recipients should be consulted on ease-of-use
standards. The clearinghouse institution, Federal Reserve branch, and banks
receiving deposits should have input on accuracy and ease-of-use standards and

on processing schedules.

lfood Marketing Institute, Electronic Benefits Transfer Position
Paper, April 1989.

2y.s. Department of Agriculture, Food and Nutrition Service, "FMI
Position Paper Issue Response,” April 1989 (unpublished).
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A State may also have internal system performance requirements. The
reliability of EBT software is especially important in an integrated setting,
where an EBT software failure could interfere with other applications. States
may have formal or informal standards for workstation response times. As
discussed previously, the ease of system use can have a positive or negative

impact on the productivity of FSP staff.

Once the performance standards for an EBT system have been estab-
lished, the designers should evaluate the potential of the system as designec
to attain the standards. At the general design level, this assessment cannot
be conclusive, but it may identify critical points for the detailed system
design and development. User input may identify desirable features, such as
the Reading retailers' requests for a deposit inquiry mechanism. Designers
may encounter trade-offs between performance standards and other design
requirements. For example, PDPW chose to give up the higher transaction
processing speed offered by one software vendor in exchange for higher reli-~

ability and ease of maintenance.

- An EBT system must be designed to provide necessary performance
information. Data on reliability and processing speed should be collected
automatically, to facilitate management and reporting to FNS. In designing
the PDPW EBT system, project staff were able to draw on existing utility
software to record system uptime and capacity utilization, although they later
found that some adaptation of the reports was required to meet FNS and

evaluation data requirements.

SPECIFYING THE SYSTEM CONFIGURATION

Once the functional, performance, and user requirements for an EBT
system have been determined, the system configuration must be specified.
While the selection of specific equipment may be part of the detailed design
process, the general system design should identify the basic requirements for

system hardware, telecommunications, and software.

In specifying the hardware configuration for an integrated EBT
system, a State should begin by assessing the capabilities of its existing
data processing system to meet EBT requirements. This appraisal should
consider whether the State will need to enhance, upgrade or add to its array

of central processors, storage devices, terminals, and other input/output
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devices (such as audio response units to support telephone inquiries). The
capacity and reliability of the existing hardware are particularly important
congiderations. Another important consideration is the degree of

compatibility with available off-the-~shelf POS software packages.

PDPW was able to implement its EBT system without investing in new
central processing hardware because of relatively recent investment in
advanced, powerful computers. Other States may find that an EBT system will
require faster processors or more storage capability than they currently

possess, especially if operations are to be expanded to a large scale.

A key hardware configuration issue is whether processing will occur
on a single computer or a combination of computers. The single processor
approach (as used in the PRC system) simplifies development and operations and
holds down costs, but it requires compromises in design that may limit perfor-
mance or expandability. PDPW chose to divide processing between on-line
functions, performed on Tandem minicomputers designed for on-line processing,
and batch functions, performed on Unisys mainframes. This design approach is
the norm in commercial POS systems. Some States may lack the kind of special-
ized on-line processing hardware required for two-part processing, forcing a

harder look at the costs and benefits of investing in this hardware.

An EBT system requires specilalized equipment for functions performed
at cthe point of sale and at local welfare offices. The general design for an
EBT system should identify design requirements for the POS terminals, printers
and balance inquiry terminals (if included in the functional specifications);
key features of this hardware include communications protocols, memory capa-
city, programmability, and built-in functions. Depending on existing ID
requirements, an EBT system may require the State to specify requirements for
new card production equipment or verify the compatibility of existing equip-

ment with EBT system requirements.

The design team should determine whether the workstations in place
at local welfare offices will support EBT functions, such as card encoding and
printing account histories. PDPW found that the Tandem terminal (planned for
use as the EBT workstation) could not drive a card encoder, so a more-sophis=~
ticated off-line encoder was needed. A specially designed workstation (such
as the IBM personal computer used in the PRC system) may fit the functional

requirements of an EBT system more easily than a generic workstation.
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However, system designers should consider whether the long-run benefits of
using a single, standard workstation for all FSP functions justify the extra
effort to design the EBT system around terminals already in use. PDPW project
staff have found that because their EBT software is designed to use the Tandem
terminal, it will be difficult to shift workstation functions to the Unisys

terminals used for other local office operations.

In considering the telecommunications configuration for an EBT
system, the design team should weigh a number of factors., Some approaches may
be simple and inexpensive to implement for a pilot project, while others are
faster, more reliable, less expensive to operate, and easier to expand. The
PRC approach was geared to a short-term demonstration: regular measured-
service lines were installed for the store terminals, and the EBT Center was
located in Reading, avoiding the need for long-distance links. PDPW wanted to
avoid reprogramming the store terminals, so it installed off-premise exten-
sions to link the computers in Harrisburg with the Reading stores. PDPW
reduced long-run store Lline costs by investing in the one-time cost of
converting the lines to Centrex service; a WATS line is used for the dial-up
workstation at BCAO. Project staff have indicated that for a system built
from scratch, a packet-switching network might offer lower cost and greater

reliability.

The general design for an EBT system must sﬁecify the programming
language to be used. A language already in use in State data processing may
be preferable because existing staff will be capable of maintaining and
enhancing the software without extensive training. On the other hand, a
language that is specifically intended for on-line processing (such as EDL)
may offer greater speed, reducing demands on hardware. If a State chooses to
use an off-the-shelf software package, it should make sure that the package
uses a language supported by the State's computing environment. PDPW
restricted its search to packages written in COBOL, the language it uses for
other data processing applications. System designers should also consider
whether the introduction of a new language will require special approval from
Federal or State authorities (as PRC found when it chose PL1l as the language

for its system).
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3.5 PREPARING AND REVIEWING THE DETAILED SYSTEM DESIGN

To ensure successful implementation of an EBT system, a State needs
a detailed system design. The general system design, including functional
requirements, performance standards, and requirements for interfaces with
program operations and outside institutions, has to be translated into
detailed specifications. The detailed system design should include: step-by-
step process flows for all functions; formats for system files, transaction
messages, and benefit card data; specific equipment to be used; telecommunica-
tions line requirements; and requirements for the EBT system hardware environ-
ment (such as back-up power for computers). The process of pteparing'the
detailed design provides a basis for additional input from future EBT system
‘users and other affected parties to guide system development toward an accept-

able, workable system.

A State planning to implement an EBT system must address several

questions during the detailed design stage:

¢ What role will the State play in preparing the detailed
- system design?

¢« How much will the detailed design rely on existing
software?

+ What documentation of the ‘detailed design will be
produced?

¢ How will the design be reviewed, and by whom?
This section discusses the significance of these questions and the require-
ments for producing and reviewing the detailed design for an integrated EBT

system.

THE STATE'S ROLE IN PREPARING THE DETAILED SYSTEM DESIGN

A State may assume any of a range of roles in preparing the detailed
design for an EBT system. At one extreme, State staff could perform all
detailed design work; this approach would be most appropriate if the State
plans to develop the EBT system in-house. The opposite approach would be the
turn-key model, in which a contractor takes general design specifications and
produces a detailed design for approval by the State. Between the extremes of
in-house and turn-key design is the joint approach, in which contractor and

State staff collaborate on the detailed design:
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Involvement of State staff in preparing the detailed design has a
number of advantages. If the staff who have prepared the general design
participate in fleshing out that design, they can help to clarify the design
requirements as questions arise, instead of at a design review stage. State
staff are more familiar with the program environment than contractor person-
nel, whose most relevant experience 1is likely to be with commercial POS
systems. If State scaff have participated in the preparation of the detailed
system design, they will acquire a deeper understanding of how the system
operates, which will facilitate their involvement in the Llater stages of

development, testing, and implementation.

Wherever possible, the preparation of the detailed design for an EBT
system should involve program staff as well as system analysts and other data
processing personnel. Interaction between program staff and systems staff can
help bring out and resolve trade-offs between program requirements and
technical constraints. Program staff can provide particularly useful input on
the design of functions that affect recipients and local welfare office
staff. State participation 1is particularly important in designing the
interf;ces between the FSP data base and the EBT system, given the complexity
and importance of this part of the system. The involvement of program scaff
in system design also makes them more informed about the technical side of the
system. In addition, helpful channels of communication between program and

systems staff can be established.

Extensive State involvement in the detailed design process requires
a substantial commitment of resources. The creation of a detailed design for
an integrated EBT system requires in-depth involvement by experts in the
specialized field of POS and EFT technologies, as well as input from sctaff
familiar with the State's data processing environment and FSP operations. In
deciding its role in the detailed design process, therefore, a State should
consider the expertise of its staff, their other time commitments, and the
time and funds available to add in~house expertise. PDPW made substantial use
of vendor personnel in preparing the design documents to compensate for the

conflicting demands on the State's technical staff.

A State might choose the tyrn-key design approach to minimize the
burden placed on its staff. The approach shifts the focus of the State's

effort to getting design criteria and evaluating contractor proposals, as FNS
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Adapting an off-the-shelf design to an EBT system, however, may pose
. its own problems. The design may make it difficult to add special EBT func-
tions, such as manual debits and benefit conversion, requiring compromises
that reduce ease of use or other desired characteristics. The State's
computer environment may not be fully compatible with commercial packages
designed for state-of-the-art processing centers, requiring substantial effort
to adapt the design., Interfaces with other aﬁplications, such as eligibility
determination and issuance, may pose greater problems, especially if a high

degree of interaction is desired.

Commercial software developers' desire to protect their products may
pose hurdles for EBT system design. Restrictions may be imposed on the use of
the software (e.g., to avoid competition with commercial POS systems) or on
modifications that may be desirable for an EBT system. The State may be
provided with less complete documentation of the system design than if the
system were custom-designed. PDPW encountered delays in receiving documen-
tation of its on-line processing software, and the final documentation was

quite general in its discussion of transaction processing.

The State's design team should carefully weigh the advantages and
disadvantages of using off-the-shelf software before making their choice. The
availability of in-house expertise and the cost of outside sources to produce
custom software will be important factors. The likelihood of future integra-
tion between the EBT system and commercial POS networks should be considered.
Finally, the extent of the State's interest in related applications, such as a
multi-program system or other electronic-funds-transfer uses, may affect the

choice between off-the—~shelf and custom software.

DOCUMENTATION OF THE DETAILED SYSTEM DESIGN

Whatever design approach 1is taken, it should produce a detailed,
comprehensive design document. This document should specify how the EBT
system will meet the functional requirements and user needs (including
performance standards, security requirements, and system integration issues)
set out by FNS and the State. It should identify the responsibilities of
participating groups, including system operations staff, State program
workers, USDA, retailers, recipients, and financial institutions. Performance

specifications and the underlying assumptions should be presented. The system
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configuration should be described. All interfaces with existing State opera-
tions and outside institutions should be identified, and the procedures for
interaction should be stated in detail. Drafts of user manuals and other
documents may be included, as they were in the package submitted to FNS by
PRC. Finally, the design document should include .a revised schedule for

development, testing, and implementation.

The detailed system design document serves as the basis for the
design review and for system development. If design and development are
contracted out, the design document will establish contractual responsibili-
ties for the developer. The design document will also be needed for approval
by USDA and possibly by State authorities outside the Food Stamp Agency (such

as the State Attorney General).

REVIEW OF THE DETAILED SYSTEM DESIGN

All affected parties should have the opportunity to review the de-
tailed design for an EBT system. The primary reviewers should be the members
of the design team, but the process should also include supervisors from the
computer operations unit and local welfare offices. In addition, all partici-
pants outside the State should be represented, including retailers, recip-
rents, the clearinghouse bank, other financial institutions, and USDA. The
secondary reviewers may need to review only select sections of the design; a
useful alternative is toc prepare a separate, non-technical summary of design
features that are important to certain groups, such as retailers. The State
may also wish to obtain a critique of the design from an independent

consultant with expertise in direct-debit systems using comparable hardware.

The design review should be a comprehensive assessment of the
strengths and weaknesses of the system design. Reviewers should confirm that
the system will meet functional and program requirements. If any regulatory
changes or waivers will be required, they should be pointed out. The review
should assess whether the system as designed is likely to meet the applicable
performance standards, both in the pilot stage and in large-scale opera-
tions. Assumptions that are critical to meeting performance standards should
be identified and targeted for testing during development. Provisions for
integration with existing prégram operations should be examined, with input

from managers of local welfare offices and data processing operations.
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Representatives of grocers, financial institutions, and USDA should scrutinize
and comment on the procedures for interface with their institutions and on the
requirements that the EBT system will impose on them. State data processing
policy may require a quality assurance review by a special unit to determine
if the design meets the State's standards of efficiency, quality control an

documentation. Finally, project staff and top managers should verify that the
plans for development, testing, and implementation are realistic. <Critical

points in later project stages should be identified to focus oversight.

The design review can occur throughout the preparation of the
detailed design or when the detailed design is complete. Ongoing design
reviews are a natural extension of the joint design approach followed by
PDPW: as major portions of the design are completed, they are submitted to
interested parties for comment. In a turn-key project, it may be more
appropriate to make the design review a formal milestone to occur once the
complete design has been delivered. Such a review might consist of a series

of sessions to accommodate the different participant groups.

- Each of these approaches to design review has its own strengths and
weaknesses. A series of ongoing reviews, such as those conducted by PDPW,
enables participants to focus on relatively narrow topics and avoids over-
whelming them with the entire (usually voluminous) system design at once.
Ongoing reviews provide quick feedback, enabling the project to stay on
schedule. A final review of the completed system design, however, may be more
comprehensive, and it may make it easier for participants to make connections
between different topics. In a turn-key setting, the design review will
presumably serve as the basis for acceptance of the system design, so
thoroughness 1is especially important. Whichever approach is taken will
require a substantial commitment of time, given the complexity of EBT systems

and the variety of requirements they must meet.

The design review will, inevitably, identify oversights and problems
in the design. Depending on the nature of the changes required, they may
require extension of the design period, or they may be included in the ctasks
to be accomplished dufing development. Reviewers must recognize that no
system design plan is final; design changes will be made during development as
unforeseen issues ind problems arise. The State should ensure that partici-

pants in the design review are informed of subsequent changes that may affect
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the detailed design document should be

Lack of updated design documentation was

an important obstacle during the early months of PDPW's operation of the PRC

system,
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Chapter Four

DEVELOPING AN INTEGRATED EBT SYSTEM

In developing an integrated EBT system, the primary tasks are
writing (or adapting) system software and testing whether it meets design
requirements. Software development and testing require a number of subsidiary
tasks, such as acquiring POS terminals, modifying or replacing hardware, and
setting up telecommunications facilities. System developers also need to

document how the system operates in technical and functional terms.

System development is considered a separate stage from EBT system
design, but the two activities may overlap. The.developer may begin develop-
ment while detailed design issues are still under discussion if formal
approval of the detailed design is not required. Even if formal approval of
the design is still pending, the State may permit activities that take place
early in development, such as ordering equipment with long lead times. In
addition, the EBT system design may be revised during development as

unanticipated problems or issues arise.

Preparation for the implementation of an EBT system should begin
during the development phase, so that implementation can begin as soon as the
system is approved for operation., The necessary preparations for implementa-
tion include: assignment of responsibilities, scheduling, contingency plan-
ning, preparing training materials, recruiting retailers, and establishing
agreements. The development of an EBT system concludes with a successful
acceptance test. Thus, development may continue after the initial acceptance

test if problems remain.

After discussing several different approaches a State may follow in
developing an EBT system, this chapter describes what needs to be accomplished
for each of the development tasks mentioned above. In the area of software
development, the programming requirements discussed include: interfaces
between FSP files and the EBT system, transaction processing, settlement,

reconciliation, and management information.

Unlike the design activities discussed in Chapter 3, many develop-
ment activities can proceed concurrently. The conceptual timeline in Appendix
A shows how development activities fit into the overall process of estab-

lishing an EBT system.
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4.1 APPROACHES TO DEVELOPING AN INTEGRATED EBT SYSTEM

The range of possible apr-naches to developing an integrated EBT
system revolves around two basic questions. First, how much of the system is
custom~-developed, and how much consists of ocff-the-shelf products? Second,

what role will the State play, and what roles will contractors play?

_Developing a complex product such as an EBT system :from scratch is
costly and time-consuming. PRC spent $1 million during the development phase
of the original Reading EBT demonstration, which lasted nine months. The
growth of the commercial POS software industry in recent years has made total
custom development of an EBT system unnecessary. If a State procures EBT
system development on a competitive basis, the lowest qualified bids will
almost certainly be adaptations of commercial packages. These packages will
probably offer more features for the money, and they will have, in most cases,
the valuable advantage of extensive field testing in operational debit card

systems.

Custom development of an EBT system by State staff would be a
practical option only if no qualified vendor were available. Such a project
would require substantial investment in expertise for most States, because the
on-line processing demands and commercial environment of an EBT system differ
substantially from other State data processing functions. The difficulcty in
assembling the necessary personnel in the environment of a State Agency could
mean a longer time frame for custom development than in a private contractor

setting.

For these reasons, the most practical scenarios for future EBT
system development center on the adaptation of a commercial POS software
package. In this context, a State could take either of two basic ap-
proaches. First, it could contract with a POS system vendor on a turn—key
basis, requiring little or no direct involvement of State staff in devel-
opment. Second, the State could be a developer or a co-developer, either by
contracting with a vendor to provide a base package and support for in-house
development, or by purchasing POS software and adapting it without outside

help.
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THE TURN-KEY APPROACH TO EBT SYSTEM DEVELOPMENT

In the turn-key approach to EBT system development, the contractor
is responsible for translating the State's design requirements into an
operational system. The contractor adapts the software; procures or arranges
for the hardware and communications setup needed for testing; and produces

manuals, training materials, and other documentation.

The contractor for a turn~key EBT system could be the creator of the
software package used or another firm. Indeed, more than one firm could be
involved. The State would want to designate a prime contractor for system
development, however, to avoid having to coordinate the activities of multiple
vendors. The State also needs to recognize that if the vendor of the POS
software being used is not part of.the development team, that vendor may not
support the use of its software in an EBT environment. That is, after the
software has been modified for EBT application, the software vendor may not be
willing to provide assistance if software problems develop. In this situa-
tion, the State should make sure that adequate follow-up assistance 1is

available to maintain the software after start-up.

Even in a turn-key project, the contractor will need considerable
assistance from State technical and program staff. In developing interfaces
with benefit issuance and other program functions, the contractor will need
technical information from the analysts responsible for those applications.
Those analysts may be required to produce additional software to accommodate
the EBT system, as PDPW staff did for the PRC system. Program staff will need
to provide information on program requirements and local office operations.
Cooperation of systems staff will be needed to arrange for the developer to
have access to the State computer facility and staff for hardware modifica-
tions and testing. The contractor will alsc have to communicate with opera-
tions managers to develop system operating procedures that will mesh with the

State's production environment.

The turn~key approach has a number of advantages. It places the
least requirements on State staff, who may lack the time or expertise to
contribute directly to the development effort. A turn-key system that 1is
closely based on the vendor's existing software is likely to have the lowest
up-front cost of any development approach, because of the minimal requirements

for consultation and changes during development. For the same reason, turn-
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key development is likely to be the fastest approach. In addition, the State
can exercise additional control over costs and quality by awarding a perfor-
mance-based or fixed-price contract. The contractor could even assume
responsibility for implementation and operation of the EBT system during a
pilot period. In this "full turn-key" approach, State staff would be trained
on the job during pilot operations, assuming full operating responsibilicty

once the system reached a steady state.

A turn-key approach will tend to produce an EBT system with fewer
custom features than would be provided 1if the State were more directly
involved in development. Turn-key development limits the State's input to the
interpretation of design requirements and the integration of the EBT system
into the State's operating environment. Also, the State will not develop the
level of expertise and familiarity with the system that comes with more direct
involvement, so staff will need more training before they can assume operating
responsibility. Finally, turn-key development may expose the project to a
greater risk of delay or abandonment than in-house development if the vendor
is not capable of completing the system on time (e.g., because of lack of
experience or capital). Thus, potential vendors' past records and financial

status should be scrutinized carefully before the vendor is selected.

A State will need to take a number of steps to successfully manage
turn~key development of an integrated EBT system. The State must establish a
mechanism for monitoring how the design requirements are being met, identify
gaps in the design, and resolve problems before they cause time-consuming and
costly revisions. Periodic progress reports and meetings are useful in thisg
regard. The State should establish clear lines of responsibility for moni-
toring the developer, and those responsible must be empowered to exercise
their responsibilities effectively. Program staff as well as technical

personnel should participate in the monitoring group.

As described in Chapter 5, a complete acceptance test is the main
means of assessing the functionality of an EBT system. Because State involve-
ment in development activities is limited in a turnkey approach, however, the
State should also specify several interim milestones in the development
process and evaluate the contractor's progress at these points of develop-
ment. In this way the State can exercise greater control over both schedule
and the quality of the final product. In addition, the release of contract

funds can be tied to successful completion of these milestones.
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One interim milestone is the completion of all software development
(or major sections of the software). The State's system analysts (and pos-
sibly an expert consultant) could examine software logic and the results of

software testing.

A functional demonstration of the system, such as the one conducted
by PRC for FNS, is another means for State program and technical staff to
evaluate system development before the formal acceptance test. The contractor
could be required to demonstrate parts of the system as they are developed,
such as data screens, transaction processing, and reports. Alternatively, a
single date could be set for demons:rating all major system functions. The
functional demonstration differs from an acceptance test because production
hardware is not necessarily used (the developer's own hardware might be used
instead) and some functions that require cooperation by outside actors may be
simulated. A functional demonstration can be a useful training device for the

staff who will eventually have responsibility for the system.

The role of FNS during the development of the PRC system resembled a
State's role in the turn-key approach. FNS established the functional
requirements for the system, selected PRC, and conducted a critical review of
the PRC design. Once FNS approved development, it held biweekly meetings with
PRC to track PRC's progress and to resolve numerous detailed issues of system
design and operations. The primary means by which FNS ensured that the system
was properly developed were a functional demonstration and the system
acceptance test. The functional demonstration was an important milestone that
tested the major software components of the system. It differed from a full
acceptance test in that the system's computers were not located in the final
operations center and all elements of the system's telecommunications network

could not be tested.

EBT SYSTEM DEVELOPMENT WITH THE STATE AS CO-DEVELOPER OR DEVELOPER

Active State participation as a co-developer or developer of an EBT
gystem could take any of a variety of forms. The State could .purchase a
software package and perform all of the customizing in~house, using permanent
staff, consultants, or a combination of the two. The State could contract
with a vendor of off-the-shelf POS software or a third-party firm for part of

the adaptation and do the rest itself. One or more contractors could write
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and unit-test the software, while the State assumed primary responsibility for

hardware and communications preparation and for system testing.

A State that chooses to customize a POS software package without the
aid of a contractor will have more control over the final product anc a1e cost
of development, but it will face a number of challenges. Some vendors may be
reluctant to permit substantial modifications to their software or to provide
adequate documentation for customizing by the buyer. The State might not
possess or wish to invest in the level of expertise required to adapt POS
software, especially in the areas of banking and food retailing. In addition,
State staff will probably need more time to adapt an unfamiliar POS software
package than contractor staff who have installed the same package in other

environments.

For these reasons, a State that wishes to participate in the adapta-
tion of software for an EBT system may find a joint effort with a contractor
to be the most viable alternative. This co-development approach provides the
State with the opportunity for closer and more effective oversight of
development and more input on the realization of the system design. State
participation is particularly important if the system is to include major
features that have not been implemented previously, such as a multi-program
EBT system. If the development team includes as an integral part the State
staff who are familiar with the operating environment into which the EBT
system must fit, the contractor may be able to identify and solve interface

problems soconer, before they become obstacles.

At the same time, State staff can develop in-depth understanding of
the EBT system by participating in development decision-making and testing.
Finally, co-development will facilitate coordination between the contractor
and State staff responsible for setting up the hardware and other resources

for testing and installation of the software.

State participation as a co-developer in the adaptation of a POS
package for an EBT system imposes some burdens, however. There must be
qualified staff who have sufficient time to master the details of the EBT
system and experience in managing development by a contractor. These staff
must also have enough authority within the State organization to coordinate
the necessary resources, including hardware, communications and personnel,

each of which may be under the control of a different unit. If the
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contracting involves more than one vendor, the State staff must ensure
coordination among the parties and resolve disputes 1if they arise.
Responsibilities should be clearly delineated among State development staff

and vendor personnel.

PDPW's approach was a variant of the model of the State as co-
developer. The State's primary data processing vendor (Unisys) supplied the
software through a combination of in-house development and a subcontract with
a software vendor (MTech). MTech provided the base POS package and adapted it
to perform the front-end functions, while Unisys created the software to
perform the back~end functions (reconciliation, ACH tape production and
reporting) on the State's Unisys mainframe. State staff oversaw software
development, prepared the hardware and communications configuration needed for
testing, and participated in installation and testing of the software. PDPW
did not have to acquire POS terminals for testing or modify benefit issuance
and reconciliation software, because these resources were already available

from the existing EBT system.

- PDPW's arrangement for developing its EBT system had several
advantages. By using its established relationship with Unisys, PDPW minimized
the time and effort required to set up the development team. Unisys was also
willing to provide the software at no direct charge to the State, because of
its existing contract relationship with the State. (Other States may be able
to persuade their hardware vendors to share EBT system development costs under
a similar arrangement.) Unisys was the expert on the back-end hardware, which

was a new environment for the MTech software.

However, PDPW's development approach did complicate the process.
One disadvantage was that the Unisys personnel were learning about debit-card
systems through their involvement in the project, a situation which contri-
buted to delays in system development. The geographic distance between Unisys
and MTech and the vagueness of the design on some points made coordination
difficult. This situation contributed to problems in the interface between
the front-end and back-end software that was required to perform the bundle-up

and reconciliation functions.

In a setting with multiple vendors, therefore, State staff will have
to monitor development closely. While they will have to work through the

prime contractor, they must promote coordination between the vendors so that
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design issues that cut across the vendors' areas of responsibility are handled
consistently (e.g., making sure that when data are passed between computers,
the sending computer's output format can be processed by the receiving
computer). The State will have less leverage if development costs are largely
or totally borne by the prime contractor. To effectively oversee development,
the State technical staff need a firm and detailed grasp of the design, so
that they can answer questions and probe the developers' understanding. PDPW
staff assisted the development contractors by showing them how special EBT

functions were performed in the PRC system.

State staff need to make sure that the vendors stay on schedule so
that problems encountered by one do not put a halt to development by the
other. 1If possible, key staff of all parties should hold regular, face-to-
face meetings. State staff should anticipate the kinds of questions that
vendors should be asking at each stage. In this way, the questions that arise
can serve as indicators of the real status of development, as a check on

formal progress reports given by the vendors.

- PDPW technical staff used several management tools during EBT system
development. They reviewed report designs, other interim products, and a
sample version of the base MTech software. They held weekly progress meetings
with the primary contractor at which they tracked task completion and
discussed issues that had arisen. To secure information needed by the
vendors, PDPW technical staff served as liaison to PRC, the clearinghouse
bank, and State program staff. State program staff followed development
progress and contributed to discussion of some issues (such as card encoding
procedures) through weekly project staff meetings. Program staff also

received occasional demonstrations of data screens and other functions.

While the participation of State staff as co-developers provides an
important means of control, a State may still wish to establish formal
milestones to check on the progress toward development. As discussed earlier,
the main options are reviewing software logic and functional demonstrations.
These options will add to development costs (if they are being charged to the
State) and extend the development period, but they may detect problems before

they cause major delays or cost overruns,
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* internal processing, including file creation and
updating, transaction processing, and communication
between computers;

¢« interfaces with external devices (transaction terminals,
workstations, audio response unit, coupon dispensers,
etc.);

*+ interfaces with other computer systems (Household Master
File, Issuance Authorization File, clearinghouse
institution, FNS redemption data base, etc.);

¢« reporting functions, including reconciliation,
performance monitoring, and management information} and

« file maintenance, including creation of files, archiving
and purging.

Depending on the system design, the developer also may need to create software
for peripheral devices, such as workstations, transaction terminals, and audio
response units. Some of these devices may require specialized programming by
the manufacturer or other experts. For example, a specialist was needed to

program the audio response unit for the PDPW system.

The software development activity for the PDPW EBT system focused on
two areas: the workstation functions and the batch operations. Many of che
EBT workstation functions (such as zeroing out a client balance and entering
manual debits) did not exist in the base software. Other EBT workstation
functions required modifications to existing procedures. Development of the
batch processing software (including bundle-up, reconciliation, and reporting)
was the most difficult part~of the effort because of the need to synchronize
the data on two different computers, and because the Unisys programmers had to

produce custom code.

If the EBT system is to be based on existing POS software, the
developers should carefully examine and evaluate the features available in the
base software before attempting to create entirely new software. This
approach will reduce the cost and time required to develop the EBT system.
Software for system reconciliation and management reports, for instance,
should be reviewed to see if it meets program requirements., It will be much

simpler to use or modify such software than to develop it from scratch.
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The software development requirements for an EBT system may include
modifications to other systems with which the EBT system interacts. The State
personnel responsible for the existing benefit issuance, reconciliation, and
reporting software will have to create additional programs to accommodate the
EBT system, as PDPW did for the PRC system. The clearinghouse institution may
have to alter its ACH processing software. Minor software modifications at
the FNS Minneapolis Computer Support Center may be necessary to read the
redemption data files generated by the EBT system and reconcile them with

draw-downs against FNS funds.

Once the developers have identified all of the software components
needed for the EBT system, they are ready to begin the production of the
software, The major steps in this process are! preparation of program
specifications, writing program code, testing and debugging each module, and
integrated testing of software modules. For those modules which exist in the
base software, developers must review the program specifications and logic,
determine any necessary modifications, and implement and test those

modifications.

EBT system developers will need access .to the systems analysts
responsible for the overall operation of the State data center for several
reasons. The developers should already know the basic capabilities of the
hardware, but they need to know the specifics of the installation, such as the
version of the programming language used and any special features of the
particular hardware in place. They may also need details on the applications
with which interfaces are necessary, such as the Household Master File,

Issuance Authorization File, benefit issuance, and issuance reconciliation.

At the same time, the analysts responsible for State data center
operations will need information from.the EBT software developers. The
State's system experts will need to understand how the software will use
system resources, so that they can anticipate conflicts with other appli-
cations and begin planning for implementation. This analysis and the
coordination of interfaces for benefit issuance and reconciliation will be
easier if lines of communication have been established during the preparation

of the detailed system design.
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PREPARING EQUIPMENT FOR DEVELOPMENT AND TESTING

Much of the equipment required for EBT system operation must be in
place prior to acceptance testing. Developers must have access to the type of
equipment that will be used, so that they can test software modules as they

are developed.

The exact equipment requirements for an EBT system will depend on
the design. The basic hardware requirements for any EBT system are:
+ front-end processors (primary and back-up computers for

on-line processing) and associated peripherals (disk
drives, tape drives, printers, and a control terminal);

¢ back-end processors, if separate, including primary and
back-up computers and associated peripherals;

* modems and other telecommunications equipment for commu-
nicating with terminals and other sources;

¢+ workstations (including terminals or microcomputers,
printers and, if a dial-up link is used, modems);

- ¢ card production equipmenc, including devices to imprinc
identifying information, encoding hardware, and testing
equipment;

¢ terminals and printers; and

* balance inquiry hardware, such as balance-only terminals
and audio response units.

The equipment requirements for development include most, but not
all, of the equipment needed for the production system. All of the central
components will be needed for system testing, if not before. However, only
one workstation, one set of card encoding equipment, and a small number of

terminals and printers are needed at the development stage.

What hardware must be procured will depend on what the State already
possesses. Any State planning to implement an integrated EBT system will
already have the back-end processors, although some upgrading (faster pro-
cessors, bigger disks, etc.) may be required by the design. Many States will
also have the front-end processors and telecommunications hardware to support
interactions between local welfare offices and the data center; these, too,
may require upgrading. Depending on the system design, existing local office

data entry terminals may serve as workstations.
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If new equipment must be procured, this activity should start as
soon as the detailed design is approved. Limited supply or high demand may
mean a substantial wait before manufacturers can fill hardware orders. PRC
experienced lead times of 60 days for computers and 90 to 120 days for
terminals. If hardware is not ordered in time, the developer could be forced
to delay programming activity. It may be necessary to authorize hardware
procurement before the detailed design is fully approved, as FNS did to speed

up development of the PRC system.

The EBT system design may require the modification of existing
equipment, such as the addition of ports for new peripherals. New equipment
also may require adaptation if it does not fit the specific requirements of
the design in its off-the-shelf form. For example, the POS terminals may need
special programming. Some modifications may be done by the developer or by
State systems engineers. However, modification and installation of major
components is likely to require assistance from the equipment manufacturer or
other outside parties. In some cases, modifications to new equipment may be
done before the equipment is shipped (as when terminal manufacturers program
their hardware to the customer's specifications). Any modifications that will
be required to support development and testing should be identified and

scheduled as early as possible, to avoid bottlenecks.

Once the necessary equipment has been obtained and adapted as
needed, it must be tested. Individual components can be tested as they are
ready, but they should be assembled as soon as possible into a prototype of
the system. Testing the components together will help make sure they are
compatible, and will provide a more cthorough test of cthe individual

components.

While testing equipment for the PDPW system, State staff discovered
that the encoder they had planned to use did not reliably encode the special
benefit cards that were already in use in the PRC system. After consulting
with the encoder manufacturer, the State replaced this médel with an older
version that did not compute the PIN offset. As a result, an additional
software module had to be created so that the Tandem minicomputer would

perform this computation.

Some pieces of equipment may appear minor from a technical perspec-

tive but play a critical role in program operations. For example, PRC did not

115



Table of Contents

initially include a printer with the workstation it installed at the local
welfare office. The lack of a printer forced welfare office staff to copy
data by hand when they made queries to the EBT system. This same device
became a sticking point in the development of the PDPW system for a different
reason: attaching the printer to the Tandem terminal required purchasing an
adapter. State policy prohibited installing purchased equipment in a leased
item, such as the Tandem terminal. This problem was set aside at the time it
was discovered and only resolved much later when the hardware vendor loaned an
adapter to the State. While this appears to be a special situation, other
States may have similar restrictions on the changes that can be made to leased

equipment.

While the full complement of POS terminals is not needed during
development, it may be financially advantageous to order them in bulk at this
time. This approach may reduce the unit cost of the terminals, especially if
they must be programmed by the manufacturer. Another approach to reducing
terminal cost is to minimize the programming requirements for the terminals.
This approach will also help to ensure that the system is not dependent on a

particular type of terminal, as was the PRC system.

Selection of the terminals should take into account not only the
immediate needs for pilot operations but also the long-run plans for the
system. Once terminals are in place, it is costly (and inconvenient to the
retailers) to replace them. PDPW staff would have preferred to replace the
specially programmed OMRON terminals installed by PRC with more standard
units, but the cost and implementation problems were too much of an
obstacle. Issues that should be considered in selecting terminals include:
compatibility with the software and communications configuration that will be
used, durability, ease of maintenance or replacement, and potential for use Ln
commercial POS applications (even if the system is not designed as an

integrated EBT/POS system).

PREPARING COMMUNICATIONS FACILITIES

An EBT system must have sufficient telephone lines to support
communication with POS terminals, balance inquiry terminals, and remote work-
stations. Depending on the system design, lines to support telephone balance

inquiries also may be required. External communications lines are not
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required for development, but trunklines and at least some retailer lines must.
be installed in time for acceptance testing (and possibly the functional

demonstration, if planned).

The development team should review the line requirements identified
in the design stage, determine the availability of existing lines to meet
these requirements, and arrange for the installation of additional lines to
complete the desired configuration. To perform these tasks, the development
team will need the cooperation of managers responsible for telecommunications
at the State data center and one or more telephone companies. Special re-
quirements, such as dedicated lines for workstations or off-premise exten~
sions, may require more lead time than routine installations. If a packet~
switching network is to be used, the development team must make arrangements
for tying into the network and installation of necessary equipment in time for

acceptance testing.

PREPARING FOR SYSTEM TESTING

- To complete the debugging of the EBT software and make sure the
hardware functions properly, the development team must test the system as a
whole. Unlike the acceptance test, system testing in the development phase is
expected to identify "bugs" in the software that only become apparent when the
hardware and software components interact. Thus, the version of the software
used in acceptance testing can be prepared only after the earlier phase of
system testing, which is discussed below, is completed. Chapter Five of this
report presents the requirements and choices for the system acceptance test

process.

To prepare an integrated EBT system for overall testing, the devel-
opment team must install the software on the State's (or the vendor's) com-
puter system. In addition, the developers must coordinate testing require-
ments with the established production environment. Software installation and
system testing may require the cooperation of numerous data center personnel,
including systems engineers, computer supervisors and operators, telecommuni-
cations specialists, and production control staff. Moreover, the installation
and testing must be kept separate from production operations so that neither

activity interferes with the other.
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If possible, the development team should have direct access to the
computers on which the software is to be installed and tested. If security
considerations preclude such access, a senior staff person who does have
access should be assigned to function as liaison between developers and those

inside the secure area.

SYSTEM TESTING

EBT system testing during the development stage can take a variety
of forms. If system software is developed by an off-site contractor, it may
be installed and tested as a system on the contractor's computers before the
test copy is delivered to the State. While such testing will identify some
problems with the interactions between modules, the software should be instcal-
led and tested on the State's coﬁpucers as well. Once the development team is
satisfied that the EBT software functions properly, they may conduct one or
more functional demonstrations for the benefit of State management and other

interested parties.

- System testing should be as thorough and realistic as 1is practi-
cal. The tests should address not only the functional specifications, but
also the requirements for system capacity and performance standards. The de-
velopment team should identify critical design assumptions (such as trans-
action processing speed) and target them for early testing, so that time-
consuming changes (such as addition of telephone lines) can be made in time

for the scheduled acceptance test.

PDPW had a unique advantage in conducting system tests: the
presence of the PRC system provided live transaction data identical to what
the PDPW system would face. In one sense, these data provided a more powerful
test than simulated data created by developers. For instance, some important
issues were identified through the testing with live data, such as the inabil-
ity of the software to accept balance inquiries from the existing balance-
inquiry terminals. (The State replaced these terminals with units programmed
to be compatible with the new software.) However, live transaction data may
not replicate all possible processing situations, so they must be supplemented

with simulated test data.

Other States will have to simulate system files and transaction

loads for system testing. Such simulation should be based on patterns in
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other systems, such as the PDPW system or commercial POS systems with which
the developers are familiar. Special equipment may be needed for this simu-
lation or to perform system diagnostics, although some computer systems have
such capabilities built in. Software packages for simulating EBT transactions
and monitoring system processing may be available through the development

contractor (if one is used) or a firm specializing in this field.

System testing should include not only those functions processed
within the EBT system but also those functions requiring interfaces with other
systems. Early testing of the interfaces that involve transfers of benefits
-- issuance and retailer crediting -- is especially important. Postponing
testing of these functions until the acceptance test could cause serious
delays in system implementation. The testing of interfaces with outside
institutions, such as the clearinghouse bank, the Federal Reserve, and FNS,

also provides a vehicle for clarifying protocols for system operations.

The involvement of State technical and program staff becomes more
and more desirable as development enters the system testing stage. This
involvement should include not only the design team but also key operations
staff. The latter group should be involved so chaﬁ they become familiar with
the roles they will play in acceptance testing and implementation. The addi-
tional perspective of system analysts, operations managers, and program staff

also may help identify problems before they cause serious delays.

PDPW technical staff found that they learned a great deal about the
EBT system when the test version of the on-line software was delivered. They
used the system testing process not only to check for flaws, but also to exam-
ine how the system worked. However, the fact that system testing came rela-
tively late in the development phase meant that the State staff were still

building their expertise at the time of the acceptance test,

The development team and the State staff with ultimate résponsibi-
lity for the project should take particular note of those functions which are
excluded or simulated in system testing and functional demonstrations. These
functions should be targeted for careful scrutiny in the acceptance test.
Project staff should consider what action may be required if these functions
do not operate properly. For example, the transmission of a full monthly
issuance file from the PDPW data center to the EBT Center was not included in

the functional demonstration for the PRC system. PDPW and PRC later
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discovered that telephone transmigssion of this file took several hours; as a
result, a procedure had to be established to deliver the issuance file on

tape.

DOCUMENTING SYSTEM DESIGN AND OPERATING PROCEDURES

The EBT system development team must document the final system
design and the procedures required to operate the system. The documentation
needs to update detailed design where changes have been made during develop-
ment and testing. Accurate documentation is needed for a number of reasons,
including: the preparation of training materials and acceptance test scripts;
resolution of problems identified during acceptance testing, implementation,
or live operations; and future system expansion or enhancements. The lack of
updated documentation on the PRC system was an obstacle to PDPW during the

takeover of the PRC system and during the development of the PDPW system.

Sound operating procedures are as important to an EBT system as
proper functioning of the hardware and software. Procedures for all partici-

pating groups must be formulated and documented. These groups include:
* State data center personnel;
* local welfare office staff and other State personnel;
* retailers;

e recipient households and their authorized representa-
tives;

e participating financial institutions, including the
clearinghouse bank, the Federal Reserve system, and
retailers' banks;

e participating FNS units, including Field Offices, the
Regional Office, and the Minneapolis Computer Services
Center; and :

* system managers.

State Data Center Procedures. These procedures should cover system

batch functions, system backup and file maintenance, interface with other
State data processing systems, equipment service, and crash recovery. The
development team and data center managers should allocate responsibility for

these tasks among the units of the data center organization with attention to
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each unit's capabilities and workload. In devising the procedures, some of
the issues that should be considered are:

* How will the procedures affect skill requirements and
staffing levels needed in each unit?

+ How do the procedures affect the security of critical
files, software and documents?

* What are the scheduling requirements for the EBT system,
and how do —they interact with other production
schedules?

+ What procedures are necessary tO ensure system reliabi-
lity in accordance with the performance standards? What
special procedures are needed to ensure proper crash
recovery?

* How can procedures be made as easy as possible to
execute? What procedures are likely to be prone to
errors or short-cuts, and how can these be prevented?

* What procedures will require special attention in
training?

Procedures for the State data center should be established through
an in-depth dialogue between the development team and the managers who will be
responsible for system operations. This approach will ensure that procedures
are practical, and that the operations managers understand and accept them.
Program staff also should participate to provide input on how the data center
procedures may affect program operations (such as card encoding, which may
affect the scheduling of batch operations). In these discussions, the devel-
opment team and program staff should stress that while the EBT system may be
small in terms of data center operations, it can have a large impact on the

recipients and retailers who depend on it.

Local Welfare Office Procedures. Formulating local welfare office

procedures for EBT system operations should follow the basic path of consul-
tation outlined above. The procedures required will depend on the exact
system design, but the basic areas will include: reciplent account initial-
ization, card encoding and training; benefit issuance procedures, including
expedited and éupplemencal issuances; resolution of recipient problems; main-
tenance of special EBT equipment and supplies; and coordination with the State

data center. Consultation on these procedures should include State-level

121



Table of Contents

staff responsible for local welfare office operations and local-level managers
and supervisors. The discussions of local office procedures should address
the allocation of responsibility for EBT functions and their impact on the

workload of local staff.

Retailer Procedures. The retailer procedures needed for an EBT

system are extensive. Responsibilities must be assigned and procedures
established for the functions to be performed or coordinated by EBT operating
staff. These activities include retailer enrollment, installation of equip-
ment, training, permission for ACH transfers, equipment service, provision of
supplies, treatment of inactive retailers, and removal of retailers from the
EBT system. If retailer interface functions are divided between different
units (such as the PDPW hotline, which is covered by BCAO during weekdays and
by HSH staff at other times), the procedures must identify :hg responsibili-
ties of each unit and mechanisms for coordination. The retailer service
procedures must meet FNS requirements for ensuring that authorized retailers
(and only authorized retailers) can participate. Retailers' needs, such as
the desire for quick start-up and dependence on properly functioning

equipment, must be taken into account to ensure cooperation.

The procedures should lay out what retailers must do to perform
their functions in the EBT system. Retailer representatives should be con-
sulted in preparing procedures for normal system transactions, back-up pur-
chase mechanisms, and problem resolution (e.g., by incorporating retailer
procedures in the retailer design summary and discussing them during the
design review process). This consultation will help ensure that the proce-

dures are feasible and that the retailers will accept them.

Financial Institutions and FNS Procedures. Draft procedures for

interfaces with participating financial institutions and FNS units should be
presented to the appropriate officials for comment and approval. These
organizations should be made aware of how they fit into overall EBT system
operations and how their participation may affect their institutions. This
consultation process should also address the activities required for the
transition to EBT system operations, such as advance notification of the

system start-up date.

System Management Procedures. These procedures are particularly

important in an integrated EBT system, which will require coordination among

122



Table of Contents




Table of Contents

Once the State's responsibilities for system implementation are
identified, tasks should be assigned to specific units within the State
Agency. These units may include the State's program oversight unit, the data
center, and local welfare offices. The management plan should identify

requirements for coordination among units.

If a turn-key contract calls for the developer to implement the
system and operate it during start-up, it is appropriate for the contractor to
take the lead in the preparations for implementation. (PRC played this role
in the original Reading demonstration, with the cooperation of PDPW, BCAO, FNS
and the clearinghouse bank.) The State, however, will need to oversee and
facilitate the preparations made by the contractor. The contractor will need
access to various State personnel (such as data center managers) during
preparations for implementation. State personnel may have to serve as liaison
with FNS and other outside parties, because of the State's ultimate responsi-

bility to FNS for the management of the project.

If the State plans to operate the EBT system from the beginning, it
should™ play a substantial role in planning and executing system implementa-
tion, By participating in the discussion of implementation issues, State
staff can ensure that they understand the EBT system's impact on other State
operations and the necessary interfaces between the EBT system and outside
institutions. The State needs to establish credibility and lines of communi-
cation with retailers to maintain their cooperation, so State staff should, if
possible, take the lead in recruiting retailers. Participation of key State
staff in implementation planning will also reinforce their understanding of
how the system operates and provide an additional check on any oversights or

problems in the execution of the system design.

SCHEDULING SYSTEM IMPLEMENTATION

The number of interrelated tasks that must be accomplished to
implement an EBT system puts a premium on careful scheduling. The implemen-
tation schedule must be comprehensive, and it should identify potential
bottlenecks that may result from problems with critical tasks. The schedule
should include:

* installation of hardware, telephone lines, and

production software (including the time, staff, supplies
and equipment required);
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» acceptance testing (and additional ctests of the
production system, such as tests of retailer equipment
not used for the acceptance test);

» training of staff, recipients, rectailers, and other
participants; and

*» initiation of system operations.

Installation of Equipment. The plans for equipment and telephone

line installation should include:
*+ equipping retailers;

*» egtablishing sites for recipient training and other EBT
functions (such as the retailer hotline) at partici-
pating local welfare offices;

+ installing telecommunications links between the project
area and the State data center;

¢ equipment preparations for system operations at the
- State data center;

+ establishment of new facilities needed, such as a base
for store equipment servicing; and

» installation of coupon dispensers (if included in the

design).

The plans should address timing issues, including how long each task
will take, when it must be completed, and what tasks will be affected if it is
delayed. For example, the ordering of POS equipment should allow for delays
in delivery to avoid delays in installation. Installation of POS equipment
should not be planned for busy holiday shopping periods, to avoid adverse
impact on retailers' operations. The plans should provide for necessary
coordination with outside parties, such as the POS equipment service

contractor and telephone and electric companies.

In addition, the logistical requirements for all equipment instal-
lations must be addressed, including equipment configurations, physical
layouts of 1installation sites, requirements for electricity and other
services, and special equipment needed for installation (mounting brackets,
etc.). Installation plans should take into account the security features
available at each site and any additional protections (locks, etc.) that

should be installed.
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Retailer equipment installation will require a substantial planning
effort because of the number and diversity of the sites. PRC had to equip l10O
stores in less than two months. Each retailer site hes different requirements
for POS equipment installation, including the number Jf checkout counters, new
telephone lines or extensions, power supplies for the equipment, mounting
arrangements for the terminals, and provision for separate balance inquiry
devices (if applicable). These requirements must be determined by an on-site
retailer needs survey, as described later in this section. However,
preliminary information for planning purposes can be obtained via a mail or

telephone survey.

The implementation plan should specify the number of POS terminals
needed and how they will be allocated. If all checkout lanes will be
equipped, a count based on a retailer needs survey will be sufficient.
Otherwise, the planners must arrive at a number of terminals that will provide
acceptable service within the limits imposed by the available funds for
operating costs (including the FNS reimbursement cap). A queueing model or
similar - approach should be used to simulate the amount of waiting time by
reciplients and other customers during peak transaction periods under different
levels of terminal deployment, using design assumptions regarding redemption
volume, transaction times, and issuance schedules. Such an analysis will help
the State make (or ratify) the necessary policy decision about the acceptable

level of waiting time.

Once the total number of terminals is determined, the planners must
create a formula for terminal allocation among participating stores. The
principal factors should be the store's redemption volume and its number of
checkout lanes. However, special circumstances may have to supercede the
general formula. For example, some types of stores (such as military
commissaries) have a single line for all checkout lanes, so that each customer
can be served by the next available clerk. This configuration requires that
all lanes be equipped, because EBT system users cannot be forced to wait until

an EBT-equipped lane is available.

Before the terminal deployment plan is finalized, it should be
submitted to retailers (or their representatives) for review. Retailers who
will not get all lanes equipped (especially supermarkets and large grocery

stores) are likely to object. The State and/or the vendor should be prepared
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to respond to these objections; options include persuasion of key opponents,
increasing the number of terminals, changing the allocation formula, and

finding another concession that will satisfy the retailers at a lower cost.

Acceptance Testing. The implementation plan need not include a

detailed acceptance test schedule, because that document will be prepared
separately (as discussed in Chapter 5). However, the overall implementation
schedule should include the planned timing of the acceptance test, documenta-
tion and evaluation of test results, "go/no go" decision-making, and alternate
dates for implementation depending on whether further development and testing
will be required. In addition, the acceptance test will not include all
retailer sites, and some other equipment (typically workstations and training
terminals at’ some welfare offices) may be excluded from the test. The
implementation plan should provide for some form of testing this equipment as

it is installed.

Training. The implementation schedule should include all necessary
training of system participants, including State staff, recipients, retailers,
FNS staff, and retailer service personnel (if this function is contracted
out). This schedule should take into account when each group should be
trained, the number of trainees in each group, and the logistics of each type
of trainin;}

System Initiation. The plans for system start-up should reflect

several considerations. Two issues are how retailers and recipients will be

phased into system operations.

To avoid giving some retailers an advantage over nearby competitors,
all retailers in the system's pilot area should be equipped and trained before
start-up. However, recipients' need to shop in areas adjacent to the pilot
site may emerge after start-up, making it necessary to equip and train
additional retailers. Like POS terminal installation and retailer training,

start-up should not coincide with the holiday shopping season.

Recipients in the system's pilot area can be trained immediately
after system start-up. A phase-in of recipients may be desirable, both to
reduce the demand on training resources and to bring the system up to full
load gradually. (For instance, PDPW conducted recipient training for the

original portion of the Reading demonstration in three waves.) Thereafter, as
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retailers in other areas are brought into the system, recipients who shop in

these areas can be trained.

The plans for system start-up should be de 7ned to minimiz che
inevitable confusion that will accompany the introduct.on of an EBT system.
All participants, including recipients, retailers and banks, should receive
clear, advance notification of the start-up date and the implications of the
new system for them. Staffing plans should take into account both the expec-
ted requirements for steady-state operations and the extra staff needed during
start-up to ensure proper operations. The State may wish to station staff in
the stores to assist recipients and retailers during early operations, as FNS
did in the original Reading demonstration. Start-up plans should target
sensitive areas of system operations (such as retailer equipment malfunction-

ing and daily production schedules) that will be closely monitored.

CONTINGENCY PLANS

Preparations for implementing an EBT system should include contin-
gency plans for responding to system failure. Planners should identify the
possible failures that could affect critical funétions, including benefit
posting, transaction processing, ACH tape processing, and reconciliation. The
main fall-back option in the event of a system break-down is to issue coupons
to recipients. The contingency plans should provide for a mechanism to
retrieve recipient balance data, generate an authorization file, and issue
coupons as quickly as possible, to avoid depriving recipients of access to
benefits. These plans must address technical problems of benefit conversion

to coupons, such as the handling of balances of less than $1.

PLANNING TRAINING AND PREPARING TRAINING MATERIALS

The preparations for training participant groups constitute a major
part of the effort required to prepare for implementing an EBT system. Train-
ing plans and materials must be produced for a wide variety of audiences,
including State scaff, recipients, retailers, and other groups. The State or
the contractor must create lesson plans, handouts, and other materials for
training. For each type of training, the logistics to be considered
include: who will perform the training; where and when will it occur; how

many people must be trained; and how many can be trained at one time.
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Training should be scheduled to minimize inconvenience to participants and

interference with the- EBT system or other operations.

The preparations for training should take inte account both the
start-up requirements and those of ongoing EBT operations. It may be
desirable to use special trainers during start-up to ensure effective
training, especially when working with recipients. PDPW used State-level
program staff with extensive training experience during implementation of the
PRC system. On the other hand, training in some areas (such as computer
operations) should be provided by those who will be supervising the
trainees. The training materials should be designed so that they can be used
effectively by both special trainers and the regular staff who will be

conducting training once the system has reached steady-state.

The requirements for training State staff will depend on the
division of labor for implementation and operations. The first training
requirement is to train any staff who must conduct training during implemen-
tation. Other groups to be trained may include!: managers and supervisors,
operators, other data center staff, analysts supporting the system, hotline
staff, caseworkers, clerks, and store equipment service technicians. Plans
for training contractor staff who will participate in system operations also

must be formulated.

The planning of retailer training should take into account the
voluntary nature of retailer participation and the cost of training to
retailers. Bringing retailers together to a central site (as PRC did) may be
more efficient and less intrusive on retailers' operations, but retailers will
be reluctant to send more than one or two staff off-site. Thus, the State
should consider the possibility of on-site training, especially for larger
stores with many clerks. Retailer training (whether on-site or at a central
location) should include thorough instructions on how to use the EBT equip-
ment, discussion of how to handle problems that may be encountered (e.g.,
system inaccessibility, equipment failure, recipients who have trouble
remembering their PINs or insufficient balances to make a purchase), and
hands-on practice using the equipment for various system functions (e.g.,

balance inquiries, purchases and refunds)..

The State should pay special attention to the preparation of the

retailer training materials. Retailers should receive a concise, thorough and
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accurate manual, accompanied by additional, easy-to-use guides suitabie for
posting at ‘checkout counters (such as a quick reference sheet and a trouble-
shooting guide). Special materials may be needed for some retailer groups,
such as non-English speakers and those who cannot use normal purchase
procedures. The 1latter group includes retailers who must use manual
authorization procedures for all EBT sales because they do not have EBT

terminals (e.g., dairy delivery services).

Recipient training plans and materials should be responsive to the
needs and abilities of the project area caselocad. Materials in languages
other thaﬁ English or special formats for disabled persons may be needed. The
use of a video explaining how to use the EBT system, such as the one prepared
for the original Reading demonstration, can be particularly effective with an
audience of food stamp recipients; hands-on practice is imperative. Features
of the system that are likely to cause problems, such as remembering the PIN

and tracking balances, should be targeted for emphasis.

During the start-up period, the State should be sure to use
experienced trainers who understand the EBT system well, so that recipients
will be as prepared as possible to use the system. In working with some
populations, the collaboration of community groups may be valuable, especially
if these groups can provide ongoing support after start-up (such as volunteers

to serve as authorized representatives for disabled persons).

Recipient training plans should be consistent with applicable State
and FNS regulations. Recipients must be given adequate notification, and the
State needs to formulate procedures for notifying recipients of non-compliance

with training requirements and processing adverse actions on these grounds.

The large numbers of recipients who must be issued cards and trained
make the logistics of recipient training an important consideration. The
State should determine its effective training capacity and plan accordingly.
As noted earlier, recipient training may have to be staggered over several
months. Some training tasks, however, can be done in advance: for example,
BCAO issued photo IDs several m.aths before the planned system start-up, to
reduce the effort reﬁdired when recipients came in for training. Advance
notice to recipients explaining the changes to come and plans for implemen-
tation can help make recipient training a more orderly, less confusing process

for recipients and staff alike. Publicizing the introduction of the EBT
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system in local media outlets can also serve to inform both recipients and the
general population about upcoming changes in payment procedures at local food

stores.

RECRUITING RETAILERS

Recipients' opportunities for using an EBT system will be limited if
a substantial number of program-authorized retailers choose not to participate
in the system. Thus, the State or its contractor should begin recruiting
retailers for system participation as soon as possible. Early in the design
stage, retailers should be informed about the State's plans through a variety
of media, including mailings, press releases, and informational meetings. A
survey of retailers' level of interest and concerns may be useful. The level
of response to this publicity may be low, but it may be possible to enhance
retailer interest by securing the cooperation of food retailer organizations
at the local or state level. If resources permit, one-to-one contacts with
supermarket executives and other key figures will prove very useful 1in
generating interest and establishing lines of communication. States should
also consider working through retailer organizations and other contacts to
establish a task force or focus group to serve as the liaison between the EBT

project and the retailer community.

As discussed in Chapter 3, retailer input on the system design is
important. The issues raised during the initial promotional effort should be
relayed to those responsible for the system design. More formal channels for
input can include: review of select sections of the draft design (or a
separate retailer design document, if prepared) by a retailer task force;
distribution of design information to all retailers, followed by public
question-and-answer sessions; and attendance by a few retailer representatives
at the functional demonstration. Retailers should also be informed about
relevant aspects of the implementation plan, especially terminal allocation,
training provisions, and the implementation schedule. Before opening up the
dialogue on these subjects, the State should be clear on where it can or
cannot compromise and how it will resolve differences with retailers over the

design and implementation plans.

Evidence from the Reading demonstration indicates that retailers

perceived the EBT system as an improvement to the Food Stamp Program.
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Nevertheless, the State should not view retailer acceptance of an EBT system
as automatic. Retailer participation in the Reading demonstration was high
for a number of reasons. PRC began recruiting retai'ers with a mailing sent
out shorti ifter the contract award. The recruiting effort was aggressive,
stressing the benefits of the EBT approach and showing interest in retailers'
concerns. PRC succeeded in gaining the retailers' confidence, which it
maintained through a high level of contact and service. Finally, retailers
risked losing food stamp business if they did not participate. This latter
factor, however, may not have been enough of an inducement for system
participation without PRC's recruiting efforts, especially for stores with a

limited number of food stamp customers.

The State may need to collaborate with FNS on retailer recruiting.
FNS possesses a comprehensive data base of participating retailers that can be
used for mailings, as was done in Reading. The Regional Office may need to
send out notices to retailers on behalf of the agency. The State should
confirm with FNS (presumably through the Field Office) that the retailers

requesting participation are authorized to accept food stamp benefits.

Recruiting materials should be as clear as possible on where the
boundaries of the project area lie, and identify any retailers that will be
excluded or handled differently. The State or its contractor should be
prepared to deal with retailers on the boundary who protest their exclusion.
One response to this problem is to expand the area, but this approach will add
to the cost and time for implementation. Another approach, as discussed in
Chapter 3, is to permit retailers in boundary areas to use alternative
purchase procedures. Either of these approaches could cause problems if
adopted late in the development process, so the boundaries for initial

implementation should be established during the design stage.

A critical part of the recruiting effort is the drafting of the
agreement between the retailer and the system operator. This agreement needs
tc clearly spell out each party's rights and responsibilities in such areas as
POS equipment deployment and service, telephone and electrical service for POS
devices, liability for manually authorized transactions, system performance,
security, and prevention of discrimination against recipients. The agreement
should also provide procedures for resolution of disputes and, if necessary,

termination of the agreement. Like other key documents involving retailers,
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the retailer agreement should be reviewed 1in draft by retailer representa-

tives.

Once all retailers wishing to participate have been identified, the
State or its contractor should conduct a survey to determine the requirements
for store equipment 1installation. This survey should, if possible, be
conducted on-site by project staff, so that the data will be as accurate as
possible. The site survey should determine all requirements for equipping
each store, including the number of terminals, phone lines or extensions
needed, powér sources available at checkout counters, and placement of termi-

nals.

ESTABLISHING NECESSARY AGREEMENTS

The State or its contractor must ensure that all agreements required
for system implementation and operation are in place before the planned start-
up date. In addition to the retailer contract, agreements with the
clearinghouse bank for ACH settlement and with FNS for monitoring drawdowns of
program funds will be needed. If the servicing of store equipment is to be
contracted out, this agreement should be established in time for the training
of service personnel. Finally, new equipment installed at local welfare
offices and the State data center may require the establishment of new

maintenance contracts.

Negotiations on necessary agreements should begin well in advance of
the desired start-up date, to allow time for internal review of the terms and
discussions between the parties involved. It will be easier to establish
formal agreements for participation if the State has consulted with the other
parties during the design stage. These parties also should be kept abreast of
design changes affecting them, and they should be consulted on procedures

affecting them (as discussed in Section 4.2).

The clearinghouse institution should be identified early in the
design phase, so that it can provide necessary input into the design of the
settlement process (as discussed in Chapter 3). The State may be able (or
required) to incorporate the EBT clearinghouse function into the existing
agreement with 1ts fiscal agent, as PDPW did with Commonwealth National
Bank. If a vendor is to operate the EBT system, the vendor may have a similar

relationship with an ACH member bank.
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The agreement with the clearinghouse institution should address
several important issues. This contract should spell out deadlines and proce-
dures for submitting ACH files to the institution, transmission of credits to
retailers, and interfacing with the Federal Reserve to debit USDA. The State
and the institution should establish mechanisms and identify concacts for
resolution of problems. The financial terms of the agreement should include
the scope of the institution's responsibility for errors and the reimbursement

to the institution for its services.

While an EBT system does not require formal agreements with local
banks, their cooperation is important to the system's smooth operation. From
the design phase on, local banks should be kept informed by letters and other
means of the plans for the EBT system, focusing on how the project will affect
them by replacing coupon deposits with ACH entries. This notification 1is
particularly important to smalle; banks that may pracess ACH entries manually

from hard-copy listings.

If the State contracts with a vendor for the installation and main-
tenance of retailer equipment, the agreement should be structured to ensure
prompt and satisfactory service. Technicians should be available during prime
system operating hours, and adequate provisions should be made for ensuring
that stores with more extensive hours have enough working terminals.
Standards for response time on requests for installation and service should be
written into the contract, together with a recognition of the need for
courteous treatment of rectailer personnel. The State and the vendor must
establish whether retailers will call the State or the vendor when equipment
malfﬁnctions, and under what circumstances the operator should attempt to
trouble-shoot the problem over the telephone. Finally, the agreement must
establish the terms of the vendor's accountability for equipment and supplies,

including procedures to document retailers' responsibility for equipment.

In some cases, agreements for services to the EBT system may need to
provide for the bonding of employees. For example, a courier service engaged
to deliver the ACH tape should be bonded to cover liability for tampering with
the tape. If the contractor is to operate the EBT system during start-up, a

bond may be required (as it was in the Reading demonstration).
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Chapter Five

ACCEPTANCE TESTING FOR AN INTEGRATED EBT SYSTEM

The final step prior to implementation of an integrated EBT system
1s acceptance testing. The acceptance test is a series of individual tescts
assessing the EBT system's ability to perform the functions it is designed to
accomplish. The test also evaluates the State Agency's organizational and
operational readiness (or a contractor's readiness if the system is a turn-key
‘project) to begin implementation activities. Successful completion of the
test indicates that the State Agency is ready to accept the system from the
developer or -- in a turn-key project =-- to authorize the start of implementa-

tion activities.

The acceptance test process is composed of five distinct and ordered
stages, each of which follows successful completion of the previous stage.

The five stages of the acceptance test process are:
+ preparing the Acceptance Test Plan;
*» preparing the Acceptance Test Scripts;
e executing the tests;
¢ evaluating test results; and

+ retesting (if necessary).

The acceptance' test process should be overseen by a task group
composed of participants in the system development process (i.e., State Agency
program and technical personnel, system developer, consultants, and software
vendors) and representatives of major groups affected by EBT system implemen-
tation (e.g., FNS, retailers and financial institutions). If a special
consultant is being used to head the acceptance test process, that consultant
should be a member of the task group. The task group should review or

evaluate each stage of the process before the next stage is conducted.

5.1 PREPARING THE ACCEPTANCE TEST PLAN

The first stage in the acceptance test process is preparing the

Acceptance Test Plan document. The Acceptance Test Plan prepares a foundation
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therefore, should consider preparing its own Acceptance Test Plan only 1if
agency personnel have the technical expertise, the objectivity, and the time

to design a plan which thoroughly tests all system functions.

The third option is to hire an independent consultant to prepare the
Acceptance Test Plan, as was done for the PDPW EBT system. The advantage of
this approach is that a consultant approaches the test from a more objective
perspective than a system developer, and a consultant is likely to have
greater technical expertise in PQOS system operations than State Agency
personnel., The main limitations with this option are the time required for
the consultant to gain a full understanding of a particular system and the
cost associated with that task. Unless the consultant monitors the develop-
ment process on an ongoing basis (as was the ¢ase during PDPW EBT system
development) and has ready access to system documentation, the time and effort
required to develop a full technical understanding of the system might make

this approach impractical.

Considering the relacive>advanCages and disadvantages of assigning
test plan preparation to different parties, it probably makes most sense
either for State personnel to prepare the test plan (with outside technical
consultation, if needed) or for the State Agency to hire a consultant to
prepare the plan. If the latter approach 1is taken, the consultant should
review system design documents and monitor system development activities to

facilitate the process of preparing the Acceptance Test Plan.

SCOPE OF THE ACCEPTANCE TEST PLAN

Testing Phases. The Acceptance Test Plan should explicitly identify

every testing phase (i.e., each aspect of the system which will be tested).
System testing phases include functional, performance, and "what-if'" phases.
The functional phase tests the ability of the system to perform the functions
the system is designed to accomplish. The performance phase focuses on how
well these functions are performed. In the "what-if" phase, observers can
improvise tests on the basis .of observations during earlier phases. The test
plan should also include a means for evaluating the State's organizational

readiness to implement and operate the system.

The following list outlines the primary functional phases (and

examples of each) to be covered in the Acceptance Test Plan:

137



Table of Contents

* terminal functions, including PIN verification, communi-
cation initialization, message verification and printer
functionalitys

» card initialization functions, including card encoding
and embossing and account initialization;

» workstation functions, including account initialization
and queries, manual transaction processing, and control
file processing;

*» on-line processing, including transaction processing;

*» batch processes, including ACH and retailer settlement,
system reconciliation and report generation;

+ telecommunications, including communications between the
EBT Center, store terminals and the hotline workstationj
and

« file creation, maintenance and use procedures, including
account processing, participation files and 1issuance
posting.

In the performance testing phase, the system tester attempts to
assess the day-to-day operating limits of the system. This testing phase
consists of three very significant areas: data integrity, stress testing, and
back-up and recovery. Data integrity testing focuses on the proper collection
and protection of financial data. Stress testing evaluates the system's
actual capacity and performance against the standards established in the
system design, to see whether it can process large volumes of data without
excessive burdens on the system's telecommunications lines and modems,
processors, and software, and without degradation of system response times at
POS terminals. Back-up and recovery testing attempts to make the system stop
processing (as when a power interruption occurs) and evaluates the system's
ability to resume operations without loss of data or processing errors. Upon
completion of the performarice test phase, the tester should have a reasonably

accurate expectation of system performance after implementation.

Each system test phase should be presented as a series of ordered
steps, with each step representing a particular aspect of the system to be

tested. The order of steps 1s particularly important because test steps may
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depend on data constructed in previous steps. Successful completion of one

step permits testing to begin on the next step.

A brief description of the test and expected results should be
included with each step. To aid the reviewer, the test plan should describe

how each step ties in with the major processing flows of the system.

Finally, the Acceptance Test Plan should identify the features to be
evaluated when assessing the State's readiness to implement and operate the
system. Many of these features were described in Section 4.3 (Preparing for
Implementation). They include staff assignments, the preparation of an
implementation schedule and contingency plans, the preparation of training
plans and materials, the status of retailer recruitment, and the establishment
of necessary agreements with outside parties. Other features include the
completion of system training by State personnel, documentation for how EBT
system operations will be integrated with other data processing functions, and

the preparation of a staffing and management plan for system operations.

Test Methodology. The Acceptance Test Plan should outline how the

tests will be conducted and how results should be evaluated. Additionally,
this section should present basic outlines for any forms which will be used in
testing, data requirements for the tests, the format in which specific tests
will be presented, and how the overall test is to be completed. Because the
EBT system will be integrated into other processing operations, it 1s very
important to discuss how testing can be conducted without interfering with
other system applications. If the acceptance test cannot fully replicate
integrated processing after system implementation, these limitations should be
noted in the test plan. Examples of limitations might be difficulties in
replicating a power failure (because of potential adverse consequences for
other system applications) and the scheduling of EBT system stress testing to

coincide with peak processing periods from other applications.

Test Environment. Although the test scripts will provide a detailed

and comprehensive listing of what equipment is needed for each step of the
acceptance test, the Acceptance Test Plan should identify the major equipment
needs and where each step of the test is to be performed (e.g., at the
operations center, at a local welfare office, at a store's EBT terminal). It~
should also identify the major groups of participants who will be involved

with the test.
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Test Schedule. A section describing the schedule for preparing test

material, actual execution of the test, and evaluation of test results should

be presented in the Acceptance Test Plan.

ACCEPTANCE TEST PLAN REVIEW

The Acceptance Test Plan should be reviewed by the entire task
group, regardless of which party has prepared the document. Review should
focus on technical thoroughness and the assignment of personnel responsi-
bilities for the testing., Following review of this document, all participants
in the acceptance test process should have a clear understanding of what will
be required of them in preparing for and executing the actual acceptance

tests.

5.2 PREPARING ACCEPTANCE TEST SCRIPTS

Following review and comment on the Acceptance Test Plan by all task
group members, the Acceptance Test Scripts are prepared. The test scripts are
lists of the specific steps which will be conducted during the acceptance test
process, and they provide detail for the testing phases described in the
Acceptance Test Plan. The test scripts describe how the tests will be conduc-
ted, identify the resources necessary for the actual testing, and detail how

test results will be recorded and evaluated.

A draft of the test scripts should be submitted at least six weeks
before planned system implementation. Final scripts should be ready at least

four weeks before the planned start of implementation activities.

OPTIONS FOR TEST SCRIPT PREPARATION

The simplest approach to this task (and the approach taken during
the PDPW EBT system acceptance test) would be to have the same party who
prepared the Acceptance Test Plan prepare the test scripts. However, the
Acceptance Test Scripts present a greater level of technical detail than the
Acceptance Test Plan, and they may demand a higher level of expertise than
possessed by the preparer of the test plan. A situation like this would most
likely arise in a turn-key approach to system development. State Agency
personnel might identify the specific functions and areas of performance they

would like tested in the Acceptance Test Plan. Actual test script preparation
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would then be conducted by a system developer or independent consultant.
Transferring responsibility in this manner would allow the State Agency
greater control over the acceptance test process, but it could inject time

delays and confusion as the two parties work to coordinate efforts.

Preparation of the PDPW EBT Acceptance Test Scripts was complicated
by delays in obtaining necessary system documentation from the system devel-
oper. Delays in gaining access to this information increased the time between
approval of the Acceptance Test Plan and submission of the Acceptance Test

Scripts.

ACCEPTANCE TEST SCRIPT OQUTLINE

The Acceptance Test Scripts should be composed of four distinct
sections: test requirements, initial data values, function tests, and
performance tests. Additionally, copies of forms to be used during acceptance

testing should be provided in this document.

Test Requirements. The test requirements section should focus on

the requirements to complete the acceptance tests defined in the document.
This section should include a detailed description of the on-site equipment,
personnel and data required to conduct each test, and a testing schedule. To
illustrate the level of detail needed in this section, the test of the PDPW
EBT system was delayed when participants had to go to a local store to buy a

patch cord and adaptor to hook up a terminal.

Initial Data Values. Before acceptance testing begins, test data

need to be placed on the system. These data include recipient and retailer
accounts, issued benefits for some recipient accounts, and security access
data to allow operation of the system by test personnel. The initial data
values section of the test scripts should identify required workstation
screens for data initialization, procedures to be followed, and data to be
entered. The expected results for each initiation procedure should be listed
to permit positive verification of the data entered. During the actual test,
this step can also evaluate security controls for entering data and accessing

data files.

Functional Testing. Section 5.1 described the major system

functions which need to be tested. The test scripts should identify the exact
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order in which separate functions will be tested and the detailed procedures
to be followed in testing each function. For instance, in testing transaction

processing, the scripts might include the following procedures:
+ sign on a store terminal using a (test) merchant card;

+ pass a (test) recipient card through the terminal's card
reader and enter a valid PIN; and

« enter a specified purchase amount and transmit to

system.

The test scripts should list expected results (e.g., a successfully
completed transaction listed in the system's transaction file) to verify the
accuracy of completed steps and to assist in the isolation of discrepancies
should they develop. Estimates of the time required to complete each step are

recommended to monitor the progress of the accepcance test.

Possible complications to the testing process should be identified
for each testing phase. For example, terminal testing at remote locations
will need on-site personnel and communications to coordinate the testing

process.

Performance Testing. Performance testing scripts should follow a

similar format to that used for functional testing. Each test phase should be
described in terms of a detailed sequence of steps. Similarly, expected
results, completion time and potential complications to the testing process

should be identified for each testing phase.

Whoever prepares the Acceptance Test Scripts should be aware of the
high level of detail required in the scripts and the effort that will be
needed to prepare the scripts. The Acceptance Test Scripts for the PDPW EBT
system included over 300 pages of text, tables, and forms; approximately 35
person-days were spent preparing the script. To indicate the level of detail
in the scripts, Appendix B replicates a portion of the test script for one
functional test (benefit issuance). The appendix shows test sections covering

resource requirements, test procedures, expected results, and data tables.

The test scripts for the PDPW EBT acceptance test were qulte
detailed, in contrast to those for the acceptance test of the PRC EBT
system. PRC personnel knew the resources and procedures required for each
test step, and they did not feel a need to document all the information

beforehand. If the system developer is not designing and conducting the
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acceptance test, however, the test scripts will need to appréach the detail
shown in Appendix B. This detail will allow test participants to fully

recognize required test resources and procedures.

"What-If" Testing. In addition to the pre-scripted portions of the

acceptance test, provisions should be made to permit '"what-if" testing.
Observers should have the opportunity to perform tests based on situations
that were not anticipated in the scripts but have come to the observers'
attention during the test. For example, an observer might try introducing
errors in the entry of data on a workstation screen, simulating what an
inexperienced user might do (hitting the wrong function key, etc.). If
possible, "what-if" testing should be allowed throughout the acceptance
test. If the schedule does not permit this, a period of time should be
allowed after the completion of the scripted tests. Test planners should take
care to determine what limits should be placed on "what-if" testing to avoid
disruption of the overall testing schedule and negative impacts on the system

or the test environment.

State Readiness. Unlike functional and performance testing, there

may be no actual "scripts" for evaluating the State's readiness to implement
and operate the system. Rather, a checklist can be included which lists all

the tasks needing to be completed prior to implemencation.

5.3 PREPARING FOR THE ACCEPTANCE TEST

Chapter 4 addressed equipment requirements in preparation for the
acceptance test. In addition to having the necessary equipment in place, the
Acceptance Test Scripts should identify other necessary preparations for the
test. These other requirements include the availability of appropriate
personnel to conduct each testing phase, needed forms, required file availa-
bility, and a list of outside participants needed during the testing process
(e.g., retailers, recipients, bank personnel, FNS Minneapolis Computer Support

Center, etc.)

Everyone who will participate in the test must understand his or her
responsibilities. If special training is needed (i.e., for system operators,
recipients or retailers), this training should be completed before the test.
Benefits must be authorized to recipient accounts if recipients will use food

stamp benefits to purchase groceries during the test.
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State Agency involvement in preparing f: the acceptance test will
vary depending on who 1is responsible for preparing the test scripts and
conducting the test. At a minimum, the State Agency will serve as a liaison
to an outside party and coordinate the preparations according to those
outlined in the test scripts. The State Agency will be responsible for all

acceptance test preparations if it chooses to execute the test.

5.4 CONDUCTING THE ACCEPTANCE TEST

Since the acceptance test -is the final test of the system before
food stamp benefits are distributed to recipients and used to purchase
groceries, the test should mirror the system's planned operating environment
as much as possible. Functions to be performed by food stamp authorities and
local financial institutions during operations should be handled by these same
groups during the test. Special staff may have to be used to execute some

critical functions (such as back-up and recovery) to permit timely testing.

Based on the acceptance tests of the PRC and PDPW EBT systems, from
three to five days may be needed to conduct the acceptance test. The actual
duration will depend on the extensiveness of the test and possible complica-
tions which may arise during test execution. The Acceptance Test Scripts
should specify the expected test duration, Insofar as possible, test

schedules should anticipate complications and reflect a realistic timetable.

OPTIONS FOR CONDUCTING THE ACCEPTANCE TESTS

The easiest approach to the acceptance test process would have the
same party construct and perform the test, whether that party is the system
developer, the State Agency, or an independent consultant. This approach
would minimize problems coordinating test personnel, and it would facilitate
preparations for the test because the acceptance test writer knows exactly
what 1is required to complete the tests. At a minimum, the party which
prepared the Acceptance Test Scripts should monitor or supervise the
testing. On-site availability of the test writer will facilitate the testing
process by ensuring accurate execution of the test and by clarifying any

confusion which might develop over testing procedures.

Having the system developer conduct the acceptance test carries with

it many of the same advantages that were identified with acceptance test
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writing by the systém developer: greatest knowledge of system operations and
easiest access to system documentation and other system-related resources. As
with acceptance test writing, however, an acceptance test conducted by the
system developer may compromise the objectivity of the testing process.
Testing deficiencies viewed as serious by system users might be considered
less so by the system developer. Moreover, having the system develcper
conduct the test is not likely to mirror the true environment under which the
system will operate. Problems can develop after the system becomes opera-

tional 1if the response of the system to likely user errors is not tested.

Having State Agency program and technical personnel conduct the
acceptance test offers several advantages. Replicating the true operational
environment of the system will provide hands-on training and could identify
possible system problems when system users perform their responsibilities.
This approach might opresent greater logistical problems (scheduling all
participants, preparation, etc.) than having the developer or a consultant
conduct the test, but the ''dress rehearsal’ aspect of system users performing

the acceptance test is highly desirable.

Having a consultant in a supervisory rdle will inject greater
credibility and objectivity into the testing process than using the system
developer in this role. These two qualities are particularly important when
making the decision to proceed or delay with system implementation plans. An
outside consultant has no stake in the State's acceptance of the system or in

the impact of test discrepancies on development costs.

TESTING DISCREPANCIES

The acceptance test for the PDPW EBT system classified all errors or
problems encountered as having one of four levels of $eriousness: those that
stopped all further testing until resolved, those severely impairing the
testing process, those impairing the testing process, and those involving an
error in presentation but not in function. All discrepancies discovered in
testing were logged on forms that included the part of the test where the
discrepancy occurred, a description of the discrepancy, and the classifica-
tion. These forms also provided space for documenting the fixes made and the
results of retesting, if required. This approach made it easier to evaluate

~test results, and it provided a clear set of priorities for taking action.
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Discrepancies that stop further testing affect both the test step
being evaluated and all subsequent test steps. That is, no further testing of
any component of the system can be done until the discrepancy is resolved.
Such discrepancies could be difficult or easy to fix. For instance, a major
software error might require postponement of the acceptance test until the
software has been reprogrammed. In the PDPW EBT Acceptance Test, however, all
discrepancies of this nature were quickly resolved. One involved replacing
several modems, another involved an initialization error of a non-financial
data field, and a third required replacement of the POS terminal used for the

test.

A "testing severely impaired" condition occurs when further testing
of a particular system function may not proceed, but testing may continue on
the remainder of the system. The function must be reactivated either by
system commands or by a programming change. An example of this type of
discrepancy occurred with the reconciliation reports generated during the PDPW
EBT Acceptance Test. Issuance information was not displayed correctly, and
some data fields were incorrectly formatted. These discrepancies required
programming modifications and were not resolved by the time the 1initial

acceptance test was over,

A "testing impaired" discrepancy refers to an error on a '"minor"
function such that further testing of that function cannot be accomplished.
However, testing of all major functional areas may continue. During the PDPW
EBT Acceptance Test, a testing impaired discrepancy occurred when a decimal
point on an amount field was improperly formatted. This discrepancy
misrepresented the proper total and required modification in the controlling
software. The test step was later reconducted to verify resolution of the

discrepancy.

A "testing correction" discrepancy refers to the occurrence of a
condition where there is an error in definition. The data are not presented
as specified, but the information is understandable. Zero amounts represented
as *lanks on workstation screens warranted designation as a testing correction
discrepancy during the PDPW EBT Acceptance Test. This discrepancy required

software modification and retesting.
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5.5 EVALUATING TEST RESULTS

An evaluation of acceptance test results should be conducted
immediately following completion of the test. All participants in the testing
process should be included in evaluation discussions. Evaluation should focus
on technical and organizational 1issues identified during the testing

process.

Evaluation of technical issues should focus on the frequency and
seriousness of test discrepancies. Each test discrepancy should be assessed
and addressed during the review process. Participants in the review should
formulate an overall assessment of the technical results and their implica-

tions for the acceptability of the system as tested.

The task group should evaluate the State's organizational readiness
to implement the system. This evaluation can be based on a checklist of tasks
to be completed. If some tasks have not yet been completed (e.g., retailer
training), the group should assess whether the State's timetable for

completing these tasks is realistic.

If the State plans to operate the system immediately after implemen-
tation, the task group should determine whether the staff who will operate the
system fully understand all system functions and operating procedures.
Similarly, if a contractor will operate the system, the task group must
evaluate the contractor's readiness. This evaluation can be based on whether
or not operating staff have been trained, whether or not they operated the
system properly during the acceptance test, and how prepared they were to
resolve any problems that may have developed during the test. Finally, this
assessment should include a review of staffing plans and the documentation of

system operating procedures.

Of equal concern is the organization's preparedness for rare but
potentially disastrous circumstances (e.g., power outages, telecommunications
interruptions, etc.). The development of contingency plans are essential to
preparations for system implementation. An appropriate and timely response to
unexpected events is needed to guarantee a successful implementation and to

develop the confidence of system participants.
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Following completion of evaluation discussions, a document present-—
ing evaluation results should be prepared by the individuals responsible for
conducting the test. This document should present overall test results,
summaries of individual test sections, and descriptions of each test discrep-
ancy encountered during the testing process. ' The document should also include
an overall assessment of whether the system is ready for implementation, with
discussion of the potential consequences of proceeding with implementation.
For example, the document might conclude that all system components have been
tested successfully, but that operations should begin on a small scale until

the processing capacity of the system is expanded.

A decision to proceed with or delay system implementation should be
made by the task group following review of this document. The final decision
must be made by State Agency personnel with FNS approval, but they should
carefully consider the recommendation of each member of the group. Because
problems after implementation can quickly erode the confidence of system
participants (specially retailers and recipients), the State should be very
confident that implementation can proceed smoothly before implementing the

system.

Between one and two weeks should be allowed for this stage in the
test process. The actual length of this stage will depend on the successful-
ness of the testing, but should be sufficient to allow a thorough evaluation

of the testing results.

5.6 PROBLEM RESOLUTION AND RETESTING

Following completion of the acceptance test, the outstanding dis-
crepancies identified during the testing process should be compiled, and work
should begin on resolving the errors. Following resolution of an error, the
test section which identified the discrepancy should be repeated to ensure
satisfactory results. Testing should continue until all discrepancies have

been resolved.

Some outstanding discrepancies need not nece.sarily prevent system
implementation. Discrepancies like the presentation of blanks instead of
zeros on some workstation screen data fields may not impair the ability of the
system to perform its required functions, and they may be left unresolved

prior to system implementation (as long as workstation operations are notified
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of the discrepancy). All discrepancies, however, should eventually be
addressed. During the evaluation of test results, the task group should reach
consensus on which discrepancies can be left unresolved until after system
implementation. A schedule for when discrepancies will be resolved should be

prepared and included in the document presenting evaluation results.

When a system component is modified -- even by a minor change such
as presenting zeroes instead of blanks -- all potentially affected parts of
the system should be retested. Errors in a minor fix can introduce major
problems 1f undetected. To make sure that all system fixes have been done
properly, it may be necessary to repeat the acceptance test, or at least major
portions of the test. If fixes are made after system implementation, the
necessary tests should be performed in a separate test environment before the

modified software is put into production.
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Chapter Six

IMPLEMENTING AN INTEGRATED EBT SYSTEM

Implementation is the ultimate test of an EBT system's design and
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become responsible for the delivery of recipients' benefits as well as
retailers’' and banks' redemptions. Problems in live system operations can
have adverse consequences not only for FSP participants, but also for other

segments of the public.

The implementation of an EBT system 1s more complicated to manage
than its design, development, or testing because of the large numbers of
people involved. The day-to-day operations of an EBT system may involve
thousands of people, including recipients, retailers, and operations staff --
all of whom must be trained and equipped to perform their functions. In
addition, careful attention must be paid to coordinating implementation
efforts, because these efforts are diffused among data center units, local

welfare office units, and contractors.

The implementation of an EBT system requires a number of distincc
stages of activity. First, the data center must be equipped, staffed, and
organized for operations. Next, all field sites (including stores, welfare
offices, maintenance sites, and the clearinghouse bank) must be prepared for
system operations. Once the center and field sites are ready, the start-up
tasks can begin: notifying participants of the start-up date, loading benefits
and account data on the system data base, training recipients, and live pro-
cessing. Throughout this period, it is important to maintain communications

and coordination with all participant groups, especially retailers and banks.,

Start-up may be followed by a phase-in period in which additional
recipients (and possibly retailers) are added to the system. During this
time, the EBT system will go through a '"shake-down'" process in which problems
not identified by testing may surface and require attention. Eventually, the
EBT system will reach steady-state operations in the pilot area. If che
results of pilot operations are positive, the final stage of EBT system

implementation will be expansion to the larger planned service area.
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Although many tasks during implementation do not overlap with other
design, development, and testing activities, there 1s certainly some
continuity present. Interactions with retailers and financial institutions,
for instance, represent a culmination of meetings that begin with these groups
as early as the design stage. In addition, as discussed in Chapter &4, prepa-
rations for system implementation should begin during the system development
stage. The conceptual timeline presented in Appendix A shows how implemen—

tation activities fit into the overall process of establishing an EBT system.

There are two key considerations for a State that is implementing an
integrated EBT system., First, when does the State take over responsibility
from the system developer? Second, what are the requirements for successful
implementation of an integrated EBT system? These questions are addressed in

the following sections.

6.1 APPROACHES TO IMPLEMENTING AN INTEGRATED EBT SYSTEM

Unless an EBT system has been developed entirely in-house, system
implementation will require a transition from reliance on the developer to
full State control. This transition requires a transfer of expertise about
how the system operates. A State's approach to EBT system implementation will

determine when and how the transition occurs.

As discussed in Chapter 4, a State might choose either of two basic
approaches in planning for EBT system implementation. Under the turn-key
approach, the developer implements and operates the system, then turns it over
to the State once operations have stabilized. Even in this approach, some
implementation tasks (such as training recipients) may be performed by State
personnel., In addition, State project staff will have to oversee the devel-
oper's performance, much as FNS did during PRC's implementation and operation

of the original EBT system.

A State's management responsibilities increase if State personnel
implement the EBT system. State staff will need to track the execution of the
full array of implementation tasks, which rny involve many parties. The
implementation phase also involves more intensive activity than normal opera-
tions, so the timing of each activity is critical to the overall schedule.
Finally, staff supervising the data center need to be prepared to deal with
system problems uncovered during operations, establish who is responsible, and

ensure that problems are resolved as expeditiously as possible.
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To meet these management responsibilities, a State needs to have
senior technical and program staff available to provide full-time project
management. These staff must have adequate backgrounds in POS operations.
Ideally, they should have been involved in the project from the design stage
on. While staff turnover may make this difficult, there should be as much
continuity as possible from the design and development stages to the

implementation stage.

An additional challenge that State staff will face 1if they assume
full responsibility for EBT system implementation is establishing a working
relationship with system participants. While the formal operating procedures
and agreements governing participation should be established during the
preparations for implementation, the way in which they are actually applied
may have a significant impact on system operations. The working relationship
with retailers is particularly important, given their pivotal role in benefit
redemption. Through their interactions with retailers, the staff who operate
the EBT system during start-up will establish expectations of the level of
service-and the scope of retailers' responsibilities. The EBT staff should be
especially responsive to retailers' complaints during the start~up and phase-
in periods, which will be the most difficult time for system operations. The
EBT staff also need to establish effective working relationships with recipi-

ents, banks, and FNS officials involved with the system.

A State that successfully assumes responsibility early in the
implementation stage can reap long-run benefits. The sooner State staff
become involved with the operational details of the EBT system, the sooner
they will build the expertise needed to run it effectively. The State will
also establish greater credibility with system participants if it makes an
effective contribution to implehentation. Finally, the cost of implementation
1s likely to be lower if most of the effort is provided by State staff, given

contractors' salary, overhead, and fee structures.

In choosing the role it will play in implementation, a State should
weigh the potential advantages of each option against the short- and long-term
implications. The choice is likely to hinge on the level of the State's
expertise (based on the State's role in earlier phases) and the availability
of the necessary organizational resources, including top managers' time as

well as line staff.
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Any State implementation team, no matter how qualified, will require
solid support from the developer. At a minimum, the developer must be able to
provide in-depth training for the implementation team, other key management
staff, and State staff who will -train other participants. Key technical staff
from the developer's project team should be available on-site during start-up
and early operations. The developer should provide complete, up-to-date
documentation of the production version of the system, incorporating any

changes made as a result of acceptance testing.

Another important dimension of a State's approach to EBT system
implementation is the way in which retailers and recipients are phased 1into
system operations. The rate at which these participants can be added depends
on the State's (or contractor's) capacity to equip and train retailers and
recipients. Unless the pilot area is quite small (i.e., with 1,000 recipients
or less), the State probably will want to stagger recipient training over
several months to maintain timely delivery of benefits (as discussed in
Chapter 4). If the area is very large and resources are limited, some
staggering of retailer installation and training also may be necessary to
avoid delays between training and EBT operations, although cthis would
complicate implementation by necessitating explanations to reciplients about

where they can and cannot make EBT purchases.

While the implementation plan should set forth the schedule for
phase-in, the State (or the developer, in a turn-key project) may have to
deviate from the plan if serious problems are encountered. In the Reading
demonstration, for instance, PRC, PDPW and FNS agreed to delay training the
last of three waves of recipients so that PRC could develop solutions to early
reliability and capacity problems. Phase-in of non-esgssential features can be
delayed to focus effort on more basic needs, such as resolving significant
problems. For example, PDPW delayed training retailers in new settlement
options offered by the redesigned EBT system so that staff could concentrate
on improving reconciliation report software. Finally, the implementation team
will want to monitor system performance with special care during phase-in, so

that it can respond promptly to any problems.
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6.2 REQUIREMENTS FOR IMPLEMENTING AN INTEGRATED EBT SYSTEM

A broad array of tasks must be accomplished to implement an inte-
grated EBT system. These tasks deal with start-up preparations, start-up

activities, and subsequent transition to steady-state operations.

PREPARATIONS FOR EBT SYSTEM START-UP

All participants in an EBT system, except recipients, must be noti-
fied, equipped, and trained prior to start-up. At each locus of EBT system
activity, the necessary preparations depend on the functions to be performed
and the extent to which the necessary resources are in place. The officials
responsible for EBT system implementation must ensure that all system
participants are prepared to perform their roles in accordance with the final

system design.,

Management Staff and Trainers. The first group of participants who

must be prepared for their role in system implementation and operations are
the staff who will manage EBT system operations and train other participants.
As discussed in Section 6.l, these may be a mixture of State and contractor

staff, depending on the approach to implementation chosen by the State.

All management staff should have a thorough understanding of how the
EBT system performs its functions and the roles played by each participant
group. Any management staff (including technical and program staff) who have
been brought into the project at the implementation stage should receive
sufficient training to fulfill their responsibilities effectively. The
management staff should finalize assignments of responsibility and procedures
for communications among the different units responsible for implementation

tasks.

The individuals who will train EBT operations staff and members of
participant groups must be selected and trained. These individuals should
review training scripts and materials with the developers of those materials,
who should highlight key points to be emphasized. The preparatory sessions
for trainers should include discussions of typical questions or problems that
are likely to arise in training sessions. The trainers should conduct dry
runs of training sessions to familiarize themselves with the training scripts,
the videos or other training materials, and special equipment (such as POS

terminals or EBT workstations) to be used in training.
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Data Center Preparations, The necessary preparations for EBT

operations at the State data center include:

+ final preparation of hardware, software, and telephone
lines, including installation of items not already in
place for testing and final modifications to resolve
problems identified in testing. Any items added or
altered after acceptance testing should be tested before
live operations begin.

*» preparation of the operating environment, including an
inventory of critical spare equipment, tape racks, file
cabinets, and other necessary facilities that are not
already " available or need to be supplemented to
accommodate EBT operations.

+ finalizing procedures for system start-up and opera-
tions, and

*+ assignment and training of staff for EBT operations.

Final procedures for EBT system start-up and operations at the State
data center must be established before system operations begin. The

procedures should cover:
¢« daily, weekly, and monthly batch operations;

+ file creation and maintenance (including back-up and
purging);

+ performance monitoring,

*+ emergency procedures (including restarting the system
and notification of key staff at State and local
levels); and

s+ security restrictions (e.g., access to equipment and

data, protocols for account adjustments).

The procedures formulated during the development stage may need
revisions in light of acceptance testing and final modifications to the EBT
system. The implementation team should review the final procedures with the
managers responsible for EBT operating units prior to the training of staff
and final preparation of manuals. The manuals for all segments of EBT opera-
tions at the data center (including computer operations, telecommunications,

production control, and reconciliation) should be updated prior to start-up.

The data center must be adequately staffed to operate the EBT system

during and after implementation. For the start-up period, a core group of
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experienced staff who understand the system's components and functions in
depth is needed in each segment of operations. Ideally, these staff should
have been involved in development and testing. The availability of such a
team is vital to ensuring quick and proper responses to problems during the

critical start-up period.

An EBT system intended to function in an integrated setting should
be designed for operation by normal staff, so special hiring should not be
necessary. However, the implementation team should make sure that enough
staff are available to perform all EBT functions as well as the existing
responsibilities of the data center. During early operations, the State may
want to designate a special "EBT person'" on each shift, so that lines of

responsibility will be clear.

The training for all data center employees involved with the EBT
system should include a general overview of how the system works and how
responsibility is distributed among State units and other participants. This
incroduction should emphasize the importance of the system to recipients and
retailers, to offset the natural insulation of data center staff from system
users. For each group of staff, the function-specific training should follow
the manuals that will be used in operation. Staff should receive hands-on
training, or at least orientation to the operation of production equipment,
before assuming responsibility, Some staff may receive hands-on exposure

during testing; others can "shadow" experienced staff during live operations.

Training for computer operators and supervisors should include
details of the sttem design that involve the functions that they will
perform, including interactions with other in-house and external computer
systems. The features of any new hardware and related changes ({(such as
operating system modifications) should be noted. All procedures should be
reviewed in detail, with special attention to time-critical operations (such
as bundle-up), protection of data integrity, and responses to emergencies.
The training should anticipate operator short-cuts and common errors, and show
how these actions can adversely affect system functioning. If computer opera-
tions are split between two groups (i.e., front-end and back-end operations),
the training should pay special attention to the requirements for coordination
between the groups in normal operations and problem resolution. Staff who do

not perform EBT functions but have responsibility for other operations that
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interact with the EBT system (such as benefit issuance and reconciliation)
should be given an explanation of the interactions and trained in any changes

to procedures necessitated by the EBT system.

Training for production control staff must cover a broad range of
topics. Depending on the organization of the data center and EBT operations,
these staff may be responsible for scheduling and monitoring production,
reviewing reconciliation reports and other system output, and collecting and
reviewing performance data. The training for scheduling staff should cover
the requirements for each daily, weekly, and monthly batch operation. Special
attention should be paid to interactions with the clearinghouse institution
and other outside parties, including the procedures and deadlines for the
transfer of data tapes. The training should also address coordination of EBT
functions with issuance, reconciliation, and other State processing functions.
Trainees should be given sample output from each job for review, and trainers
should point out key fields to check for proper processing. Scheduling staff
(or whoever is responsible for performance reporting) should be taught what
the performance reports measure, how to interpret them, and what to do if

problems appear.

Staff who will be responsible for reconciling the EBT system will
need in-depth training. These staff must understand how the system treats all
of the possible types of transactions, the flow of funds through the system,
and what 1s required for the system to be in balance. The reconciliation
training should point out key indicators on the reports and explain how to
diagnose imbalances using the reports and system inquiry functions. Any
manual procedures for reconciliation (such as extracting information from
several reports to verify that the system is in balance) must be explained

thoroughly.

Local Welfare Offices. The preparations for EBT system implemen-

tation that must be made at local welfare offices depend on the functions to
be performed there. Under nearly any approach to organizing an EBT system,
local welfare offices will be responsible for recipient intake procedures,
training, and case management. Other local welfare office functions may
include hotline coverage, retailer supply, retailer intake and training, and

coordination with the FNS Field Office on retailer authorization issues.
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Each participating local welfare office must be equipped to perform
its designated EBT system functions. Some equipment, such as cameras for
photo IDs and workstations, may already be in place before EBT system develop-
ment begins; other items will be installed (at least at one local welfare
office) for acceptance testing purposes. The full array of equipment needed
for implementation includes: card production and encoding equipment, training
rooms and practice terminals, one or more workstations (with necessary func-
tions in place, if programming is internal), and supplies for card issuance,

recipient training, and other EBT functions.

The installation of the necessary equipment may require soﬁe site
preparation, such as the installation of electrical and telephone lines for
the training terminals. Special telephone lines may need to be installed to
provide secure voice and data communications to the data center. Space must
be set aside for EBT supplies, with secure storage provided for blank benefit

cards and other accountable items.

Local welfare office procedures for EBT operations should be fully
defined before start-up. EBT operating procedures shoulid be updated to
reflect any final system changes, and procedures should be drawn up for other
functions affected by the EBT system, such as intake and clerical functions.
The implementation team should review all procedures with local office
managers and supervisors. Special procedures may be put in place for mass
recipient training or other implementation activities. Operating manuals and
any special instructions for implementation should be updated on the basis of
these discussions; these items should be produced»in sufficient volume for

initial training and new staff trained after implementation.

Staff must be selected and trained to perform the local office EBT
functions. Most of the functions can be performed by existing local office
staff, if enough are available, with task-specific training. Local office
managers must review the projected EBT workload requirements and assess their
impact (and the offsetting reductions in other issuance-related activity) on
the overall local office workload. As in the case of the data center, it may
be desirable to assign senior staff within each area to perform the EBT

functions during start-up.

Training of local office staff to perform recipient service func-

tions should follow the manuals and other documents containing local office
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procedures. All local office staff who might be involved with the EBT system
should be given an overview that explains how benefits are issued and
redeemed, and what role they will play in EBT ope ations. Trainees who will
perform EBT functions should receive hands-on practice in the use of all
equipment, including workstations, card production and encoding equipment, and

practice terminals used for training.

The selection of staff to cover the hotline and perform other
retailer liaison functions should be made with special care. The retailer
liaison functions in an EBT system require a combination of public relations
skills, training experience, and technical literacy. When PDPW took over
operation of the PRC EBT system, the staff selected to cover the hotline and
train new retailers were experienced caseworker supervisors. Although these
persons had exposure to computer systems through their roles as workers and
trainers, they received thorough training to enable them to respond

effectively to retailer problems.

The training for retailer liaison staff should provide a comprehen-—
sive understanding of how the system operates and how the different parts =--
the data center, retailers, the clearinghouse 1institution, and other
participants -- fit together. In addition, they need instruction on how to
perform the specific functions of the hotline, including manual sales,
trouble-shooting, dispatching service personnel, adding new retailers, and
conducting retailer training. The hotline manual, retailer training plans,
and retailer manual should be used in these training sessions. Hotline staff
at all 1local offices and at the data center might be trained together to

ensure consistency and to facilitate coordination between shifts.

Other Field Sites. The EBT system may utilize other field sites in

addition to local welfare offices. Store equipment servicing, for instance,
may be done at a separate site. This site may be a contractor's existing
office or a new site established for EBT store equipment installation and
maintenance, such as the EBT Center Annex that PRC established. In addition,
this service site may be used for storage and distribution of retailer
supplies. In some cases, the hotline and other retailer liaison functions may
be performed by the service contractor or some other contractor. Preparations
required for such additional field sites include: securing space, installing
necessary equipment and phone service not already in place, and stocking

supplies (spare parts, printer paper and ribbons, etc.).
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The retailer equipment service technicians must be selected and
trained early in the implementation phase; they will be needed for the
important task of installing retailer equipment. The implementation team must
finalize procedures for this function (after consultation with the tech-
nicians' supervisors) and produce a handbook or guide for retailer service
staff. The training for retailer service personnel should include background
on the retail food store environment (such as the impact of malfunctioning
equipment on all shoppers and store profitability) and on the general EBT
system design. Technicians should receive thorough training in installing and

servicing the terminals and printers that will be used in the EBT system.

Retailer Preparation. Retailers must be equipped, trained, and

their accounts recorded on EBT system files before they can process
purchases. These tasks represent a large amount of the overall start-up
effort., The terminals, printers, and mounting hardware must be ordered during
the development phase, so they will be ready for installation following
successful acceptance testing. If additional telephone lines or extensions
are needed, the telephone company must install them before the store equipment
can be set up. Depending on the arrangements established with retailers,
arranging telephone line installations may be the responsibility of the
equipment installers or the retailers. If retailers are responsible for EBT
phone 1line installation, scheduling equipment installation may be more
complicated and require a longer period. The installers or the retailers may
also need to arrange installation of electrical circuits for the POS

equipment.

The scheduling of retailer equipment installations must be
coordinated with the retailer recruiting process and with the FNS Field
Office. Retailer agreements to participate may continue to arrive during the
acceptance testing and implementation stages. The FSP authorization of these
new applicants must be confirmed by the FNS Field Office, and a site survey
must be conducted for each newly eligible store. The State should also
confirm the authorization of previously enrolled stores with the FNS Field
Office before scheduling equipment installations, in case any store's

authorization has been terminated.

Once the store's FNS authorization has been verified and telephone

and electrical service for the terminals is in place, a terminal and printer
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must be installed at each checkout counter where EBT purchases will take
place. When PRC installed the store equipment in Reading, this process took
between two and four hours per counter, depending on the availability of
electrical lines and the terminal mounting requirements. Terminal
installation may be complicated by changes in the store configuration since
the site survey. Equipping stores may also include installation of balance
inquiry devices. All store equipment should be tested before installation is

considered complete.

Several subsidiary tasks must be performed to complete :ach store
installation. The store owner or manager must complete forms to accept
responsibility for the equipment and other terms of participation. Bank
account information and authorization for ACH transfers also must be
provided. The store must be stocked with supplies needed for EBT

participation, such as manual sale slips, printer paper, and ribbons.

Depending on system design, the State may need to issue magnetic-—
stripe cards or other devices to allow retailers to sign terminals onto the
system and perform other restricted functions (e.g., refunds). This card may
have to be created in advance by retailer liaison pefsonnel; if the retailer
1s to select the PIN, additional coordination before installation will be
required. The store card could, instead, be issued at the time of retailer
training. The State may choose to issue a back-up card to each retailer (as
PDPW did), so that EBT operations at the store can continue if one card is

damaged or unavailable.

The State needs to set up an EBT system account for each partici-
pating retailer. The forms signed by the owner or manager during installation
should provide the necessary data for this account, including the owner or
manager's name, store address and telephone numbers (including lines installed
for EBT terminals), FNS authorization number, and bank account data. Identi-
fication codes for terminal and clerks also must be entered on the EBT
system. EBT staff must make sure that the ACH transfer authorization forms
are submitted well in advance of the start-up date and are properly processed,

so that transfers will be routed correctly.

Prior to the commencement of retailer training, the trainers should
verify that the retailer manual is complete and up-to-date. The manual should

cover all of the topics for retaller training, including: an overview of EBT
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system operations, instructions for equipment use, trouble-shooting, back-up
purchase procedures, responses to recipient problems, and reconciliation and
settlement information for managers. A quick-reference guide to checkout
counter operations, such as the "BTT User Guide" produced by PRC, is a
desirable tool for training. Trainers should make sure that adequate
quantities of retailer manuals and other training materials are available for

the initial mass training and for training of new retailers added during

operations.

Training should be scheduled at times that are convenient to
retailers, within the Llimitations of the implementation schedule. Training
should be conducted during off-peak hours, and should not be scheduled when
retailers would have to pay overtime to participating staff. Holiday periods

and other busy times of year should be avoided.

Other requirements for retailer training will depend on whether
retailers will be trained in groups at a central location or individually in
their own stores. Central training (the approach used by PRC) permits the
training of large numbers in a short period with few trainers. Retailers can

be trained under this approach before their own equipment is installed.

Central training requires a site that is accessible to retailers
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If training is performed at a central location, some of the benefits
of in-store training can be achieved by having installers do a quick follow-
up, demonstrating the terminal and printer operations and walking employees
through their functions. This approach would address the problem experienced
by PRC: most stores sent only managers or selected clerks to PRC's group
training. As a result, many clerks received their EBT training from their
supervisors, who did not have sufficient knowledge and equipment to provide

thorough, realistic instruction.

Bank Preparations. The implementation team must make sure that the

clearinghouse institution and the Federal Reserve are prepared to fulfill
their roles in the EBT system. The clearinghouse institution should be kept
up~to~-date on progress in system development and notified once the EBT system
has been accepted and the start-up date has been set. The State and the
participating institutions should review and finalize the operating procedures
for the ACH interface, including::  deadlines, the format for the retailer
credit file and other data transfers, bank reimbursement by USDA for funds
transferred, and resolution of problems with transfers. While the clearing-
house institution should have the necessary staff and facilities in place, the
implementation team should verify that any changes necessary for EBT opera-
tions have been made before the start-up date. Any special procedures invol-
ving the Federal Reserve should be confirmed with the appropriate officials.
All ACH prenotification forms for retailer accounts should be submitted early

enough to avoid delays in crediting retailers once operations begin.

Retailers' banks should be notified of the start-up date and
informed of appropriate contacts at the State Agency to resolve any problems
during start-up. This notification should be a follow-up to earlier contacts
during the design and development stages to secure the banks' cooperation and
make sure they are linked to the ACH. It may be desirable to confirm retailer

account information through the banks to prevent transfer problems.

Other Notification. State staff responsible for coupon management

should be notified of t“e EBT system start-up date, so that they adjust their
orders for expected changes in coupon demand in the pilot area. These staff
should already be aware of the plans for the EBT system, especially if the
fall-back plans require special action on their part. Issuance agents or
other coupon delivery contractors also should be notified of the start-up date

and prepared to perform their roles in the fall-back plan.
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EBT SYSTEM START-UP ACTIVITIES

System startup activities include:

e loading the production data base,
+ notifying recipients,

+ training recipients,

« providing assistance to participants during start-up,
and

* monitoring initial operations.

Loading the Production Data Base. The first step in starting up EBT

system operations is the loading of the initial production data base. The
security file and other control files created during development and testing
should be updated to include all production staff. Retailer and terminal data
should be accumulated during the retailer preparation process, but they should
be printed out and checked before transaction processing begins. History and

reconciliation files need to be initialized for live operationms.

The most critical task in loading the production data base is
transferring the recipient account data from the Master File and posting
benefits for the first month's trainees. This task will introduce value into
the EBT system and create the first transaction records. The account data
should be error-free to prevent problems during issuance and training. The
first benefit posting should occur long enough before the first training

session so that any problems during posting will not cause training delays.

Recipient Notification. All recipients should be informed of the

planned start-up date and the changes cthat the EBT system will bring to
them. This notification should include not only a formal notice mailed to
each recipient, but also extensive publicity in the local media, including
print, radio, and television. Notification should begin with general infor-
mation during the design phase and become more detailed as the start-up date
approaches. Prior to the start-up of the PRC syscem; PRC and PDPW represen-
tatives appeared on the local community-access cable channel to explain the

demonstration, and PRC prepared a brief, narrated slide show that was shown
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repeatedly on the same channel. USDA and Commonwealth of Pennsylvania
officials held an idaugural ceremony shortly before the demonstration start-up

date.

Recipient Training. Once recipient accounts have been set up and

benefits posted, recipient training can begin. The requirements for recipient
training include: scheduling, issuing transaction cards, providing recipients
with handbooks and other training materials, conducting training sessions, and
raking action in cases when the recipient fails to appear for training. Local
welfare offices should have all staff, equipment, plans, and materials for

recipient training ready before start-up.

The scheduling of recipients for training must accommodate program
requirements and the éapacity of the training staff and facilities. Program
regulations require that recipients receive each regular monthly issuance
within 35 days of their last regular issuance. Depending on the issuance
schedule for the project area, this requirement could restrict the allowable
training period to as little as one week or as much as three weeks a month.
The number of recipients who can be trained during this "window of opportu-
nity"” will depend on the amount of training space, staff resources, and the

number of sessions that can be conducted each day.

Each month's training group must be selected and notified well in
advance of the training sessions. Selection may require the assistance of the
data center to generate lists of recipients according to desired scheduling
criteria (e.g., if certain groups are targeted for special training). The
cooperation of the data center also will be needed to ensure that the
recipients selected for training will have benefits posted to the EBT system,

instead of receiving their issuances in the regular manner.

Once the list of trainees for the month is drawn up, they must be
scheduled for specific training sessions. In Reading, recipients received
notice of when they were scheduled for training two weeks in advance. The
scheduling procedure may have to provide some flexibility for working
recipients or others for whom attending the assigned session would be a
hardship. If benefit cards have been issued in advance, the notice should
remind recipients to bring their cards to training. The schedules should also
provide make-up training sessions for those who are unable to attend their

scheduled training.
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The recipient training sessions should be organized around the
material in the recipient handbook. The lesson plan devised by PRC, a useful
guide for other EBT projects, included the following topics:

« the purpose of the training session and the rationale
for the demonstration;

+ the functions of the benefit card and the PIN, PIN
selection, and the importance of keeping the PIN secret;

* how to shop with the benefit card (emphasizing the
instructions in the handbook);

* where recipients can shop (using a retailer roster
handed out to the recipients);

e taking care of the card to prevent loss or damage
(coordinated with the handing out of encoded cards and
protective wallets);

*» use of the alternate shopper card;
* the manual purchase procedure;
- * how to track and check the account balance;

» dealing with problems with the card, issuance, or
transactions;

*» practice with encoded cards and sample store equipment;

e a review of the key points of training, with emphasis on
the need to know the balance before shopping, the
absence of cash change, and the availability of the
manual sale procedure.
Recipients also were given a special flyer for children and taught to train
children and other household members who might use the system when shopping.
Each training session lasted an hour, including 15 to 20 minutes of practice.
Each session required a lead trainer, a clerk to collect the cards and PIN
selections (which recipients wrote on a slip of paper attached to the card),
and another clerk to encode the cards; a total of four staff assisted recipi-
ents during the practice sessions. Between 15 and 30 recipients were
scheduled for each session, depending upon which of two training rooms was

being used.

Depending on the composition of the recipient population, the

training may have to be adapted in a variety of ways to meet special needs.

167



Table of Contents

Those recipients expected to have more difficulty in learning to use the EBT
system (including elderly, non-English speaking, and dis:,led recipients)
should be placed in smaller groups wh: Ney can receive more attention, It
may be desirable to delay training oz se groups (as PDPW did during PRC
system implemenration), so that system  =z2rations will be more stable when
they begin to make purchases. If a sizable non-English speaking population
must be trained, the recipient handbook and other materials should be
translated, and bilingual trainers should be used. Trainers may need to help
some recipients in selecting a PIN that they can remember, such as one that
follows a simple pattern. In Reading, members of client advocacy groups were
trained to serve as authorized representatives for recipients who were likely

to have difficulty with the EBT system.

The scheduling of recipients for training should include newly
certified recipients, so that they do not have to make the transition from
coupon use to EBT purchases. Some exceptions to this rule may be necessary,
however. Recipients who qualify for expedited issuances may not be able to
fit into the training schedule in time; in these cases, the initial issuance
will have to be made using the pre-existing system, Newly certified recipi-
ents who need special training may have to be issued coupons until a slot in

an appropriate session is available.

Local welfare office staff will have to follow up on recipients who
fail to appear for training. In Reading, no-shows were scheduled for make-up
sessions. About 9 percent of all recipients failed to appear for regularly
scheduled training and make-up sessions. These recipients' cases were closed
after standard notification procedures. (About half of these cases, however,
would have been closed for other reasons.) The benefits posted to their
accounts for the month of training were removed from the EBT system through
the coupon conversion function, under the justification that the recipients

had failed to meet the certification requirements for that month.

Assistance to Retailers and Recipients During Start-up. Even the

best retailer and recipient training will not prevent some problems from
arising during start-up operations. The State or 1its contractors should
provide additional assistance to retailers and recipients during this critical
period, so that minor misunderstandings and mechanical problems do not

undermine confidence in the EBT system.
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Assistance to retailers and recipients during start-up could take
any of several forms. One approach is to provide extra hotline staff to make
sure that retailer and recipient calls for help are handled promptly and
effectively. These extra staff could include store equipment experts, soft-
ware specialists, and welfare agency staff. Other recipient services, such as
card replacement, should be generously staffed to ensure prompt response to

problems.

A team of specially trained facilitators could visit participating
stores to observe operations and respond to problems. In high-volume stores,
it might even be desirable to station facilitators on-site during peak
shopping periods. The field facilitators should be well trained in all
retailer and recipient procedures, and they should be able to trouble-shoot
and” fix minor equipment problems (such as loose terminal connections or
changing printer paper). During start-up in Reading, a team of 20 staff from
the FNS Regional and Field Offices answered telephone calls at the EBT Center
and visited stores to provide on-site assistance. In the absence of such
special . facilitators, the staffing of the retailer equipment maintenance

operations should be enhanced during start-up.

Another potential source of assistance is volunteers from community
agencies. Prior to system start-up in Reading, PRC and PDPW staff met with
volunteers from a number of different community agencies and explained system
operations and how recipients would use the system to buy groceries. These
volunteers were then prepared to assist recipients who were having problems

‘with the system, both during start-up and later periods of operations.

Monitoring Operations During Start-up and Phase-in. The managers

and staff responsible for EBT system operations should monitor the system
particularly closely during the start-up and phase-in period. The operation
of the EBT system during this period serves as the final test of the system's
ability to perform its intended functions in accordance with the standards set
out in the design documents. Careful monitoring is needed to detect emerging

problems so they can be resolved before they become critical.

The activities of all participant groups and the problems they
encounter should be monitored. A summary of important activity patterns and

potential problems is presented below.

169



Table of Contents

*» Retaller operations: sales volume; transaction times;
busy signals encountered by terminals; communications
errors; equipment reliability; clerk errors; and ability
to reconcile sales.

* Recipient use: purchases by household; purchase size;
benefit exhaustion; PIN errors; purchases rejected for
insufficient balance; confusion about issuance;
resolving problems with purchases; functioning and use
of balance inquiry devices; and lost, stolen, or damaged
cards.

¢ System operations: up~time; maintenance of operations
schedules; operator errors; capacity utilizationj
reconciliation discrepancies; and coordination with
other operations.

* Local welfare office operations: maintenance of
training schedules; workstation response times and
reliability; card encoding equipment performance;
ability to respond to recipient problems; and impact on
workload.

* Other institutions: accurate funds transfers; communi-

cations with Field Office on new retailers and removals;
- and coordination with FNS reconciliation and redemption
monitoring.

One useful monitoring tool is the system's reconciliation reports,
which should be examined closely during start-up. If any apparent discrepan-
cies are detected, they should be investigated throughly, to determine whether
they are real discrepancies (caused by processing errors or tampering) or
flaws in the reports themselves. Any such flaws should be immediately
remedied. The reconciliation reports should also be used to monitor the rate
of flow of funds through the system. More rapid outflow of funds than expec-
ted may indicate a need to increase the funding of the account for reimbursing
the clearinghouse institution. Conversely, accumulation of funds in the EBT

system may present an attractive target for tampering.

EBT activity reports should be used to compare activity levels, such
as overall transaction rates and peak loads, to design assumptions. The
reports should be designed to highlight differences between exnected and
actual activity levels, and to facilitate analysis of trends in activity and
their implications for system operating performance. If the reports show
substantial differences between critical design assumptions and actual system

use, the implementation team should consider what problems might result and
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how they should be addressed. Activity reports will also provide useful data

for planning future expansion of the system.

A well-designed performance reporting system 1is wvital <to the
effective monitoring of EBT operations during start-up. The implementation
team should monitor the effects of activity levels on processing times,
capacity utilization, and other performance indicators as the caseload 1is
phased 1in. If performance deteriorates significantly, further recipient
phase-in may have to be delayed to permit corrective action, as was the case
in Reading. The reliability of all system components should be closely
watched to identify any design or manufacturing defects that were not

discovered in the testing environment.

Other management reports will be useful in identifying the frequency
of problems experienced by recipients, retailers, and other participants.
These reports should cross-tabulate problems by explanatory/targeting varia-
bles, such as retailer type or ID, recipient language, etc.. Unusual or
disturbing patterns should be interpreted with care, because they may be the
result- of misleading or ambiguous reports rather than actual problems. For
example, the PRC system labeled refunds issued by grocers as ''system over-
rides", combining them in the same category as transactions reversed by the
EBT system due to a lack of a confirmation message from the terminal. Thus,
it was never clear how much this statistic reflected returns and other
situations requiring refunds, and how much it was an indicator of problems in

completing transactions,

Logs maintained by the hotline and system operators also can be
useful in tracking the incidence of EBT system problems. These logs should be
set up to facilitate analysis. At a minimum, they should be organized to
permit quick review. If possible, logs should be maintained on a structured
database system, such as the computerized logs developed by PDPW to coordinate

the separate hotline sites in Reading and Harrisburg.

EBT system managers should conduct on-site observation of system
operations to supplement the review and analysis of EBT system reports. These
observations should include participating stores, welfare offices, the
computer center, hotline sites, the reconciliation site, the retailer equip-
ment service facility, and the clearinghouse institution. The observers

should compare actual operations with the procedures established and, where
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appropriate, collect performance data. They should also seek feedback on how
the system is functioning from the perspectives of retailers, recipients, and

operational staff.

The apparatus for monitoring EBT system operations will not lead to
any improvements without an effective mechanism for synthesizing the data and
responding to problems. While the EBT operations staff should take the lead
in this activity, other individuals involved in the system's design and
development should be available to lend their expertise. Top managemeﬁc
officials in the cognizant State departments and FNS officials should be kept
informed of the general progress of implementation and any major developments
that may require their attention. To maintain communication among the
interested parties, the implementation team should prepare periodic progress
reports discussing highlights of system activity and issues that have arisen.
Periodic meetings of key personnel may be needed to provide a forum for

monitoring implementation and making necessary decisions.

TRANSITION TO STEADY-STATE OPERATIONS

An EBT system can be said to have reached steady-state operations

once the following conditions exist:
* all implementation tasks have been completed;
* all system functions are fully operational;

 system performance is consistently meeting or exceeding
performance standards; and

* users are interacting satisfactorily with the system.

Depending on the State's approach, completion of the final imple-
mentation process may require a transition of control from the implementation
team to the normal production management structure. In the case of a turn-key
project, this transition may be an extensive process involving staff training
as well as a change of leadership. Where State staff have managed implemen-
tation, the main change will be a shift of management and operational
functions from relatively senior staff to mid-level managers and less experi-

enced operational personnel.

Once an EBT system has operated long enough at steady-state in the

pilot area, the State can begin evaluating the results of pilot operations.
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This evaluation should be guided by criteria established in the design stage,
such as objectives for performance, cost, security, ease of use, and partici-
pant satisfaction., The State should seek input from system users on
improvements that may be desirable before the system 1is expanded. The
expected costs of improvements and expansion should be weighed against Cthe

potential savings and other likely benefits of expansion.

In addition to the State's own evaluation, the desirability and
feasibility of expanding the EBT system to the full service area identified in
the system design will depend on current legislation, FNS regulations and
administrative policy toward EBT systems, and trends in the Food Stamp Program
environment, such as pressure from retailers to eliminate coupons or increased
losses from paper-based issuance systems. The availability of State and FNS
resources for expansion also will be a factor. At present, EBT systems are
only permissible under FNS-approved demonstrations, and FNS must approve
expansion beyond the pilot area. The results of the current State-initiated
EBT demonstrations will be critical in determining whether FNS, Congress, and

other key parties will support permanent, large-scale EBT systems.
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Appendix A

CONCEPTUAL TIMELINE FOR EBT SYSTEM
DESIGN, DEVELOPMENT, TESTING, AND IMPLEMENTATION
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CONCEPTUAL TIMEL INE FOR FBT SYSTEM DESIGN, DEVELOPMENT, TESTING,

AND 1MPLFMENTATION
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Appendix B

EXAMPLE OF PDPW EBT ACCEPTANCE TEST SCRIPT

177

Table of Contents




Table of Contents

EXAMPLE OF PDPW ACCEPTANCE TEST SCRIPT

4.2 DISTRIBUTION OF BENEFITS TO (CLIENT) ACCOUNTS,

In this section the distribution of regular and supplementsl benefits to

client dummy accounts vill be completed. The section is intended to be the
same as 1ts corresponding section in the acceptance test of the original EBT

systen. Hovever, in the original acceptance test this section included both
client accounts and lorchgnt account set-up. The six merchant accounts have
already bheen established in the initial velues section (Section 3.3), so the
merchant set-up vill not be included in this section.

The initial values Zfor 10 of the client accounts and their corresponding
PIN and BIC issuance procedures vere completed in Section 3.4 of this
document. A regular issuance for each of the original 10 clients vill nov be
performed, and a supplemental issuance for <five nev clients vill alsoc be
performed. The detail data for esch record are contained in Exhibit 4.1.

The PIN and BIC issuance procedures for the 35 supplemental asccounts
correspond to the original scceptance test "Issuance of Benefit ID Card" (Step
3) and vill be completed in Section 4.3 of the preliminary test.

There are five sub-sections in this portion of the CAT. The first
sub-section is the background or purpose of this section. The next four
sections are the procedures, resource requiremsents, procedural stepas and

expected results.

In Section 3.4 the initisl vealues for the the first 10 clients vere set
according to the inforsation in Table I - 4. The .ransmission of the data via
tape vas Dbsaslanced and revieved using the Client Authorization File vorkstation
screen. In this section these first 10 clients vill have their existing
balances updated using the inforsetion fros Exhibit 4.1. In addition, five nevw
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clients will receive supplemental benefits on thi2 13suance tape tc 22 z2ént
from the PDPW mainirame processor. The 135 clients to he used Ior this testin

correspond to  the 15 clients used during the original 2vstem accegtsnce =2:v

7]

2 JI Tne e

These «clients will receive multiple 1ssuances during =ne cour
function test (Section 5).

- - -
|

Client record preparation on the PDPW system and tran3misgion to CZ3T= ars
expected to be performed in a manner similar to the procedure perigrmed under
the current system. Hovever, the PDPW mainframe system’s beneiits proces:sing
is not required to produce client records and in some cases the mainirame
benefits system vill be unable to create the conditions required for testing
purpcses. A special program to create records and produce tapes may be used,
ag long as proper balancing controls betwveen the "PDPW" tape and Tandem tape
processing can be maintained. The transmission of the client recorcs will e
reconciled 1in the usual manner. The reconciliation step 12 i1aclucea ag s3rt &

the procedures for this section.
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The resources required under this section are lismited to staffing, dats,
tape transsission betveen the Tandem and Sperry systess, and the screens
required to support this effort. Hardvare requirements, such as CRT terminals
‘snd computer comsponents, &nd applicstion softvare requiresents, such as the

CEBRTS, are assumed to be avsilable, ss required.

Staff Required: | - Acceptance Testing Supervisor.
"1 - Acceptance Testing Representative.
1 - BCAO Test Representative.

Data Required: Exhibit 4.1 -~ First Update Values for Client File.

- Exhibit 4.2 - Client Control File Balancing - 2nd Upd.

Yorkstations Client Authorization File Screen 1 (CAFl).
Screens Reqd: Client Autharization File Screen 2 (CAF2).

Hardvares None.
Hatesitaism: Norsal Requiremsents.

Tise Required: .3 hour.
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The folloving eteps ere to be cclplctod for distributing benefits to

sccounts. The Test Representative along vith the BCAOD Test Representative vill

be responsible for executing these steps.

Step YorkStation
HNo.  Screen
i Client Record
Creation
2 Load Client Records
to CEBTS
3 Reconcile Records

sent to CEBTS

Procedure

$o De folloved.

Test Suporvioof is to have
client records created
using Exhibit 4.1 data.

Test representative is to
load client reccords tape
onto CEBTS.

The first 10 regular and S
supplesental issuance
records vill be on tape.

Test Representative to

reconcile tape records

using norsal procedure
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4,2.5 Distribution of Benefits %0 Accounts - Cxpected Regulis

Upon cospleting entry of

all client file data, the Test Supervisor vill

reviev the data for an§ client entry. To ensure positive verification of data

entry, the Test Representative -vill print copies of esach screen and conpare

esch data elewment on the copy vith the corresponding data element in Exhibit
4, 2. Noted Dbelov are the detailed steps to be follaoved to complete the data

reviev,
Step VorkStation
He.  Screen
1 EBTS LOGON
2 NAIN MENU
3 CONTROL FILE MAINT
4 CLIENT AUTH ?ILS
BAINT (CAF1)
- CLIENT AUTH FILE
' HAINT (CAF2)
6 CONTROL FILE MAINT
NENU i

Procedure Dats to
ta be folloved. be entered

- Enter Employee Number (Case No) 1111142
se Sign-on as SUPR ee

- Enter Passvord: 1114428
= Press the Enter Key Enter
_ Successful sign-on goes to
sain senu.
- Press functian key #S FS

Operstor saves to the
Control File Maint HMenu

- Prese function key #3 F3

« Key Client Case NBR 1110001
Operstor saves to the Client
Autho File Maint Screen |

= Reviev the sppropriate data for
the Client Auth File Naint
Screen 1 (Exhibit 4.1). <>

- Press function key #9 F9
This causes operator to go to
Client Auth File NMaint Screen 2

- Reviev the appropriate data for
the Client Auth File Naint
Screen 2 (Exhibit 4.1). <>

- Press Shift Function Key #12 Srl2
Repeat steps 3 ~ 6 until
Client Auth File inforsation
has been completely verified.
eoe Note: enter the next Case
Rumber in Exhibit 4.1. -

<1> Using a copy of Exhibit 4.1 reviev the data elesents on the file and note

on a Test Discrepancy Fara (TDF) any missing or inaccurate deta elenments.
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| Suplatl Iss |1 O | 18 0 1 i 0 ]

TP L LR LY LY Ty cecpmrecvccecccncons tesccsdmvoccacnacaces LY Y ¢eecccaccoencscnes teveaa -
| File Balance 1 8 70 1 I 8 60 ] i 8 80 i

8 S NESESES SN B+ I S SN SN ECEE SRR +S USSP EUSESESSEESENERISEENTNINSENESESEENESENSESNEN

¢SS SENSES SIS E SNSRI RSN EE SN ISR G NN ENESNESINEESSSESERNIISENECIENEESSUSEIRETCITIRIST

{ Field Hame { Client D | VER | Client E | VER | Client F | |
¢SS SAPISES IS ESS S¢S SENESEEBRINRICEE eSS I EIEEEESNEEIEEENS*ERISEEBSASSRNES*ESINESY
! Case No | 1110004 | t 1110008 ] 1 1110006 | |
| Name | Daffy Delta | | Ernest Bcho | - | Fanny Foxtroti

tesossccnaa wesccwpnocnccnne L Y L L Y T Y P P R R L e ] tomcas -
| Honthly las | 870 ] I 870 | 1 8 60 1 I
| Suplstl Iss 1¢ 0 | 18 Q | is 0 ! |
TR P AT RII LIS AR L PR AL R E IR A L R LDy 2 Pomscmduecssnecsccacac= Penena >
| File Balance | 8 70 { I 870 | i 870 | I

+S 5SS NSIRSE IS0 ESSS SR NASES ¢SS IS ¢SS IS SSEEESEESONESEISINESASEESERSSAET SIS
¢SS SIS RIS SN SIS SRS ESERSANENIEEESENISANESEISEESIESRNCETUSESIESASSUUERSIAET+SIZIRe

| Field Hawe | Client G | VER ! Client H 1 VER 1 Client I | VER |
¢SS S 2SS SIN IS SIS SEEES SIS EAESYSEEESSE 0SS0 SSENESSERSCEINESCERESEATSERSEZINNSSSRERe
| Case No | 1110007 I I 1110008 | 1 1110009 '

| Name | Gerry Golf ] | Harry Hotel | ! Inez India ] ]
Preccsecacaccnrensdsconaae Ssescccvierccnjeosnccsansncena IR P L L L R s m-- -
| Monthly las 1 & 30 | |1 870 | I ¢ 83 ' f
| Suplastl las |9 0 ) 18 O ) ! 8 0 s |
IR ALY R R R L LR R LRI AL R L DR L DR SR R A L A L b X A L R Al LAt Rl
! File Balance 1| & 70 | | 8 70 ! | 8100 ] ]

4SS SNESSANEIE NSNS IS SRS SN NN RISSENSSNREERNENE SIS0 BEISINSBANIRINVE 83220

S SSISENESNESSNECSASEASSVTESENRIERERNES

) Field Name | Client J ! VER |
¢S SSSSSUSESSEEESSRISASUENOSESSSENERCNEEERS
| Case No i 1110010 | |
| Name | Jean Juliet | {
| Monthly lsa 1 930 ! ]
| Supistl Iaa I 0 { |

| File Balance ! 8 30 | {

¢SS S S SESSEESSNISSERNESERESESERSCERNEADY
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Exhibit 4.1
E v o F
n Ya
Bage 2 o 2
0lIIllllllllll.lllll'lllll"'lOl.,IQIIII"'II’IISIIOIllto.:::!ll!!::i!ll’::::o
! Field Name | Client K IVER ! Client L IVER | Client H IVER !
*PERERSS RS2 208N RSN RS SSSSSTERIENNSCESNEIESESSEENBEIT2ITOIZNLTSTIIZZIZIZTINZI eI
! Client BIC | ] 1 1 ! i !
| Case No 1 1110011 | 1 1110012 i i 1110013 1 |
! PIN Value I KKKK 1 ! LLLL [ | MMMA f [
{ PIN Qffget ! i | - 1 ! : i {
| Neme | Kinsy Kilo | )] Lexis Lexicon ! ] Mery RBaxvell | }
| Address 1 111 Kreea Wy | | 112 Larry St | i 113 Munsy Ln 1| I
I City I Kilroy | | Lime | | Monroe ] [
I State i PA i { PA i I PA | i
) ZIP ) 11000-1100 ] ! 12000-1200 ! } 13000-1300 ] !
Pocovoncnsccnscsdeccacncesesasaendecwsdocsssssnsacnacas mcvcajpvovcasesceancansa bPrmnae
! Account Sta | A (Active) 1 I A (Active) | I A (Active) | |
i Account Typ | 9 (New) | I 9 (Nevw) { 1 9 (Nev) i {
) Language |} E (English) | | £ (English) i~ + E (English) ) }
P N N S AP TN T NEN S RAPIN OSSR ResswREsCeaas Pesecpoescsna= ceccscaas LA R X
| Nonthly Iss | &8 O ( 18 0 | 18 0 I |
| Suplatl Isa | 8 30 | i $70 | 1 8 60 | ]

+EESESSNESEERE¢SSECSEESESERNESEE NN IESRENNEANEESEETNISNESIERERRTLEESEERERIZRER
¢S SSSESNEESESNSICISESESECESTASSENISIERIEUENESENRCSESRREINERDS

| Field Name | Client N IVER | Client O IVYER |
¢S NESESSESENINSCSSESESESENOESESECININISIESESSNESENIRRAuERNNS
i Client BIC | t | ! |
| Case No ] 1110014 ! } 1110013 ) )
| PIN Velue ! NNNN | 1 000Q | |
t PIN Offset | 1 | | |
i Name | Nelly Naaty | i Olie Q’'Connar | {
| Address | 114 Nerd Ct | ! 113 Qstrich | }
1 City | Nasturtius | | Osla | |
| State I PA { | PA | )
| 21IP | 14000-1400 1 { 1S000-1500 1 (
Poovsacscana cosed¢svecteconcseccesdceendecseneseseas LA T LT 3 2
| Account Sta | A (Active) l 1 A tActive) { |
| Account Typ | 9 (New) \ 19 (New) | |
| Language i E (English) 1 | B (English) | |
T R P e e L P T R P PR P P PR LR DL R DL L ) tecacs
) Monthly Ise | 8 O | 18 0 | |
| Suplstl Iss | 8 40 ( 1 ¢ 80 1 |

¢SS NS ESENSSENCNIS SRS USSR ERNE+NIENINENSRNESSSESNERTeRNNAEe
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Exhibit 4.2

Table of Contents

Client Control File Balancing
Second Client File Update

the END OF JOB REPORT format as it should appear.

Record - Total Regular Issuance Recoras:
Record - Total Regular lssuance Coupons: L
Record - Total Supplemental Issuance Records:

Record - Total Supplemental Issuance Coupons:$
Issuance Amounts Agree: Successful Completion

Issuance Record Counts Agree

10

620

5

30Q

Supplesental Issuance Amaunts Agree: Succeasful Completion

Supplemental Issuance Record Counts Agree

This Batch Job Sequence #:

Statistics For This Job

Total Header Records Found:

Total Detail Records Found:

Total Trailer Records Found:

Total Input Records Found:

Total Updates to Client File:

Total Amount of Update Client Dollars:

Total Nev Clients Added to Client File:

Total Amount of Nev Client Dollars:

Total Amount of This Batch in Dollars:

The Processing For This Job Began At: Date: __/_ /__

The Procesaing For This Job Finished: Date: [

186

15

19

15

$ 620

$ 300

$ 320

Time

Time




	Table of Contents: 


